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LiveNX is an intelligent, action-oriented software that provides real-time visualizations, deep monitor-
ing, configuration, and troubleshooting of multi-vendor network devices, with an easy-to-use graphical
user interface. The system consists of a lightweight, but highly scalable framework and multiple tech-
nology modules, each providing specialized software functions and feature sets. Technology modules
currently available are LiveNX QoS, Flow, Routing, IP SLA and LAN.

LiveNX delivers its network and application monitoring capabilities via two User Interfaces. The Oper-
ations Dashboard delivered via Web technologies is the primary interface and is built for Day 2 network
operations. The Engineering Console is delivered via a thick-client and is built for configurations (for
e.g., QoS policies) and caters to Network Engineers and Architects who want to perform deeper trou-
bleshooting tasks. This User Guide is built for users of the Engineering Console. For the User Guide
built for users of the Operations Dashboard, please refer to our complete documentation at https://
docs.liveaction.com/LiveNX.

LiveNX provides a different approach to network management that combines extensive device knowl-
edge with rich network visualizations. The software captures the actual router and switch configura-
tions to build a highly interactive “mental model” of the network, enabling users to literally “see” flows,
routes, and QoS policies operating in real time—across the network topology and deep inside each
device. The result is an incredibly true and relevant understanding of the network for fast and accurate
troubleshooting and highly informed decision making.

LiveNX is available as virtual, physical or cloud appliances. We support flexible deployment options
based on our Customers' requirements. LiveNX appliances are self-contained with operating system,
system libraries, applications, and utilities. As mentioned earlier, LiveNX supports two user inter-
faces—a web driven Operations Dashboard and a thick-client driven Engineering Console. The features
available and the number of network devices that can be managed concurrently depend on the license
purchased. The software includes a comprehensive collection of pre-configured device settings and
templates based on industry and manufacturer best practices that enable network engineers at any
experience level to perform advanced router functions with ease and confidence.

For monitoring, the software polls the remote network devices at a user-settable polling rate using
SNMPv2 or SNMPv3. The polling engine has been optimized to poll at a speed of up to 10-second
intervals for fast updating of information and values that show actual rather than averaged rates for the
instant, accurate feedback. The data is also stored in its own database for report generation and histori-
cal views.

About LiveNX
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For configuration, the software includes an intelligent, knowledge-driven engine with self-contained
rules for each of the various technologies supported. Network engineers can connect to the routers
using Telnet or SSH for advanced, on-the-fly router configuration without the need to use the Cisco
command line interface (CLI).

Technology Modules

LiveNX is a modular software framework that enables live viewing and control of multiple device tech-
nologies using a single tool and a common user interface. Technology modules are currently available
for the following, with new modules added in the future as they become available:

* QoS

*  Flow

*  Routing
e IPSLA
* LAN

Configuration features

*  Full Modular QoS CLI (MQC) and Hierarchical Queuing Framework (HQF) configuration
support

*  Powerful editor engine for safely constructing a complex set of configuration changes offline,
validating the correctness and utility of those changes, and then applying them to the remote
device all at once

*  Easy-to-use, full QoS editor
¢ Custom inbound and outbound QoS policy editor
*  Graphical pie charts depicting bandwidth allocation among classes
*  “Snapshot” capability for capturing current configurations
*  Manual rollback feature to load previous snapshots into the device at any time
*  Application and removal of QoS policies for multiple interfaces
*  Ability to push QoS configurations to multiple devices easily
*  Hierarchical policy creation for advanced configurations and WAN shaping
*  Custom NBAR protocol definitions
*  Unknown port identification and NBAR protocol match creation
*  CLI command preview
*  GRE tunnel QoS and visualization
*  Pre-defined QoS policy templates based on Cisco and industry best practices

¢ Instant QoS policy creation using NBAR capabilities

Monitoring features

*  Rate-based NBAR graphs

*  Pre- and post-QoS graphs

* QoS packet drop graph

* Interface-level packet drop graph

*  Extreme low-level graphs of CBQoS statistics

Technology Modules 3
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*  Built in CBQoS MIB viewer

*  Ability to graph hierarchical policies
*  Multi-day interactive baseline graphs
*  Reporting capabilities

*  Export data and screen capture capabilities

Troubleshooting features

* QoS Audit capability across the network
*  Unknown port discovery

*  View QoS graphs across routers

*  Topology-based QoS state indicator

QoS Module

The LiveNX QoS technology module monitors and configures Quality of service (QoS) on Cisco rout-
ers and Catalyst switches that support Modular QoS CLI. For more details, refer to Chapter 6, QoS5.

Flow Module

The LiveNX Flow technology module provides advanced system-level flow visualization, as well as
internal router and interface flow visualizations and graphs. For more details, refer to Chapter 7, Flow.
Features

*  Topology-based flow view across multiple devices

*  Supports Cisco NetFlow v5, v9 and flexible NetFlow, IPFIX, Juniper J-Flow, sFlow from various
vendors including Hewlett-Packard, Alcatel-Lucent, and 3Com

*  NetFlow views inside the router for tracing flows from ingress to egress

*  Full reporting capabilities

*  Flow based dashboards

*  Flow filtering based on DSCP, port, source address, or destination address

*  Flow tables with the ability to sort and select flows

*  Detailed information on individual flows

*  Works in NetFlow MIB and Collector modes

*  Ability to start and stop NetFlow data on a per-device basis

*  Flow graph per interface based on destination or source address, DSCP, or port

*  Ability to resolve IP addresses to hostname

Benefits

*  Faster troubleshooting of the network

¢ Ability to view flows across the network

*  Ability to pinpoint entry and exit of flows

*  Improved visibility and understanding of the flows

*  Observe the effects of routing and PBR, such as route updates and asymmetric routing

QoS Module 4
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Routing Module

The LiveNX Routing technology module provides real-time routing-layer visualizations for Cisco net-
works. In addition, the module’s policy-based routing feature provides a high degree of control, allow-
ing users to route traffic easily and predictably over user-specified paths. For more details, refer to

Chapter 9, Routing.

Features

System-level topology view of active routes

* Displays by protocol, directionality, and destination
*  Mouse-over displays individual route statistics

*  Next-Hop Routing visualization

*  OSPF and EIGRP neighbor adjacency

Device route-table views in graphical and tabular form

*  Shows destinations for interface

*  Displays all entries or filtered entries only

Route display filtering by protocol

*  Filters by direct and static routes

*  Filters EIGRP, OSPF, BGP, and RIP protocols

*  Filters per user and periodic downloaded static routes
*  Other filters: IS-IS, mobile, on demand, IGRP, EGP
Route display filtering by destination

*  Shows default route

*  Shows routes to destination IP address

*  Shows routes to destination network

Export function

*  Exports route and route table information for further analysis
*  Exports forwarding tables to CSV file (by device)
Refresh real-time updates of routing layer—refreshes all routes or specified routes only
Troubleshooting capabilities

* Displays routing loops and asymmetric routes

¢ Alerts to routing instabilities

*  Detects black holes

*  Provides error summarization

Policy-based routing (PBR)

*  Configuration and editing of PBR and Set statements
*  Editing of existing route map configurations

*  Validates user entries to ensure PBR compliance

* Displays indicate where PBR is applied

*  Exports route map statistics

Routing Module 5
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* Displays static routes and PBR issues
*  Virtual Routing and Forwarding (VRF) visualization
* Displays virtual routing and forwarding tables

*  Exports VREF tables to CSV file

IP SLA Module

The LiveNX IP SLA technology module makes Cisco IOS IP service level agreement (SLA) operations
easily accessible for generating synthetic network traffic to monitor latency, loss, jitter, and mean opin-
ion score (MOS) for VoIP. For more details, refer to Chapter 10, /P SLA.
Features
* Latency, loss, jitter, and MOS performance measurements
*  System wide IPSLA hub and spoke and mesh configurations
*  Test types: DHCP, DNS, FTP, HTTP, ICMP Echo, Jitter, Path Echo, Path Jitter, UDP Echo
*  Traffic type configuration
*  Protocol type: more than 10 protocol types
*  DHCP: destination, source, circuit ID, remote ID, subnet mask
*  Test frequency setting
*  Jitter test parameters—VoIP codec simulation (G.711 ulaw, G.711 alaw, G.729a)
*  Mode: active or passive
*  Packet priority: normal or high
*  Precision: in microseconds or milliseconds
* 1P SLA topology view (real time)
*  Multiple colors for visualization
*  Loss indicators
*  Normal and above-threshold indicators
*  Lists of running tests (indicating source, type, status)
*  Quick and full test options
*  Set up responder at destination
¢ Start/Stop traffic tests
*  Edit, save, or delete test configurations
*  Export results to CSV file
*  Historical reporting (live update averages over timeline)
*  Variable sampling rates: from 10 seconds to 5 minutes
* Latency: milliseconds over time, microseconds for jitter
*  Loss: number of dropped packets

*  VoIP MOS range: 1-5

IP SLA Module 6
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LAN Module

The LiveNX LAN technology module provides real-time Layer 2 visualizations for networks, including
trunk interfaces, port channels, VLAN associations and bandwidth percentages. For more details, refer
to Chapter 11, LAN.

Features

*  Network Visualization

Automatic device discovery

VLAN trunk, port channel names

VLAN associations within a device

VLAN highlighting through a network

Input/Output bandwidth of each VLAN and port interface

*  Real-Time Monitoring

Trunk and access bandwidth information through network polling
Layer 2 QoS statistics including CoS, DSCP and IP precedence

Dropped packets, interface warnings through network polling at the VLAN level

Contacting LiveAction Support

Please contact LiveAction support at /1t1ps://www.liveaction.com/support/technical-support/ if you
have any questions about the installation and use of LiveNX.

An RMA (Return Material Authorization) number must be obtained from LiveAction before returning
hardware. Please contact LiveAction technical support at ittps://www.liveaction.com/support/techni-
cal-support/ for instructions.

LAN Module 7
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About the Engineering Console User Interface

In the topology view, the objects in the main window represent network devices, subnets, and other
user-definable objects. The larger circles represent network devices. Individual interfaces are shown as
smaller circles inside the network device. Devices may be organized into groups that will appear as
annotated, colored rectangles.
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GRE Connection

The top half of each interface represents inbound traffic and the bottom half represents outbound traf-
fic. The color of each half indicates its status—green indicates normal, orange indicates congestion, and
gray indicates the interface is disabled. Inbound and outbound bandwidth values for each interface can
be displayed by right-clicking on the device.

NetFlow Flows
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Topology View Interface Controls

TOOLBAR
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Pan & Drag/Pan Lock: Choose mode
between move objects with pan / Pan only
Multiselect: Pick multiple objects

Connect: Draw a connactor betwean objects
Drawing tool: Draw an annotated abject
Zoom InfZoom Out: Clck fo Toom or use
mouse scrol wheel

Other: Each technology tab provides differsnt
toolbar optons

Create your own network objects — |

Create your own network connections — |
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Right-click to display context menu
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logy Tabs y —

Click on a tab to show speific views and | S
information for QoS. Flow, Routing, 1P SLA, |
or LAN | e A

L T T - T e - ———

Manage Devices : e -
Discover - Find the devices on the netwark

Manage - Set configuration patameters
Expand - Expand to display device statistics

e DEGES

Tree View
Tree view shows the devices you added and

thesr interfaces

* Click on Home 1o display the topology
view in the main window.,

* Double-click on a device or interface 1o
display it in the main window.

* Right-click on a device ot interface 10 .
display its menu options, To find a device il -
quickly in the topology view, use the et | | R R A %
Zoom to Device feature b s — E - [ - >

— . 4 - [,

— ( e

CEREEERCENECELBENREE

Basic Navigation Main Window - {Topology View shown)
* To room, use mouse scroll wheel or press [Ctel] | + ] and [Cirl] |
* To pan the network, chick and drag the background area
* To mewe cbjects, click and drag the object

To display the Topology (Home) view, click Home in the Tree view.
Connected ports appear as solid lines - wider lines depict greater bandwidth
Devices appear as large circles. Double-click for device level view.
Interfaces appear as smaller circles. Double-click for interface level view
Information legend identifies interface items and color coding

moMn®E>»

View Menu

The View menu contains menu options related to the topology views. These options include:
*  Save Image — saves a PNG image of the current topology view

*  Fit to View — resizes the topology view to fit all the objects on the topology

*  Reset View — resets the pan and zoom of the topology to the default view

*  Reset Layout — resets the layout of the topology.

Note Any changes you made to the layout (moving devices) will be reset to the default layout.

*  Sync to Master Layout — synchronizes your current topology layout with the saved master layout

*  Save as Master Layout — saves the current topology layout as the “master layout.”

Note Only users with the admin role can save a master layout.

*  Show Bandwidths — toggles the display of bandwidth statistics on the topology (shown on the
interface icons)

*  Show ACLs — toggles the display of icons indicating that an ACL is applied to the interface
*  Show Legends — toggles the display of the legend in the lower-left corner of the topology

*  Scale Names — toggles a control to maintain a viewable font size for the device name and IP address
while zooming in and out in the system view. Default: Scale Names is enabled.

*  Force Subnet Display for All Interfaces — toggles a control to override cases where interfaces don’t
show its associated subnet cloud. Cases, where this occurs, are with SVI interfaces for which there
are no access ports associated with the VLAN and sub-interface parent interfaces with assigned IP
addresses. This is available for the admin user only.

*  Export Topology to Visio — allows exporting the topology view into a Visio file format. Click on
Export Main Topology to export the main topology. Collapsed groups will appear as collapsed
groups during the export. To show all devices, click on a group, select Expand All and then export.
Click on Export Group Topologies to export each group as a separate tab within Visio. Click to

View Menu 11
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Note

highlight the desired groups to export. Click on Browse to determine the file location for the
exported .vdx file and then click on Export. This feature is supported using Visio 2013.

=

A Export Visio Diagram =

Visio File :sers‘i.fve.ucﬁon Demo \Documents\4. 2\export_2_visio.vdx E:

[¥] Export Main Topology
[¥] Export Group Topologies

QA-L2-Campus
Kapiolani Campus

[ Beot |[ concd |

Exporting and Importing a LiveNX Configuration

Configurations can be exchanged between different installed LiveNX clients in order to simplify envi-
ronment setup. To export a LiveNX configuration, first launch the Management Console from the
LiveNX server. Then go to the Manage menu and select Export Configurations. The configuration will
be saved to a configuration file.

To import a saved LiveNX configuration file, go to the Manage menu and select Import Configura-
tions. LiveNX must be restarted to load the imported layout.

Configuration exporting and importing functions are only available to the Administrator.

LiveNX Technology Tabs

The LiveNX software currently supports QoS, Flow, Routing, IP SLA and LAN. Settings and informa-
tion for each of these technologies can be accessed by clicking on the technology tabs or by selecting the
technology menus.

Technology Menu

A Ton s s
Dt S [ G pe g | PRa |
/’}"qlmu_ﬂh-mu-m | o i e adnent ~ [ =
Technology Tabs = i - - = = = 1o
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Exporting and Importing a LiveNX Configuration 12
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Usage and Deployment Guidelines

LiveNX runs as an appliance (virtual, physical or cloud) and enables full control of network devices
from the appliance's location. The Engineering Console runs on a Windows or Mac computer as a cli-
ent through which a User can make configuration changes. The software updates the running configu-
ration of the device. For the changes to be permanent, you can manually invoke the device’s command
to save the settings to the device’s startup configuration.

Router or Switch

Startup configuration

LiveNX Interface Color Codes

The various colors used in the software indicate a specific status as shown in the table below.

Normal

Dark Green Normal and Qo5 policy exist on interface
Orange Congestion or drops occurting

Red High CPU or memory usage on device
Device orinterface down

Polling to device turnad off

Ifany error occurs on the graph, a red triangular indicator will appear. Causes of the errors may include
missed polling due to dropped packets, a non-responsive device, or other connectivity issues.

|00

600

400

Khps

200

Lo
12:23:47 13:24:27

Logical Topology (Preview)

The logical topology view allows LiveNX users to focus on a specific section of their topology.

LiveNX Best Practices

Web search, a daily ritual in our connected lives is highly effective due to tagging of information.
Wouldn’t it be great if you had a similar capability to search and ask questions related to the network?
LiveNX network semantics help you understand and troubleshoot their network better and faster.
Using LiveNX’s big data analytics platform you can tag network devices and interfaces to enable search,
reporting and dashboard capabilities. LiveNX provides a rich and flexible way to leverage network

Usage and Deployment Guidelines
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semantics. You have the capability to assign multiple tags to a device or interface to gain improved
understanding of the network and extract relevant data faster via search, reports or dashboard. Net-
work semantics can be leveraged to identify and create:

*  Groups

*  Sites and Site IPs

*  WAN Links

*  Service Providers

* Labels

*  Capacity

*  Device and Interface Tags

¢ Data Centers

Groups

A group represents a collection of network devices and are created to easily view the relevant informa-
tion. When managing multiple network devices in LiveNX, it is recommended that you create groups.
Groups help visually and logically organize devices and enable easy access to critical information related
to the group. All network devices in a group are visualized on the topology as part of the group. In our
case, we have created multiple groups based on location e.g. LA, London, Santa Clara etc., as shown
below.

- — - — e weme = - - — e on e e e

Each group contains network devices managed by LiveNX and can be seen by expanding the group as
shown below. You can expand the group to see the network devices. Each network device can be further
expanded to see the managed interfaces. For each managed entity, LiveNX provides detailed informa-
tion about the device and interface.

Le b b

Groups 14
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LiveNX provides an intuitive and interactive topology as shown below. Groups enable visualization and
quick problem resolution on the topology map. Each square box on the topology corresponds to a
group with network devices and third-party flow elements contained within each group.

You can zoom in or out of a group for visualizing network devices and interfaces. Grouping capability
makes the topology scalable. Zooming in and out can automatically expand and collapse the groups
which make it easier to view all flow info to and from groups. You can double-click on a group to
expand a group. Zooming into a group shows network devices and third-party flow generating devices.
Each bigger circle in a group represents a network device while interfaces with ingress and egress are
denoted by arrows. Any issue on the device or interface is highlighted in red or yellow. Simply click on
the element to get additional details.

Additionally, a search filter applied to a particular group shows flow data related to all the devices in the
specified group only. This helps narrow traffic flow visualization and makes for easier troubleshooting.
The figure below shows the flows related to group Santa Clara when a filter for group=Santa_Clara is
applied.

Grouping devices are also important to help visualize the flows ingressing and egressing a collapsed
group. The ingress and egress flow from a group can be to another device or another group as shown
below.

Collapsed groups also increase the performance of LiveNX by efficiently rendering the devices on the
topology. You can simply zoom into a group to see the details.

Groups

15
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Sites and Site IPs

The site is another label that can be assigned to a network device. Sites are not visually displayed on the
topology. However, sites are a logical grouping of devices and used for searching, running reports and
observing data on the dashboard. LiveNX recommends that you should assign network devices to a site
and make the site name correspond to the group name (e.g. if you have created a group LA and assigned
network devices to the group, assign site LA to those same network devices). Typically, a site corre-
sponds to the geographic location of the branch/data center. Once sites are assigned to devices, site info
can be used to run flow queries, reports and dashboard. Sites created in the figure below are the same as
the groups created in LiveNX.
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In addition to assigning a site to device(s), site also has a Site IP field as shown below. Site IP field can
contain multiple entries and can be either an IP range or IP addresses. Providing Site IP information
enables LiveNX to display relevant flows to and from sites, helping identify site-to-site traffic.

»

Site

Site |London v

IP 1198.19.2.0/24
10.0.2.1

Enter IP address ranges in CIDR format

*

Sites and Site IPs 16
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When troubleshooting an issue between two sites, you can use site search queries to filter flows between
applicable sites and relevant application(s) for quick visibility and faster troubleshooting. For example,
if an admin wants to view all the flows originating from a site (Santa Clara), they can simply enter a
query flow.ip.site.src=Santa_Clara with the result being shown below.

{ fewrch Fow.p.ate.wo=tanta Cars

In addition, the admin can further narrow down the query to show flow data only between two specific
sites. In our case, we are interested in the source as Santa Clara and destination being Palo Alto. The
query will be flow.ip.site.src=Santa_Clara & flow.ip.site.dst=HQ-Palo_Alto with the result shown
below.

Ia.-., [ ———E—— |

WAN and Service Provider

LiveNX recommends tagging all WAN links in the network. When filtering flows, you can use the WAN
filter to see traffic related to WAN flows only. Filtering traffic for WAN shows the usage of WAN links
and the major consumers of bandwidth. A WAN link can be identified by simply checking the WAN
check box. In addition to the WAN check box, another label called Service Provider is available for fur-
ther identification of the WAN link. You can use this field to either identify the name of the Service Pro-
vider or the type of link e.g. MPLS, Internet etc. Links depicted as WAN with the Service Provider label
is displayed on the LiveNX topology and helps visualize WAN related info. In our example, the network
admin has filtered the flows based on the site and WAN provider.

WAN and Service Provider

17
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Label

You can also assign a label to interface(s). Labels are an additional identifier that can be used to search
and filter the information available. Simply assign a label to the interface by selecting a previous label or
adding a new one.

Detals

Interface Details £
Enterface name

Ethémet1/12

P address

12.33.223.132

| outsde

Capadity 100000 | Kbps

Service Provider A

WM

Hame ATT w
Remove unused service providers

Tags 2

; ™ Used
I/ frewsl 1

Capacity

Capacity field denotes the capacity of an interface. Often, the configured capacity/bandwidth of an
interface can be different from the maximum bandwidth of the physical interface. Once you have con-
figured the capacity, the capacity information is leveraged for capacity planning reports. It is important
to configure the capacity of interfaces for accurate 99th and 95th utilization. Leveraging the percentile
utilization helps in accurate capacity planning.

Label 18
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You can see interface details by simply zooming in on a network device on the topology. The topology
shows the device with the bigger circle with all its interfaces within that circle. Each interface has an
ingress and egress and the capacity shown is the bandwidth of that interface.

Device and Interface Tags

Tags can be assigned to network devices or interfaces. You can use tags to filter flows in their search que-
ries. Tags assigned to network devices or interfaces do not show up visually on the topology, however,
they are helpful in filtering flows. The figure below shows the ability to visualize and filter flows based
on tags. In this case, we have applied a filter site=HQ&tag=firewall which shows only the flows related
to the device(s) tagged as firewall.

R

Remove unused sites

i Tag Used

|| firawat 1
| | outside 1

acamsmime

Reporting

LiveNX also provides the capability to leverage its extensive reporting capabilities with network seman-
tics. Network instrumentation and flows generate a lot of data which has to be processed in a meaning-

Device and Interface Tags 19
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ful way for accurate decision making (e.g. a user can run site to site reports by simply running a Site
report). If the sites are properly identified, the report represents the flow data between sites.
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You can further filter the data in the report by using search queries similar to the ones identified in the
Sites section. In our case, we run a site-to-site report between Santa Clara and Palo Alto with Santa
Clara as the source and Palo Alto as the destination. The report in the image below shows the traffic

between those two sites only with the query flow.ip.site.src=Santa_Clara & flow.ip.site.dst=HQ-
Palo_Alto.

Search flow.ip.sitesrc=Santa_Clara & flow.ip.site.dst=HC-Palo_Alto

P

LiveNX provides a rich variety of network semantics to filter relevant flow information and enable
faster troubleshooting. Adding semantics is an evolutionary exercise as you get increasingly familiar
with LiveNX and the power of semantics. As a starting point, we recommend that you:

Create groups to organize and visualize network devices on the topology
*  Assign sites to devices that correspond to the groups

*  Identify and check the WAN links and identify the Service Provider or the type of link
*  Assign capacity to the WAN interfaces and critical network interfaces

Labels and Tags can be part of an ongoing effort to effectively help in troubleshooting

Reporting 20



Dashboard

In this chapter:

About the Dashboard
QoS Dashboard . . . .
WAN Dashboard . . .

21
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About the Dashboard

Technology Dashboards

The LiveNX Dashboard provides real-time system-level alert and device status information. The Dash-
board section is segmented into the flowing actionable areas, on the left Search, and subject tree, and on
the right five subject tabs QoS, Flow, Routing, IP SLA, and WAN. Due to the system level, the dash-
board can also be configured to open upon start-up of the LiveNX client.

Dashboards are segmented into two areas, the Menu tree on the left-hand side and the Display area. To
enable automatic startup, go to the Dashboard, click on the drop-down in the top left-hand corner of
the device tree view and enable Open at startup. Each Dashboard consists of a set of predefined widgets.
Below is an example of the System Dashboard in the Java client.
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The Action bar of the Dashboard (on the left) displays a set of actions that can be taken, each of these
actions is covered in the corresponding topic Chapters:

*  Alerts — Chapter 4, Alerts and Notifications

*  Reports — Chapter 5, Reporting

System Dashboard

The System Dashboard presents a snapshot of the resources in the network, it lists the Alert count, and
a set of widgets that display the status of Top devices in each category, CPU, Memory, Interface Band-
width and Drops, and WAN Utilization. Within each widget the order can be displayed from Highest to
Lowest, or vice-a-versa by clicking on the title bar within each widget.

About the Dashboard 22
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Site WAN Interface in the action column will display The Site — WAN Interface report. This report pro-
vides a historical summary of the QoS properties of all the interfaces that are defined as WAN inter-
faces, grouped by Site tag.

System Alerts

The System Alerts — 24 Hours charts the total number of generated alerts within the last 24 hours. The
chart uses a rolling window format. The most recent count of alerts is generated at the right edge of the
chart and older data is moved to the left until any data beyond 24 hours is deleted from the chart.

System Alerts - 24 Hours
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The legend to the right of the System Alerts chart is a tabular summary of the total generated alerts for
the chart duration. Use the check box alongside each alert type to enable or disable viewing the alert
category from the chart.

The charts and tables below the System Alerts graph provide real-time average data for the dashboard
time duration selected. Four-time durations are available: last 15 minutes, last 30 minutes, last 1 hour
and last 4 hours. Default is last 15 minutes.

Top CPU Usage

The Top 10 CPU usage chart is a bar chart summarizing the top 10 devices with the highest average and
peak % CPU usage. Click on the Device header to list the ten devices in alphanumeric order. Click on
the Avg header to toggle the chart to sort from the lowest to the highest average % CPU usage. Click on
the Peak header to toggle the chart to sort from the lowest to the highest peak % CPU usage. Default is
top 10 devices with the highest average CPU usage.

System Alerts
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Top 10 Memory Usage

Device Avg * 1 Peak
LA2921-RO1 [ — 48 %
T02921-R0O1 i 43 %
DC-ASAS5515x  —] 39 %
fpA-3850 | 36 %
HNL-ASA' peyice CPU/Memory Usage Report 34%
DC-Corel —wew- E = . 33%
cat2960SCOPE_1-15 [— 33%
cat2960SCOPE_1-14 === 33%
APN-AS-17 | —il 29%
APN-DS-16 == 28%

Right-click on an entry in the table and then select View Graph to bring up a historical Device CPU and
Memory Usage time-series report. The report will automatically use the selected device.
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Top 10 Memory Usage

The Top 10 Memory usage chart is a bar chart summarizing the top 10 devices with the highest average
and peak % memory usage. Click on the Device header to list the ten devices in alphanumeric order.
Click on the Avg header to toggle the chart to sort from the lowest to the highest average % memory
usage. Click on the Peak header to toggle the chart to sort from the lowest to the highest peak % mem-
ory usage. Default is top 10 devices with the highest average memory usage.

Top 10 Memory Usage 24
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Top 10 Memory Usage

Device Avg * 1 Peak

LA2921-RO1 [ — 48 %
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HNL-ASA' peyice CPU/Memory Usage Report 34%
DC-Corel wwuw —— - 33%
cat2960SCOPE_1-15 =1} 33%
cat2960SCOPE_1-14 === 33%
APN-AS-17 | —il 29 %
iAPN—DS—lB == 28%

Right-click on a device name in the table and then select View Graph to bring up a historical Device
CPU and Memory Usage time-series report. The report will automatically use the selected device.
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Top 10 Interface Bandwidth (Input or Output)

The Top 10 interface bandwidth table lists the top 10 interfaces with the highest bandwidth. Use the
drop-down to select between Input Bandwidth and Output Bandwidth. Default is Output Bandwidth.
Click on any column header to re-sort the top interfaces alphanumerically by interface, device or
description or numerically by either input or output bandwidth.

Top 10 Interface Bandwidth  Output BW (Kbps) =

Interface Davica Description Inpur BY (Khps)  Output BW [
VianlaD C5-C3850-23-31 Performance-Test... 37,273 41,803
CigabltEthernet... C5-C3850-23-31 p - e Frrer— 34,566
vians0 €5-C3830-23-31 30,730
CigabitEthernet... C5-C3850-23-31 DELL 234 VMNIC-L 227 24,393
CigabitEthermet... €5-C3850-23-31 PERF SERYZ 34,579 6,408
CigahitEthemnar... CS-C3850-23-31 to Dell Serverd TMA 19,007 a,8E1
CigabitEthernet... C5-C3850-23-31 to DELL 233 UMNIL... 20,721 3,113
CigabitEthernet... CS5-C3650-23-36 To-C5-WaAN 798 2,278
CigabitEthernet... CS-C3850-23-31 2017-TO-ISR-2331 832 2,256
Vlan52 C5-C3850-23-31 CORE-SITE Samp... 19,481 2,244

Right-click on an entry in the table and select View Bandwidth Chart to generate an Interface Utiliza-
tion Report.

Top 10 Interface Bandwidth (Input or Output)
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Interface Utilization

Interface: GigabitEthernetl f0/11 - PERF SERV1 -:-;-:un‘?-n_-hwl-l_- Kips ’_fﬁ!llxrn -

Mses  IBIEE 19sE S0
aREs MBS MAS w008

Top 10 Interface Drops (Input Drops or Output Drops)

The Top 10 interface drops table lists the top 10 interfaces with the highest number of drops. Use the
drop-down to select between Input Drops and Output Drops. Default is Output Drops. Click on any
column header to re-sort the top interfaces alphanumerically by interface, device or description or
numerically by either input or output drops.

Top 10 Interface Drops Output Drops (pps)

Interface Device Description | Input Drops (pps) | Output Drop... 1
[Ethernet] /3 D e 0 963l
|FastEthernet  Interface/Interface Drops Report 1,129 1,278
|GigabitEthernetuy 1 LAZYZ 1=KUL 0 35
|GigabitEthernet0/0/1 DC-WAN-Router connection to Tor... 0 <1
|GigabitEthernet4 DC-MPLS 0 <1
/Common/input PA-FSLBM 72 0
o LiveSensor-PA 0 0
lethO LiveSensor-PA 0 0
lethl LiveSensor-PA 0 0
leth2 LiveSensor-PA 0 0

Right click on a table entry and select Interface/Interface Drops Report to generate a comparison inter-
face/interface drops report using the selected device and interface.
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Top Class Bandwidtn
Top Class Drogs

Sitw Bandwioth

Interface Bursttie Rite

Site Alert
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Save

Save As
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) Hame Amage ek
B W unicast 2514 27,

20,000
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o 14, LT PM o 14, BT 24 P o 14, (26 P
Interface Drops Inteface diops in Pps Dptions =
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B B ineerface Drops 0. 5,511 10,

oo 14, G324 P Mo 14,1328 Pl
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Site WAN Interface

The Site WAN Interface Utilization table lists all sites defined as WAN sites in the System Device View
and site details including labels, capacity, input and output average and peak %. The Input Average and
Input Peak % is computed by taking the percentage of input or output measured bandwidth relative to
the user-defined capacity value in the system table. If the user-defined capacity field is blank, then the

In and Out Capacity fields will be blank.

Site WAN Interface Utllization

Site al Labal Capacity Input Avg Input Peak Output Avg Dutput Peak CPU Avg CPU Peak Memory Avg Memary Peak
BOS To-ATAT 10,000 I 30 % Il 38 % Il 34 % I 35% I o0 x I 75 B sl 5%
|CHI To- Verizon 10,000 BN 35 N 4a3x ELEY | 40 % I oo v BN oo x 2zzx @ 27 %
CHI To-GVS 10,000 I 30% N EPE | 34 % N 43 I oo« I oo 27x 27%
CHI 10,000 § 1% 0 19% 0% 0% I o9 x BN 95 % [l 7% 7%
ICHI 10,0008 15% 0 19% 0% 0% I 59 x I 95 W 7%l 7%
Chicago 100,000 0% 0% 0% o%l anl sxll 1%l 11%
Chicago 100,000 (33 o% 0% ol axl sxll 11xl 1%
Chicago 1,000,000 0% 0% 0% ol a%l sxll 11x%1 1%
Chicago 1,000,000 o% 0% 0% 0%l 4% 5%l 11%0 11%
DataCenterCA 1,000 0% 0% % 0% [ | EEEY | EEEY
Natalenter A 10060 e na A s - ae o BN TR

Right click on a field in the Site WAN Interface Utilization table and choose among three reports: Site
Bandwidth, Interface Utilization, or Device CPU/Memory Usage. For each report, LiveNX automati-
cally uses the selected device and interface; inbound is also selected as the default direction.

Site Bandwidth report
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Application Dashboard

The Application Dashboard presents a snapshot of the Applications transiting the network, it lists the
Application groups Bit Rate, and a set of widgets that display the status of Top Application by, Bytes/
Flows, Performance, Voice/Video Performance, and HTTP Host. Within each Widget, the order can be
displayed from Highest to Lowest, or vice-a-versa by clicking on the title bar within each widget.

Application Dashboard 28
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In the top right, there is two drop-down selections that provide more granularity for the dashboard.
The first is used to display the results per site or all sites. The Second is used to display the results per
application, or all applications.

The Application Performance in the Action menu will open the Flow reports section which is covered
later in this chapter.

The Manage Application Groups will open the Manage Application Dialog which allows the user to
manage the Application groups by adding, deleting or editing the groups already defined.

QoS Dashboard

The QoS Dashboard presents a snapshot of the Quality of Service Policies active within the network, it
lists the QoS Alert Rate, and a set of widgets that display the status of Top QoS Status by, Input Band-
width, Output Bandwidth, Input Drops by Bitrate, Output Drops by Bitrate, and Application Band-
width. Within each widget the order can be displayed from Highest to Lowest, or vice-a-versa by
clicking on the title bar within each widget.

St | appcatn [QOSH Fiow (FSLA WAk

MK # Qs Alerts - 24 Hours
e Ten Tow
parks a0 WClass dlmll-ﬂl LE
E s 8 o i
| B darond . b
- i Chs 3. cabcr d. [
s (I £ o ¢
Eonrower Dewicm. w -nmnwupn_ [}
i AR el du o
Manage Desices i
Db SR LS
Cumiigurs Abums 2 =T ) ) I Branaw CErs P00 Wi T T e oLl
Qat Pakey * 18m 30 1 dfe
Qal Sysimm Aadr
QoS Status NI, £8A00 AP DAUTRLY, (8000 1
Top 10 Clama Trput Dangwidth | Pre-foice [ faclods clav—atadt Tap [T |
e T B il e e feen Pt 4 ol
!!‘_MY SEN_BACE WIHEE u,lhlkll-ruﬂ Ll L] SHRANG & s defasll IUE . ChgabetEthrmend BTR_ Lot heapries 185
SET_DSCR clna-delual wFihemed RTR_Madisan Tl [PHAANG, b -delach AQUE. . TigabitErhemen? KT Riomiing baum. 188
inghiE, in_d. Clph i AT Leaasiie 305 SUAMKL cisa-defach QUL Cigabitlthamend KT Leunwile 187
HTR_Limvdumy ERF EHAMNG -l U (n—hlfll-t'\ﬂ{ KT Sardase L8
TS anioee 3 SuClu i e KT haia 120
RTR Swatihe ILFL SHARING chas-di KTA_Londen 118
FTR Seanbe TLO|  SHARNC s dl‘lm‘al‘l thlllh"m! KT M om m
FTA Mtiuar BT ARG s dlak: et K3 e 1o
RTR Sarime 51 Mlﬂ'xh)-ddhh . Chgabittthemed KTA_Madaon B
KTR Seanh. Bl SHAAKCChss dl‘<J|NIDE CigabetEibrnet] BT Lesban 2
Top L0 Class [ngut Crops By BRrate. Emcl e ¢ brsa ~Sefaadt Tap
I ST () ey =T T T TR v =
SET_DACH ST G50 DD Cipabtfibamed W sanizae i TR ain 12
Ingis_Piliom_Wol P ClgalsiErfemen KR _Lim A <1 IR Saanils s
SET_pSLI h i FTR Sandue LI AR Lo e L
7 W8 seaiis H ATH_puain =
SET_DALF cns-delaah Cgslsitibenend kfklhl'wl\ o Ll "
{SET_DS DTS o ATE_Seattle el
SIT SR DA VOICE . Cigabiithamerd ilfemi H T Lot @
SET_DSCFYSET_DSOF WEHCE . ClgaleiElfmenet KT Saarile b RIR_Len Areywers .
SET_DSCRSET_DSCR WIHCE .. CigabitErhemen ] RTR Midisar B ARG s -delagl RTR Lomaibile I
SET DS DACVORE . Cbitthamn e 5 BUAANGchaa. detach S G et AT g ]

Top 10 Apphcatisn Rasdwidtn

[Ty e o] Bt i o
srativzcal-cont-adia Clgaitbibemer RTI-OCMPLS =
rann [T —) NR-DE ML i
el -conl-sudia CigattEtteil RTHOC MPLE E
ebris-wianie Cigabithubener ETE Madicar 32
vtk b srce Cirabitibemer? Wranc-coar 14

QoS Dashboard 29



LiveNX Engineering Console User Guide

IR L L L T Tt o

(T R T e

s SEatun P L, o B e L, G
Top |8 (Bt bnged Rasdwlaih mrrds v | TeLS el Ao A s, et Bl Sm s Tehad estal
.'DOH- L e Nyt el l,l|u; L 1 — E (bt 18 Vi
T =i ne arm —rE— - [
o il o e s oy e A - e

[ ol g, S b Lramy P e Erae i

L R Ta L 4 s S b LR R -

L B e TR Adme e B e e ] -
- e | e ] n g YT P s
e T Cimtni, [ip—— e e -
e Gad e AR, [ st P - L |.
e teemn dml b T e et o5 ]

L T e B 5 ——— B £rans [

2 Vit 18 Chivin bt vl By epnta | Folim o Fagp 18 Claa. Dutpan Brapn By Bopaie [ boide fmrted
Fre rrprm =g prery ey | o ks T PP T
e PR SELTEE AN B ey o b Pt "
—— R e - — g T e T e i "
- mAss  Fadracey & LA b i i e Al Lo il 1]
e o st ae I — 7 ’
m P Vel b B I A B pwhim At s Sl S R A ¥
- ——— e =——— ] [ S s ") Frp=—hpr &
SNSRI W——— " [ S A T — = ——— "
| w—-—— e [ e ) b E
—_r e p— DR, ¥ e [ere— o -, "
" T e B e Such bt A "

. - Ly
1] gl A e
v g - T Ly
E——— [l —— T e
r— e, T =
A DA - -

The QoS System Audit in the Action menu will open the Policy and Performance Audit Report which is
covered later in this chapter. Right-clicking on any of the widgets will give the user the option to view
the Pre- and Post-Policy graphs for the policy selected.

QoS Alerts — 24 Hours

The QoS Alerts — 24 Hours charts the total number of generated QoS related alerts within the last 24
hours. The chart uses a rolling window format. The most recent count of QoS alerts is generated at the
right edge of the chart and older data is moved to the left until any data beyond 24 hours is deleted from
the chart.

QoS Alerts - 24 Hours

5
40

[ (nterface dropped packets 5,569
(| Class dropped rate: 1,858
| Class-default dropped ... 1,116

| Class post-polcy data rate Di

Alert Count

w BH YN YR

B Ean protoco data rate o

a
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The legend to the right of the QoS Alerts chart is a tabular summary of the total generated QoS alerts
for the chart duration. Use the check box alongside each alert type to enable or disable viewing the QoS
alert category from the chart.

The tables below the QoS Alerts graph provide real-time average data for the dashboard time duration
selected. Four-time durations are available: last 15 minutes, last 30 minutes, last 1 hour and last 4 hours.
The default is last 15 minutes.

Top 10 Class Input Bandwidth Pre- or Post-Policy

Right-click on an entry in the table and then select View Graph to bring up a Pre-Policy and Post-Policy
comparison graph for the selected device, interface and Inbound direction.

QoS Alerts — 24 Hours 30
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Top 10 Class Output Bandwidth Pre- or Post-Policy

The Top 10 Class Output Bandwidth table summarizes the top 10 interfaces with the highest input
bandwidth, class, interface and device name. Click on the Pre-Policy or Post-Policy to choose between
the two options. Click on the Exclude class-default check box to remove any class-default from the top
10 list. The default is off.

Top 10 Class Input Bandwidth Pre-Policy B Exclude class-default

Class |Inteface [ Device ______InputBW (Kbps)
' pDSCP IVlanl IcP921-FS-13 | 6,378
CameraShape  pre-Policy and Post-Policy Report 2 3,459
MonitorUsingmueawigavncurernewoyx crysr=co=12 2,209
MonitorUsingNba... GigabitEthernet0/1 c1941-ES-12 544
VLAN1_SET_DSCP... Vlanl c2921-E5-13 237
MonitorUsingNba... GigabitEthernet0/1 c1941-ES-12 173
VLAN1_SET_DSCP... Vlanl c2921-ES-13 81
MonitorUsingNba... GigabitEthernet0/1 cl1941-ES-12 77
MonitorUsingNba... GigabitEthernet0/1 c1941-ES-12 18
MonitorUsingNba... GigabitEthernet0/1 c1941-ES-12 3

Right-click on an entry in the table and then select Pre-Policy and Post-Policy Report to bring up a Pre-
Policy and Post-Policy report for the selected device, interface and Inbound direction.

Top 10 Class Output Bandwidth Pre- or Post-Policy 31
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Top 10 Class Output Bandwidth Pre- or Post-Policy

The Top 10 Class Output Bandwidth table summarizes the top 10 interfaces with the highest input

bandwidth, class, interface and device name. Click on the Pre-Policy or Post-Policy to choose between
the two options. Click on the Exclude class-default check box to remove any class-default from the top
10 list. The default is off.

Top 10 Class Output Bandwidth Pre-Policy & Exclude class-default

Class Interface | Device | Output BW (Kbps) !
WAN-Shaping/clas... GigabitEthernet0/1 ¢2921-ES-13 5,497 |
MonitorUsingNbar... GigabitEthernet0/0 ¢1941-ES-12 2,203
CZ_SHAPING&QUE... FastFrharmatni1./1 r2021_FC_12 2,181
TRAFFIC_SHAPING... Gig Pre-Policy and Post-Policy Report 2,166
TRAFFIC_SHAPING... GigabitEthernetu/2 Cc2921-E5-13 697
CZ_SHAPING&QUE... FastEthernet0/1/1 ¢2921-ES-13 697|
MonitorUsingNbar... GigabitEthernet0/0 c1941-ES-12 545
WAN-Shaping/clas... GigabitEthernet0/1 ¢2921-ES-13 236
WAN-Shaping/clas... GigabitEthernet0/1 ¢2921-ES-13 228

GigabitEthernet0/1 ¢2921-ES-13

WAN-Shaping/clas...

206

Right-click on an entry in the table and then select Pre-Policy and Post-Policy Report to bring up a Pre-
Policy and Post-Policy report for the selected device, interface and Outbound direction.

Top 10 Class Output Bandwidth Pre- or Post-Policy
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Pre-Policy
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Top 10 Class Input Drops by Bitrate

The Top 10 Class Input Drops by Bitrate table summarizes the top 10 interfaces with the highest input
drop rates in Kbps, its class, interface and device name. Click on the Exclude class-default check box to
remove any class-default from the top 10 list. The default is off.

Top 10 Class Input Drops By Bitrate

Exclude class-default

Class Interface Device Input BW (Kbps) 1
SET_DSCP/SET_DS... GigabitEthernet3 RTR_Sanjose 83
Ingress_Policer_V... GigabitEthernet2 RTR_LosAngeles <1
SET_DSCP/class-d... GigabitEthernet3 RTR_Sanjose 0
SET_DSCP/class-d... GigabitEthernet3 RTR_Birmingham 0
SET_DSCP/class-d... GigabitEthernet3 RTR_Seattle 0
SET_DSCP/class-d... GigabitEthernet3 RTR_Madison 0
SET_DSCP/class-d... GigabitEthernet2 RTR-DC-MPLS 0
SET_DSCP/SET_DS... GigabitEthernet3 RTR_Sanjose 0
SET_DSCP/SET_DS... GigabitEthernet3 RTR_Birmingham 0
SET_DSCP/SET_DS... GigabitEthernet3 RTR_Seattle 0

Top 10 Class Output Drops by Bitrate

The Top 10 Class Output Drops by Bitrate table summarizes the top 10 interfaces with the highest out-
put drop rates in Kbps, its class, interface and device name. Click on the Exclude class-default check box
to remove any class-default from the top 10 list. The default is off.

Top 10 Class Output Drops By Bitrate Exclude class-default

Class Interface Device Output BW (Kb... 1
SHAPING/class—de... GigabitEthernet2 RTR_Madison 362
SHAPING/class—de... GigabitEthernet2 RTR_Seattle 98
SHAPING/class-de... GigabitEthernet2 RTR_Birmingham 92
SHAPING/class—de... GigabitEthernet2 RTR_London B&
SHAPING/class—de... GigabitEthernet2 RTR_Austin B8
SHAPING/class-de... GigabitEthernet2 RTR_Seattle 70
SHAPING/class—de... GigabitEthernet2 RTR_Louisville 66
SHAPING/class—de... GigabitEthernet2 RTR_Seattle 32
SHAPING/class—de... GigabitEthernet2 RTR_Louisville 27
SHAPING/class—de... GigabitEthernet2 RTR_LosAngeles 26

Flow Dashboard

The Flow Dashboard presents a snapshot of the individual flows transiting the network, it lists the Flow
Alert Rate, and a set of widgets that display the status of Top Flow Status by Source Address, Destina-
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tion Address, Source Countries, Destination Countries, DSCP, Interface (outbound), Applications,
Application Performance, Voice/Video Performance, and HTTP Host. Within each widget, the order
can be displayed from Highest to Lowest, or vice-a-versa by clicking on the title bar within each widget.
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The Application Performance in the Action menu will open the Application Report which is covered

later in this chapter.

Right-clicking on any of the widgets will give you the option to view the specific report for the item

selected.

Flow Alerts — 24 Hours

The Flow Alerts — 24 Hours charts the total number of generated Flow related alerts within the last 24
hours. The chart uses a rolling window format. The most recent count of Flow alerts is generated at the
right edge of the chart and older data is moved to the left until any data beyond 24 hours is deleted from

the chart.
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The tables below the Flow Alerts — 24 Hours graph provide real-time average data for the dashboard
time duration selected. Four-time durations are available: last 15 minutes, last 30 minutes, last 1 hour
and last 4 hours. The default is last 15 minutes. The first six tables (Source Addresses, Destination
Addresses, Source Countries, Destination Countries, DSCP and Outbound Interfaces) use basic flow.
The other three tables (Applications, Video Performance, and Application Performance) use flex flow.

Both tables use flow sources as defined in the Dashboard Sources.

Flow Source
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The LiveNX Flow source is an alphanumeric field to filter the flow dashboard based on the system and
flow entities. Searchable system entities include device, interface, site, tag and WAN parameters. Search-
able flow entities include IP address, DSCP, port, protocol and application.

*  Click on the Flow source field to begin typing in the desired search parameters.

*  The general syntax of the search field is shown in the example below.
(site = Honolulu | site = Chicago) & wan

*  Click on Apply to apply the search. Click on the X’ to clear the search field.
*  Boolean expressions OR = ‘I’ and AND = ‘&’; grouping uses ()’ )

The Search editor provides tooltips to assist in creating the search expressions. Click on the desired
entity to add it to the expression.

10U
50

05:00 PM 06:00 PM 0700 PM  0B:00 PM  09:00 PM

Flow source flow.app

AppMNamelncarnationMumber

The Flow source search is done with a one pass search. In addition, the system level entities need to be
in a single clause. For example, (site = Honolulu | site = Chicago) & flow.ip=1.1.1.1 is allowed, but (site
= Honolulu & flow.ip=1.1.1.1) | (site = Chicago & flow.ip=1.1.1.1) is not allowed.

LiveNX supports a large number of system and flow searchable entities. Click on the ? to display the list
of searchable entries as well as some example search expressions.

site=Honolulu & wan Flows from specific site with WAN-tagged interfaces

flow.dscp=EF Flows with DSCP EF markings

flow.ip.sre=1.1.1.1 Flows with specific source IP

flow.ip.dst=1.1.1.1 & flow.ip.src=2.2.2.2 Flows with specific source and destination IP

flow.ip.site=Honolulu Flows from specific source or destination site
flow.ip.site.src=5acramento Flows from specific source site

flow.ip.site.dst="New York" Flows from specific destination site

flow.ip=1.1.1.0/24 Flows with source or destination ip that match /24
flow.ip=192.168.0.55/0.0.255.0 Use of wild cards to match flows with ip address where 3rd octect is an...
flow.srclp=172.16.1.0 & flow.srcMask=24 Flows with source ip that match /24

flow.device=Ciscol811 & flow.interface=FastEthernet0  Flows from specific device and interface
flow.device=Ciscol811 & flow.interface.in=FastEthernet0 Flows from specific device and in bound on interface

flow.app=ms-lync Flows identified as ms-lync
flow.protocol=TCP Flows that are TCP traffic
(site=A | site=B) & tag=Primary Flows from site A or B over interfaces tagged as Primary

Top 10 Source Addresses [Bytes or Flows]

The Top 10 Source Addresses table lists the top 10 devices generating the largest number of bytes or
flows from a source address. Click on the + sign to the left of the IP address to show the devices associ-
ated with the source IP address.

Top 10 Source Addresses [Bytes or Flows]
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Top 10 Source Addresses

Bytes

Src IP Addr_

Bytes
192.168.15.200

~ ¥1lFlows

€2921-ES-1  goyrce Address Report

c1941-ES-1 7,814
» 10.254.20.88  Add 192.168.15.200 to IP Blacklist 558
> 192.168.12.2 44 192.168.15.200 to IP Mapping 12,300
w20 ke 192.168.15.200 to clipboard o
> 10.0.12.2 Copy 192.168.15.200 to clipboar 301
» 10.254.100.2 59 MB 748
» 192.168.10.2 2 MB 192
» 10.254.254.214 429 KB 28

Right-click on Top 10 Source Addresses to generate a Source Address inbound flow report for all
devices and all interfaces sorted in order by Bytes or Flows as selected from the table.
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Right-click on an IP address in the Source Address table to select from Graph View, Add to IP BlacKklist,

Add to IP mapping or Copy to clipboard.

Bytes

]
Top 10 Source Addresses

Src IP Addr Bytes v 1 |Flows |

192.168.15.200

€2921-ES-1  goyrce Address Report 7,829

€1941-ES-1 7,814
» 10.254.20.88  Add 192.168.15.200 to IP Blacklist 358
> 192.168.12.2 544 192.168.15.200 to IP Mapping 12,300
» 10.0.0.2 ) 314
> 10.0.12.2 Copy 192.168.15.200 to clipboard 301
» 10.254.100.2 59 MB 748
» 192.168.10.2 2 MB 192
» 10.254.254.214 429 KB 28

Top 10 Source Addresses [Bytes or Flows] 36



LiveNX Engineering Console User Guide

Graph View — generates a Source Address inbound flow report for the selected source IP address for all

devices.

Ton Analysis
TFs and Pons

TPs anit Aggication
All Lsigae Flaws

Bpert o CHY

Source Address

[ > Adar "~ Toas Frws Total Bytes Totai Packets  Avaroge BitAsts  Avorage Facket R Pusk Bt Ramm Paak Pacst Mot Se Country
R 19716515200 15,710 T2 mE 3402394 641 Mbps.

I7R0.44 pps 6.63 Mbps 3831 pps

Add to IP Blacklist — adds the IP address to the LiveNX blacklist. The blacklist feature is covered in

Chapter 12, Tools.

Add to IP Mapping — allows you to create an alphanumeric name to the selected IP address. The IP
mapping feature is covered in Chapter 12, Tools.

Copy to Clipboard — copies the selected IP address to the clipboard.

Top 10 Source Addresses  Bytes

'Src 1P Addr
192.168.15.200

€2921-ES-1
€1941-ES-1

10.254.20.88

v

> 192.168.12.2
» 10.0.0.2
> 10.0.12.2

|Bytes ~ 1 Flows |
729 MB|

Source Address Report

Add 192.168.15.200 to IP Blacklist
Add 192.168.15.200 to IP Mapping
Copy 192.168.15.200 to clipboard

» 10.254.100.2
» 192.168.10.2
» 10.254.254.214

B AC3 103 AN T

59 MB
2 MB
429 KB

A1 NED

Expand an IP address to show devices and right click on a device to select between Graph View and Top

Analysis View.

Top 10 Source Addresses [Bytes or Flows]
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]
Top 10 Source Addresses  Bytes
Src IP Addr Bytes + 1| Flows |
¥ 192.168.15.200 721 MB 15,710}
I
c1941- Source Address Report 359 MB 7,861
» 10.2 54.24 Top Analysis View 666 MB 549
» 192.168.1cic 648 MB 12,263
» 10.0.12.2 168 MB 301
» 10.0.0.2 167 MB 310
» 10.254.100.2 58 MB 736
» 192.168.10.2 2 MB 197 |
> 10.254.254.214 490 KB 29

Graph View — generates a Source Address inbound flow report for the selected source IP address for all
devices. A Tag Filters alert dialog window may appear to ask if you would like to query for All Devices.
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Top Analysis View — generates a Top Analysis inbound flow report for the selected device.
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Now 14, 2016... UDP 192.168.15.2... 50,456 192.168.12.2 53 dns 1 472,00 bps 0.00 pps -
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Flows - 5,000 Next.. »

Top 10 Destination Addresses (Bytes or Flows)

The Top 10 Destinations Addresses table lists the top 10 devices generating the largest number of bytes
or flows to a particular destination address. Click on the + sign to the left of the IP address to show the
devices associated with the Destination IP address.

=
Top 10 Destination Addressesm
Flows

Dst IP Addr | By tes e —— ¥ 1 Flows |
» 192.168.15.200 927 MB 13,423
» 192.168.12.2 699 MB 15,452
» 10.254.101.212 593 MB 140
» 8.8.8.5 123 MB 86
» 7.7.7.19 112 MB 70
> 8.8.8.1 77 MB 61
»11.11.11.11 69 MB 239
64 MB 51
> 8.8.8.3 52 MB 46
> 8.8.8.4 50 MB 30

Click on the Top 10 Destination Addresses header to generate a Destination Address outbound flow
report for all devices and all interfaces sorted in order by Bytes or Flows as selected from the previous
table.
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Right-click on a device in the Destination Address table to select from Graph View, Add to IP Blacklist,

Add to IP mapping or Copy to clipboard.

Top 10 Destination Addresses

Bytes

DstIP Addr

» 192.168.12.:
» 10.254.101.c
> 8.8.8.5
»7.7.7.19

> 8.8.8.1

> 11.11:11.L%

Destination Address Report

g ME

Add 192.168.15.200 to IP Blacklist
Add 192.168.15.200 to IP Mapping
Copy 192.168.15.200 to clipboard

~ 1| Flows

15,452
140

86

70

61

> 8.8.8.3
> 8.8.8.4

239
51
46
30

64 MB
52 MB
50 MB

Graph View — generates a Destination Address outbound flow report for the selected source IP address

for all devices.
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Add to IP Blacklist — adds the IP address to the LiveNX blacklist. The blacklist feature is covered in

Chapter 12, Tools.

Add to IP Mapping — allows you to create an alphanumeric name to the selected IP address. The IP

mapping feature is covered in Chapter 12, Tools.

Copy to clipboard — copies the selected IP address to the clipboard.

ErlI't:pp 10 Destination Addresses [Hows -7]

Dst IP Addr
K 30,20,20.1
192.168.1.185

Bytes

Graph View

[# 192,168.1.136

[ 192,168.1.142 Add 30.20.20.1 to IP Blacklist

[ 192.168.1.33 Add 30.20.20.1 to IP Mapping
# 192.168.1.138

= Copy 30.20.201 to clipboard

[# 192.168.1.145

192.168.1.135
10.255.203.6
[= 255.255.255.255

£f CIND 1AM AT

1, 136599
893
51|
668 =
621
539 1_
566
528
478
450

Expand an IP address to show devices and right click on a device to select between Graph View and Top

Analysis View.
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IzlT::»;:n 10 Destination Addresses  Bytes
Dst IP Addr |Bytes 1 |Flows
192.168.15.20 2 ERVE
> 192.168.12.; Destination Address Report 15,452
> 10.254.101.; 140
> 8.8.8.5 Add 192.168.15.200 to IP Blacklist 86
: g-g-g‘i?f Add 192.168.15.200 to IP Mapping {7;?|
> 11.1L1L11 Copy 192.168.15.200 to clipboard . 239
64 MB 51
> 8.8.8.3 52 MB 46
> 8.8.8.4 50 MB 30i

Graph View — generates a Destination Address outbound flow report for the selected destination IP
address for all devices. A Tag Filters alert dialog window may appear to ask if you would like to query

for All Devices.
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Top Analysis View — generates a Top Analysis outbound flow report for the selected device.
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Fiow Heparts
¥ Baparts
trertace Bandwatn .
Top Analysis ! Custom
1Py and Ports
1P nd Apphestan 1 M ta 11/ :
Al Uniggan Plaws
- st couree EEETETTI
* Agplicaars
" Matwark
* Fedianet Seasch wan & device = c2921-ES-13.test.com & flow.ip.src=192.168.15.200 ¥ !
* Asphzasans (AVE)
* Firewat
= rm Tew Frutacat e P o et Part O 1P Ay out Part Apyaton Fiow Reord i B8 Raew FahelWate  WcCoumtry  DslCoul
* wirsless Now 14, 2016, TCP 192,168.15.2,,. 2,761 197.168.12.2 B0 hig® 1 1118 Kbps 10.08 pps - -
» AnyCoanact Nov 14, 2016.., TCP 192,168.15.2,.. 2,211 192168122 443 secure-hitp* 1 7.29 Kiops 19,23 pps -
» Zites Naw 14, 2016... TCP 182 16815 24,299 192168122 80 Maxis_Server'™ 1 185 kbps 1.22 pps
s Nov 14, 2016... TCP 192.168.15.2... 2,247 192.168.12.2 80 htip 1 9.90 Kbpa 5640 pps -
Moo New 14, 2016, TCP 192.168.15.2,.. 2,262 152.168.12.2 B0 hip® 1 2821 Kb 21.55 pps.
¥ Custen Reporn Now 14, 2016.., TCP 192,168.15.2... 2,764 192,168.12.2 B0 g 1 765 Kbops 2174 pos
AppOsen Now 14, 2016, TCP 192.168.15 2. 2,188 192168122 BO hrp 1 130.58kbps  40.32 pps
asf Nov 14, 2016, TCP 19216815 2. 4,291 192168122 8O htin 1 LBSkbps 312 pps
ave-asr-bant Now 14, 2016.., TCP 192.168.15.2... 2,163 192168122 B0 hitp 1 1248 Kbps B.36 pp2.
Bamadth Nav 14, 2016, TCP 192.168.15 2... 2,249 192.168.12.2 A0 L 1 1.97 Kbps 2.15 pps -
New 14, 2016.., UDP 192,168.15.2... 56, 8122 53 dra 1 512.00 baps 0.00 pps.
ik Now 14, 2016... UDP 192,168,152, 8123 &3 drs 1 48R.00 bps 0.00 pps.
g Berrant Now 14, 2016... UDF 192, 168.15.2.. 192168127 53 dra 1 5600 bps 4.00 pps
bmaas Now 14, 2016... TCP 192.168.15.2.. 152168122 80 ma-office- 365 1 32000 bps 0.00 pp=
Basies New 14, 2016, UDP 192, 168.15.2. 192168122 53 = 1 464,00 bps 0.00 pps.
- Now 14, 2016.., TCP 192,168.15.2... 192168122 61577 shype 1 3.08 Kbps 3.08 pps
Now 14, 1016, TCP 192.168.15.2.._ 2, 192, 168122 8D hiin 1 1187 Kbps B.01 pps
Nov 14, 2016, TCP 192,168.15 2... 2, 192108122 8O htiz 1 1378 kb 7.71 pps
Report Actions Now 14, 2016... TCP 182.168.15.2... 2, 192.168.12.2 B0 http 1 12.35 Kbps 740 pps
Save Nav 14, 2016... TCP 192,168.15.2... 2.3 192,168.12.2 60 hrp 1 12.47 Kbps §.01 pps.
i Now 14, 2016... TCP 162,168,152 192168122 B0 g 1 12.38 Khps 7.39 o
Save 8 Nov 14, 2016, TCP 192,168.15 2 192168122 B0 htig 1 1252 Kbps B.03 pps -
Now 14, 20. Tee 192 168.15.2... 2, 192.168.12.2 B8O htp* 1 5,45 Kbps 5.60 pps
Smam Now 14, 2016... TCP 192.168.15.2... 2, 192.168.12.2 B0 htip® 1 7.12 Kbpa 7.32 pps
e} Now L4, 2016.. TCP 192,168.15.2. 192.168.12.2 B0 hitg 1 16.08 Kby 9.07 pps
New 14, 2016... TCP 192,168.15 2. 102.168.12.2 B0 htig* 1 2.02 Kbps 5.75 pps
Now 14, 2016, UDP 192.168.15 2 192168122 53 dns 1 472,00 bps 0.00 pps -
i Mo 14, 2016... TCP 192.168.15.2... 2, 152168122 80 http 1 7.44 Khps 7.89 pps. -
. N 14, 2016... TCP 192.168.15.2... 2. 192.168.12.2 6O htip 1 6.55 Khps 6.31 pps -
New 14, 2016, TCP 162,168,152, 2,271 192,168,127 80 hip 1 20,54 Kbps 32,90 pps -
Now 14, 2016, UDP 192,168.15 2. 60.974 192168122 53 des 1 448,00 bps .00 pos -
Now 14, 2016... UDE 192,168.15 2. 65,237 192168127 53 drs 1 448.00 bps .00 pps
el Now 14, 2016... UDP 192.168.15.2... 60,131 192.168.12.2 83 drs 1 448.00 bps 0.00 pps -
Flows 1- 5,000 Wext.. 3

Top 10 Source Countries [Bytes or Flows]

The Top 10 Source Countries table lists the top 10 countries generating the largest number of bytes or
flows. Click on the + sign to the left of the source country to show the devices associated with the source

country.
[
Top 10 Source Countﬁesm
Flows
Src Country [Bytes™ ¥ 1| Flows
» Unknown 2 CB 31,082

4 MB
4 MB
350 KB
5 KB

¥ = US/UNITED STATES
c1811-E5-11

> [ B IE/IRELAND

> = ZA/SOUTH AFRICA

342
342
12

Click on the Top 10 Source Country header to generate a Source Country inbound flow report for all
devices and all interfaces sorted in order by Bytes or Flows as selected from the previous table.

Top 10 Source Countries [Bytes or Flows]
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Right-click on a source country to display a Source Country inbound flow report specific to the selected

country.

b ges e

¥ Appicaiens (AVE)

L

L

» Wirehsss

b AnyConsct 1

L]

+ Maceiluronn
Urer Fiter 1
Destination Casniry =

Source Country

Search wan & fow.counary srcmtis

hapcp
ol on
moasraen B 14,0057 FW N 14, 08 5 P
‘Rupert Actions B St Teta) By
Savn Pamber of catasets: |
av A e Couniry Tatal Fiam ekl fiytus
B LS UNITED 5TA.. 342
Countn
Ear
Scheduie
o
Expartm C5V
Help

P 14, 0] PN

Totsd Pickess

Custom

oo Cll e 5o

Vo 1, D4 50 P
Dane

s 1 D4 05 M P 14, 0407 P B 14, 34 00 PH

Avarsgs B die
350

Avarrage Packet ata | Poak BH Rate
31.95 Kbpe 373 ppt

Dk meer HuT
318.73 kbps 1

2 pes

Expand a source country to show devices and right click on a device to select between Graph View and

Top Analysis View.

Graph View — generates a Source Country inbound flow report for the selected source country for all
devices. A Tag Filters alert dialog window may appear to ask if you would like to query for All Devices.
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Top Analysis View — generates a Top Analysis inbound flow report for the selected device.
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New L4, 2016, LDP 72.235.80.12 53 10.168.202.1... 33,357 1 0.00 pps B US/Unived__
Now 14, 2016, UDP 722358012 53 10.168.202.1... 51550 1 0.00 pps W US/Univedt . -
How L4, 2016, O rrasasrel o 101682001 S16 1 0.00 pps S LS/ United.
Now 14, 2016, 1ICW 8423317420 168.202.1 1 0,00 pos W LS/ United.
MNew 14, 2016, 100 108.170.234... O 168.202.1 1 0.62 pps W U5/ United__ -
Nov L4, 2006, 10w 2162395920 168.202.1 1 0.00 pps W LS/ United._. -
Now 14, 2016... UDF 722358012 53 10.168.202.1... 1 0.00 pps W LS/ United
Now 14, 2016, TOP 1722074174 80 168.202 1., 1 0,00 ps W LS/ Unined . -
MNow 14, 2016, TOP 172.207.4.174 8O 10168202 1 1 0,00 pps W8 LS/ Linited . -
Now 14, 2016, TOP 4 80 10168202 1... 1 0.00 pps S US/United__ -
Mow 14, 3016, TCP '4 B0 10.168.202.1... 1 0.00 pos W LS/ United.
New 14, 2016, TOP '4 80 10.168.202.1 1 0,00 pps B U5/ Unived.
Bepart Actions 4 B0 16.168.202.1... 40, 1 0.00 pps W8 US/United__ -
Swve ' 50 10.168.202.1... 45 1 0.00 pps W US/United_. -
h 174 8O 101682021, A7 1 0.00 pgs W US/Uinied -
Saww Ay 4 80 10168202 1 1 0,00 pps 6 US/United . -
L 0168200 1 1 0.00 pps W LS/ United.
Crams 53 10.168.202,1 1 0,00 pps W LS/ Unived. .
o o 10.168.202.1 1 1,50 pps 8 US/United . -
13 1 0.00 pps M6 US/United.. -
53 1 0,00 pps W LIS/ United__ -
7 53 1 0,00 pygs W LS/ United
o 53 1 0,000 s 8 LIS/ Uinited_ -
53 1 0.00 pps W LIS/ United.
53 1 0,00 pps W LS Unitad_ -
Now 14, 2016, e TR 8012 13 10,168,203 1 1 0,00 pps W LS/ United. -
. Now 14, 2016, UDP T12135 8012 5% 10.168.202.1 1 0.00 ps W US/United . -
‘ Flows 1 - 543 »

Top 10 Destination Countries [Bytes or Flows]

The Top 10 Destination Countries table lists the top 10 countries receiving the largest number of bytes
or flows. Click on the + sign to the left of the destination country to show the devices associated with
the destination country.
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Top 10 Destination Countrlesm
Flows
Dst Country Bytes T— 1| Flows |
» Unknown 2 GB 30,693
v &5 US/UNITED STATES 719 MB 1,361
c2921-E5-13 695 MB 770
c1941-ES-12 24 MB 161
c1811-E5-11 249 KB 430
» @l CN/CHINA 2 MB 29
» [1 MX/MEXICO 1 MB 15
» [ I FR/FRANCE 1 MB 14
» == 1Q/IRAQ 711 KB 15
» [ U IE/IRELAND 20 KB 54

Click on the Top 10 Destination Country header to generate a Destination Country outbound flow
report for all devices and all interfaces sorted in order by Bytes or Flows as selected from the previous
table.
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Exgort to 5V
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Right-click on a destination country to display a Destination Country outbound flow report specific to
the selected country.
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Expand a destination country to show devices and right click on a device to select between Graph View
and Top Analysis View.
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Graph View — generates a Destination Country outbound flow report for the selected destination coun-
try for all devices. A Tag Filters alert dialog window may appear to ask if you would like to query for All

Devices.
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Now 14, 2016 10.0.12F BAE] 2] . L 5500BKbps 4660 pps -
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Flows 1= 770

Top Analysis View — generates a Top Analysis outbound flow report for the selected device.

Top 10 DSCP (Bytes or Flows)

The Top 10 DSCP table lists the top 10 DSCP values associated with the largest number of outbound
bytes or flows. Click on the + sign to the left of the DSCP value to show the devices associated with the

DSCP value.

Top 10 DSCP Bytes

DSCP

» 0 (BE)

> 46 (EF)

> 8 (CS1)

» 48 (CS6)
»2

> 10 (AF11)

| Bytes

+ 1| Flows
3 GB
52 MB
12 MB 141
197 KB 47
191 KB 3
9108 4

31,953
135

Click on the Top 10 DSCP header to generate a DSCP outbound flow report for all devices and all inter-
faces sorted in order by Bytes or Flows as selected from the previous table.

Top 10 DSCP (Bytes or Flows) 48
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Right-click on a DSCP value to generate an outbound flow report specific to the selected DSCP value.

Applicasion DECP Aue
S w5 Sie User Fit
St o Sim Aplicatn
Type of Service

e
* Medieeet
¥ Apphcations (AWD)
* Framst
» b
* wrni
 AnyCasnmrt
* Zottn
b Hacelanems

¥ Custam Reports

Appincp

Custom

f Mows: 135 ™
[ aacicrion B

| Tme seres L sees g

e L, 00,12 PR

e 14, 01 P

P 18, DL P

B show Tami Byies

vt of datamts: |
T oser “Total Fiows ol Bytes

=] " T Fackens
M 6 i) 135 52 Wi

e 14,04 20 P R 14, B33 P e L8, 004

[Aversge BERzle  Average Facket ke | Peak B Rate Pk Facket Aate
7 462,21 Kb 499,79 pm 6624 Kaps.

03 pns

Expand a DSCP value to show devices and right click on a device to select between Graph View and Top

Analysis View.

Graph View — generates a DSCP outbound flow report for the selected DSCP value for all devices. A Tag
Filters alert dialog window may appear to ask if you would like to query for All Devices.
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Top 10 Interfaces (Outbound) [Bytes or Flows]

The Top 10 Interfaces (Outbound) table summarizes the top 10 interfaces with the highest number of
outbound bytes or flows.
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&=
Top 10 Interfaces (Outbound)m
Flows

Out IF | Device [Bytes ¥ 1 Flows J
GigabitEthernet0/1 ¢2921-ES-13 697 MB 7,408
GigabitEthernet0/0 c1941APN-212 653 MB 538
FastEthernet0 cl811-ES-11 359 MB 8,246
CigabitEthernet0/1 ¢1941-ES-12 339 MB 7,877
GigabitEthernet0/0 ¢1941-ES-12 332 MB 6,783
GigabitEthernet0/2 ¢2921-ES-13 304 MB 299
FastEthernet0/1/1 ¢2921-ES-13 299 MB 297
Vlan100 c1941APN-212 60 MB 738
Vlan101 c1941-ES-12 260 KB 36
Vlan168 c1941-ES-12 137 KB 58

Click on the Top 10 Interfaces (Outbound) to generate a Traffic Volume Pair outbound flow report for
all devices and all interfaces sorted in order by Bytes or Flows as selected from the previous table.

Fiow Faport

¥ Reports

Tap Anatyus
1Fx ane Forts

AN Unigus Fliws

* Appications
* ges
* Motwore

* Madianet Search wan

1#s 4ns Applcation 11/14/16, 04115

Interface Bandwidth

00 PM to 11/14/16, 04:30:00 P Data bin: 1 minute
N TR

* Appacations (AVC}
* Frwwall

* warniess
® AnyConnect
* Zifmn
* Mscetanecus
* Gusto Beports
Appiucp
st
suc-aer e

Sanwidth
st
@, aksan
S
Besten T 34, 447 P M 14,0440 M P 34, 2421 P P 14,0420 Yo L4, 0425 M Vo 14, 04,37 70t e 14, 04,78 P
= Date
Repurt Actians B Show Total Bytes
Save Numbar of datamats: 10
Save s Bevica Tnberface e Tatal i Teasd Byten Tolal Packats Ayurage BiL RAtE | Avirage Packat . baak Bt Hate T Packet fase
W C2021-65-13  GigabilExhemenn 7.393 €97 MR 1,745 832 B20Mbps 193931 pps £.47 Mps 2031 ops
Create CCLIAIAPN-212  CigabitEzhernend... 543 654 MB 107707 561 Mbgs 113080 pps 6.14 M 1243 aps
i CIBL1-E5-11  FastEthornat) 5265 366 M 1,719,403 125 Mbgs 191045 ppe 3.33 Mg 1931 ps
CLOA1-E5-17  GigabitEthernetd,. 872 342 B 1,960,370 T4 MR E7I3T4 e 3.14 M 1757 s
ClOA1-E5-12  GigabitEthemetd.. 6750 131 e 856,577 2.4 M 9EL7S pps 3.09 M 570 aps
ey C2921-E5-13  FastEtherneto/ 1)1 301 102 Ma 514,126 2.69 Mips 57125 pp 3.06 Mgy B50 ap
i €2021-15-13  Gigabitfzhemeld) 04 302 M 512,692 263 Mbps $69,66 pps 3.10 M 668 pp
P CLO41APN-212  Vianl00 749 62 MB 124586 54692 Kbos 13843pps  G1E.62 Khps 147 s
CI941-E5-12  Manl0l 36 265 KB 4419 236 Kbps 4 pps 3.25 Kb G
Expart s €3¢ [EECI-E5-12  Vian168 &0 143 kR 7374 127 Kbps 7.64 pgs 1.78 Knp 3 s
Hels

Right-click on an entry to choose between Graph View and Top Analysis View.

Graph View — generates a Traffic Volume Pair outbound flow report for the selected output interface.
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Fiow Fegorin
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S Muumber of datasets: | a

Savw Ay e Eriacface Name  Total Mo Tutad Byban Total Facketn Awmrage Bl Rabe  Avarage Packe: Pk Bt Rate Pk Packst e
M c2921-E5-13  ClgabiEhemseD. 7383 E97 ME 1745332 520 Mbps 193551 pot 647 Mgy 2031 pps
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s

Top Analysis View — generates a Top Analysis outbound flow report for the selected device.

* L
. Sewch wan & flow.ds 921-E5- 11 test.com & fi
.
v om Tima Froosol e Adar e Pert DyeP Add Wapicanne FiswRarord o, BE ate Facks Ram e Conmiry
* Wirelen Mov 14, 2016 TCP. 192168122 80 192.168.15.2... hap® 1 4196 Kmps 5.0 pips -
* AmyConnact Nov 14, 2016 TCP 192.16812.2 RO 182.168.15.. x hetp I 26530 Kbps 1352 pps -
* Hhen Mov 14, 2016 TCP 192168122 3,359 192.168.15.2... Feaplesalt_UL I 3IB00Kbps  EET.50pps -
Fé %oy 14, F016. LUDE 192.16812.2 5,060 1LiL1LL sp* 1 22.20 Kbps 14.02 pps - -
conaiin Mo 14, 2016 TEP 192168122 B0 192.168.15.2... 4. 1 24.3% Kbps 2.63 pps
* Custom Separt Wav 14, 2016 TCP 192168120 443 secisre-httn® 1 236K 0.76 pps - -
Aaobecs {Mow 14, 2016 TCP 182168122 B0 hatg 1 2247whps 2.38 pps -
t Mov 14, 2016 TCP a [ 1 22,80 Kps 2,36 pps -
prassein Wov 14, 2016 TCP 80 1 4551 Khps 4.71pps - -
e Wov 14, 7016 TCP 80 iy 1 9229 Kops .93 pps.
oy 14, 2016 TP 80 [ 1 1140 Kbp 2,36 pps - -
angimst Mo 14, 2016 TCP B hag I 310 Kbps 332 pps
[T Mov 14, 2016, TCP ¥ it 1 FLAS whps 331 pps - %
Boanas Mov 14, 2016 TCP 192168122 #0 haip 1 1082 Khps 4.17 pps -
oot Mov 14, 2016, TCP 192168122 B0 g T 4034 Kbps 4,19 0ps - -
- Mov 14, 2016 TCP 192168122 B0 hatp 1 354%bps 153 pps -
Mow 14, 2016 TCP 192,16812.7 A0 168.15.2,. hag 1 7471 6hps 3,19 pps -
Wov 14, 2016 TCP 192168122 B0 102.168.15.2.. hatp 1 25T ¥hps 2.67 pps - -
emart Actins Mov 14, Z016... TCP 192168122 80 192.168,15.2... 2, hacg 1 251%ps 1.52 pps
e Mov 14, 2016, TCP 19216R122 8D v T 24 Khps 1,74 pps. - -
Mow 14, 2016 TCP 192165122 HO haig® I 969.04 bps 0,77 pps -
Save ta Mov 14, 2016 LUD# 192168122 53 s I 42600 0.00 pps - =
Mov 14, 2016 TCP 192164122 RO hatp i 5.4 Khps 07 pps - =
crese Moy 14, 2016 TCP 192168122 A0 herp I LO0dMbps  §O5.77 ops - -
ot Mov 14, F016. UDF 182168122 81 i 1 3,70 Kbps 0,00 pps - -
Mov 14, 2016 TCP 192168127 B0 haip I 25890 261 pps - -
Koy 14, 2016 TCP i htp I 20.79 Kbps 3,09 pps - =
Mov 14, 2016 TCF Ao hatp I 13.7E¥bps 119 pps - -
Schacey Mo 14, 2016 TCP 80 Maxis_Servar I 4225 ¥hps 454 pps - =
{Hav 14, Z010_ TCF a0 1 2404 Kbps B.40 pp3 - =
Moy 14, 2016 TCP 192168122 B0 1687 herg I 1255 Kbps 7.25 pps - -
Hov 14, 2016... TCP 192108122 A0 192.108.1 ¥ haip 1 2991 %bps 315 pps - -
iy Mov 14, 2016 TCP 192168122 B0 192.168.15.2... harp 1 3z30Enps 3.39 pps - 3
« Flows 1~ 5.000 Nest... »

Top 10 Application [Bytes or Flows]

The Top 10 Application table lists the top 10 applications generating the largest number of bytes or
flows. Click on the + sign to the left of the Application name to show the devices associated with the
application.
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Application name
¥ cuseeme

c1941APN-212
€2921-ES-13
c1941-ES-12

> http
» ftp-data
b ping

> tftp

. -

» unclassified
» PeopleSoftPayroll

Top 10 Applicationsm

Flows

v 1 Flows
560 MB
516 MB

44 MB

456 B
429 MB
214 MB
212 MB
153 MB
150 MB
149 MB

1471 KAn

46
15
29

18,430
122

54

865

145

rn

Click on the Top 10 Applications header to generate an Application outbound flow report for all
devices and all interfaces sorted in order by Bytes or Flows as selected from the previous table.

e
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Eapart s CEV

]
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s DA D421 PR

S 14, 04 1 PR
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o . BATTR e 14, D428 PR

Date

B show Tots Bytns

Number of detasats: 57
Application Totst Fows Total Byies Total Fackets Aversge BRRAe  Average POCKE! Nate |Pesk 81 Rate Feak Packet Ratn

R cuseame a6 5640 ME 729,871 408 Mgy B10.97 pps 5.08 Mbps. B2 ppy
hatp 18,430 479 MB 595,096 3.81 Mbgs 66122 pps 4.8 Mbgis 07 pps |
ftp-data 22 214 M8 159,792 1.90 Mbgs 17755 pps 2.00 Mbps 188 pps

£ peng ad 212 ME 148.79% 185 Mbos 165,31 pps. 1.91 Mbps. 166 pps
unclassified 865 153 M8 wrir L36 Mbps. 419.02 pps 1.84 Mbas. 539 ppsy
PeapluafiPayroll 59 150 ME 237,99 1.33 Mbps 264,44 pps. 141 Mbps. 271 ppa
the 145 149 M8 111400 1.32 Mbgs. 123.78 pps 1.60 Mbas 150 ppy
cltrix_ 59 121 M8 1,279,354 107 Mbgs 1421.50 pps 1.0 Mbps 1459 pps.

5 Propiesaf_CL 59 114 ME 451,463 1.07 Mbgs. 501.63 pps. 1,0 Mbgs. 513 pps

D - wt 110 M Fred tog 479.56 Kbps 0847 ppa 1.0% Mixgn 322 pps
ms-office- 365 204 108 M8 149,899 56.59 Kbpy 166.55 pps . .
AT 164 92 M8 1,006,785 B14.78 Kbpy 112198 pps
Peaplesaf_GL L] B3 ma 447,281 738.83 Kbps 496.98 pps

Right click on an application in the table to graph all applications across all devices.
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Ed pend 1 b KR 1,830 £.59 Kips 2.09 pps 12881 Kb 30 ppy.
http 15 620 K8 0 5.51 Kbps 0.63 pps K2.70 Kbos Spps
urlassified 2 582 KB 323 5.18 Kbps 0.58 pos. 77.62 Kbos & pos
o RTP 2 109 kB 846 968,42 bps LOS pps 14.52 Kb 15 pps.
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poF cirnx 2 100 K8 1078 834 45 bps 1.0 pos 13.26 Kbos 17 pps.
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Exzurt ln OS5V RTP-CAMPUS-VOI.. 1 67 K§ 361 59531 bps 040 pon £.93 kbpy Gpps
i RTP-CAMPUS-WOICE ! Tk 613 326.93 bips. 0.68 pgs = =

Expand an application in the table to show devices and right click on a device to select between Graph
View and Top Analysis View.

Graph View — generates an Application outbound flow report for all applications and all devices within
the system.
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Repart Actions 18 Show Tomal Bytes
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Top Analysis View — generates a Top Analysis outbound flow report for the selected device.
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E [] Pl Repocts
¥ Raperts
Top Analysis 1 [ Custom
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1Py andd Appiication 4 i
AR Unique Plows.
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Boport Acticns
Save kv
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o
Schedule
-
Flows 1 - 15
Top 10 Application Performance
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Top 10 Application Performance  Avg Application Delay
Application name | Avg Network Del... Avg Applica... =1 Retransmissions |Flows

» rtmpe 0ms 513 ms
» unknown 0 ms 504 ms
» PeopleSoftPa... 0 ms 108 ms
> citrix 86 ms 76 ms
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» secure-http 6 ms 10 ms
» ssl 6 ms 10 ms
» http 2s 2 ms
> citrix_ 2 ms 2 ms
» cuseeme 0ms 0 ms

0

0
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0
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Top 10 Voice/Video Performance

=

Top 10 Voice/Video Performance

Jitter

~
v

» RTP

» RTP
» RTP

Application name

» PeopleSofl_GL
» RTP-CAMPUS-...
» PeopleSofl_GL
» RTP-CAMPUS-...
» RTP-CAMPUS-...

» RTP-CAMPUS-...
» RTP-CAMPUS-...

[RTP SSRC___ Jitter
1921471849
4080166714
1347903890
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1699594607
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~ ¥ 1 loss Events

153.30 s
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0
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0
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Top 10 HTTP Host

Top 10 HTTP Host  HTTF Hit Count

HTTP Host - ) |HTTP Hit Caunt 1 Bytes .

» cdn.content.prod.cms.msn.com 47 110 KB
» wpad.apn.com 42 106 KB
» wpad.APN.COM 36 59 KB
» fonts.googleapis.com 32 13 KB
» www.pandora.com 29 8 MB
» mail.office365.com 29 14 KB
» www.ebay.com 29 5MEB
b www.cisco.com 29 2 MB
» www.gotomeeting.com 28 26 KB
» www.salesforce.com 25 22 KB

IP SLA Dashboard

The IP SLA Dashboard presents a snapshot of the IP Service Levels that are active within the network, it
lists the Thresholds in the past Hour, 6 Hours, or 1 day. It displays the Overall Health, the last 100
Alerts, Trending of the Alerts and type of Alerts. Within each widget the order can be displayed from
Highest to Lowest, or vice-a-versa by clicking on the title bar within each widget.

_ System | Appécston | GoS Fon RSER Wah
[ *
th e 10

* arag Thoeihakts [

D rall M

Lust 200 17 SL& Alirts

zm00

200
£

£ im0
zame

& 1000
=0

Tranling (hea I, 1030 88 m dug 71, 14121 Py

-

Right-clicking in any of the widgets will give you the option to view the Pre- and Post-Policy graphs for

the policy selected.

Click on the + sign next to Warning Thresholds to customize the dashboard parameters. This is a
Warning message specific to the IP SLA technology and does not generate alerts in the LiveNX system.

[ Update Dashboard J

= Warning Thresholds

] Report a When:
Video Voice
Latency > (1,000 ms MOS < |3.5
Loss > |1 packets
Jitter > [100 ms

Data Applications

Latency > 1,000 |&ms

*  Video test types include telepresence, IP TV, and VSC. Latency, loss, and jitter values are

configurable, allowing you to fine-tune the test to your needs.

*  The MOS score is used to determine health.
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*  Data applications are a collection of IP SLA test types, including, DNS, DHCP, HTTP, FTP,
PATH_ECHO, UDP_ECHO, and ICMP_ECHO tests. Latency is the most important value for
these tests.

The overall health chart displays a running count of the health values of each test attempt across all
devices in the application. Any records that exceed the thresholds defined in the Warning Thresholds
section of the IP SLA dashboard will appear as a warning.

Overall Health

2,500 |

2,000 |

2,596 Most Successful Report

] Save Image

Records

1,000 |
|
500 |
438
G L
Noermal Warning Errors

Right click on the bar chart to select most Successful/Warnings/Errors Report and save an image.

IP SLA Overall Health report: depending on the bar chart selected, LiveNX generates an IP SLA Overall
Health report sorted by Normal in highest to lowest order if you right clicked on the Normal bar, Warn-
ing in highest to lowest order if you right clicked on the Warnings bar, and Errors in highest to lowest
order if you right clicked on the Errors bar.

:@ L] I 5LA Reports
" IP SLA Overall Health
Overalt Syvam Haskth 11/14/16, 03:40:04 PM to 11/14/16, 04:40:04 PM I
Singhe Tast Time Series
Single Type Health ih .
Videa Operation Threshokd
‘Videa Operaton Tme Serie,
¥ Custom Reports
G haaitn W Type Tag Devic Dastnation Avglatency (.. AvgJimer i Avghossipack., Avg M. M. T Warning Errors  Records
EE'} Tast - Test 1 Jittar CATIRSOAPN, 10.254.254.212 o.o0 113 a.on 406 30 o a 30
O Test-Test 2 Jitter c1B11-E5-1.., 192.0.1.2 7166 2521 000 406 14 o a 1
76 DS DNS Server 2 Ciscob509_1... mail.google.com 100 1 U] a 1
S ICMP Echo Layer 2 Test Clscoé509_1... 30.30.10,5 721.00 1 o a 1
101CMP Echo Layer 2 Test Ciscos509_1... 30.30,10,5 811,00 1 ] a 1
77 DKS DNS Server 2 Ciscos509_1... maikgoagle com 506,00 1 0 0 1
69 DS NS Server 1 Cisco6509_1... mail google com 282.00 1 o (] 1
11CMP Eche Layer 2 Test Cisco&509_1... 30.30.10.5 6,826.00 o 1 a 1
A Jitter €1811-E5-1.,, 10.0.0.1 106,08 242,86 .00 285 ] 14 1 15
61CMP Echo Layes 2 Tust Cincof509_1.., 30,30.10.5 1,676.00 o 1 a 1
THONS EME Server 2 ClscofS09_1... mail google cam 1,161.00 o t [ 1
Ta pns DS Server 2 Clscos509_1... mail. google com 6,267.00 o 1 a 1
5 ICMP Eche Layer 2 Test Clsco&509_1... 30.30,10,5 1,429.00 o 1 a 1
71CMP Echo Layar 2 Test Ciscos509_1... 30,30.10.5 ,002.00 ] 1 [ 1
5 Jitter ciB11-E5-1. 100,121 49,65 130 86 000 288 [ 14 2 16
TS ONS DNS Server 2 Cisco&809_1... mailgoogle com 6,507.00 o 1 a 1
2 ICMP Echa Layer 7 Tast Clsco&509_ 1., 30.30.10.5 1,558.00 o 1 a 1
T 71005 DS Servar L Clscus500_1... mail.goagh.com 5,564.00 o ' 0 i
Repost Actions B1CHP Echo Layes 2 Test Cisco8509_1... 30.30.10.5 2,400.00 o 1 a 1
1 Nitter c1811-ES-1.., 192.188.10.2 94,49 2in a.o00 288 o 13 4 17
e 0 DS DMS Sarvar | CIECo&509_1... mail.google com 2,233.00 (1] 1 a 1
Save As 3 1CHP Echo Layer 2 Test Cisco8509_1... 30,30.18.5 11,591,00 o 1 [ 1
T2ONS ONS Server 1 Clsco$309_1... mailgoogle.com 6,087.00 o 1 a 1
3 Jitter c1811-5-1.. 182011 96,76 237.07 000 28% o 14 a 14
4 ICMP Echo Layer 2 Test Clsco&509_1.... 30.30.10.5 5,149.00 o 1 Q 1 /|
e TIDNS DS Server | Clscof50%_1... mail.google.cam 12,573.00 o 1 0 1
POF
Export to C5V
Heln

Save image: create a .png file of the bar chart for saving.

Last 100 Alerts

This table displays the last 100 IP SLA alerts that have appeared in LiveNX. The alerts are configured in
the IP SLA triggers section in the Configure Alerts dialog box.
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Last 100 IP SLA Alerts

Time Severity Device Type Details

2013/06/06 02:... Warning OSPF-POD-172 IP SLA error Test ID - 43; E... a
2013/06/06 02:... Warning OSPF-POD-172 IP SLA error Test ID - 29; E... ij
2013/06/06 02:... Warning OSPF-POD-172 IP SLA error Test ID - 21; E...
2013/06/06 02:... Warning c2821-185 IP SLA error Test ID - 8; Er...
2013/06/06 02:... Warning c2821-185 IP SLA error TestID-7; Er...
2013/06/06 02:... Warning c2821-185 1P SLA error Test ID - 6; Er...
2013/06/06 02:... Warning OSPF-POD-173 IP SLA error Test ID - 4; Er...
2013/06/06 02:... Warning CT-RTR1 IP SLA error Test ID - 12; E...
2013/06/06 02:... Warning CT-RTR1 IP SLA error Test ID - 10; E...
2013/06/06 D2:... Warning CT-RTR1 IP SLA error TestID - 8; Er...
2013/06/06 02:... Warning CT-RTR1 IP SLA error TestID-6; Er... .

Trending

The trending section displays a time-series chart depicting the aggregated health values for all tests.
Right click on the chart to select among Reset Zoom, Most Successful/Warnings/Errors report, Save
Image.
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Reset Zoom — left click and drag to zoom the trending chart to the area selected. Use the Reset Zoom to
return to the default view.

Most Successful, Warnings or Errors Report— depending on the color selected (green, yellow or red),
LiveNX generates an IP SLA Overall Health report sorted by Normal in highest to lowest order if you
right clicked in the green area, Warning in highest to lowest order if you right clicked in the yellow area,
and Errors in highest to lowest order if you right clicked in the red area.

Test Types

The Test Types table displays the health values for all user-configured systems.
Test Types
Type Normal Warning Errors
Jitter 3,749 0 22,559
DNS Most Successful Report 180
HTTP 60 0 120
DHCP 0 0 302
FTP 0 0 60
UDP Echo 0 0 60
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Highlight a row and then right-click on an entry in the Normal, Warning or Errors cell to generate an
IP SLA Single Type Health report sorted by the most Normal, the most Warnings or the most Errors,
respectively.

& ® P SLA Roporta I
¥ Reports H
2 - IP SLA Single Type Health
Quecil Sysigm Haskh 11/14/16, 03:41:16 PM to 11/14/16, 04:41:16 PM
Single Test Tume Saries
1h &h id 1w 30d t
Wideo Operation Theeshakd = =%
CEE e COTEE
Wideo Operation Time Sere! . ICMF Bcho v
¥ Custorn Reports
i hesin Warting Th
O Test - Test
Eh Test-Test
Latency (mul =
o Type Tag Davice Dastmanon o g Mak Normal & Warning Errors Records
BICMP Echo  Laver 2 Test Cisco6509_14... 30.30.10.5 721.00 721.00 721.00 1 o o 1
10 ICMP Echo Layer 2 Test Ciscod509_14... 30.30.10.5 811.00 #$11.00 B1L00 1 a o 1
1ICMP Echo  Layer 2 Test Clsco&509_14.., 30.30.10.5 6,826,000 6,826,00 6,826.00 Q 1 o i
2ICHP Echo  Layer 2 Test Cisen&500_14... 30.30.10.5 1,558.00 1,558.00 1,558.00 a 1 ] 1
JICMP Echo  Layer 2 Test Ciscof500_14,., 30.30.10.5 11,891.00 11.891.00 11,891.00 o 1 (] 1
AICMP Echo  Layer 2 Test Cisco509_14.., 30.30.10.5 5,149.00 5,149.00 5,149.00 L] 1 o 1
SICMP Echo  layer 2 Test Clscofi509_14.., 30.30.10.5 1,429,00 1,429.00 1,422.00 a 1 o 1
GICMP Eche  Layer 2 Test Cisco&509_14.., 30.30.10.5 1,676.00 1,676.00 1,676.00 a 1 o 1
TICMP Echo  Layer 2 Test Ciscofi500_14.., 30.30.10.5 8,002,00 B,002.00 B,002.00 a 1 n 1
BICMP Echo  Layer 2 Test Cisco6509_14,., 30.30.10.5 2,400.00 240000  2.400.00 0 1 o i
Beport Actions
Save
Save As
Scheduie
POF
Eapedt to C5V
Holp

System Tests

The System Tests table displays the health values for all user-configured system tests.

System Tests

System Test Normal Warning Errors

Most Warnings Report

Highlight a row and then right-click on an entry in the Normal, Warning or Errors cell to generate an
IP SLA System Test Health report for the selected system test sorted by the most Normal, the most
Warnings or the most Errors, respectively.
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& L] iP 5LA Reports
T 1P SLA Overall System Health
b 3yam o]

Single Test Tima Sories
Single Type Health S 30d Cus
Wides Dparation Threshald

Video Operation Time Srie

10/15/16, 05:42:43 PM to 11/14/16, 04:42:43 PM

¥ Custom Reports

G oot 't
@ Teost - Test e
Gy Tes-Tast
Latency () e L )
Name D Type Tag Davice Dustnagion | TR L o ‘h! - M""‘I“"‘L;" s =1 Warn... Errars Reca..
Report Actions

Save

Save As

Schedule
POF
Export to C5Y

Help

WAN Dashboard

The WAN Dashboard presents a snapshot of the state of Per Flow Routing that is active within the Wide
Area Network (WAN). It displays Alerts group by all alerts and by Site pairs, by Site, Application Group,

Site Utilization, by App group (Bandwidth by Site, by Service Provider), by Service Provider (Utiliza-
tion, by site).

System | Appdcaion | GoS Flow 1P S WAN
sain Damthonrd Perisimase

s Rlerts TRLELY, (102600 o 10 SR, 0400500 P
At Top 10 Marts by Sts Pair

Bierts

Apghestion

Comtigure Azp Croue

T 16 Alests by Site its Utkization by App Group (SCF)

Aiprte
_—

App Group (DSEP)

Top 16 Alerts by Ao roem (DSCP) App Group (DR Bnndwadts by Site App Group (DHCR] Rendwaits by Sarvics Brovider

Miarts i Rate it Rste

Configure App Groups

Click on a chart title within the dashboard to automatically generate a LiveNX PfR flow report. Mouse
over the bar of interest to get tool tips, including the value of each segment in a stacked bar.

The PR dashboard charts alerts, site, application group and service provider statistics in either the
Inbound or Outbound direction. Click on either Inbound or Outbound to select the direction; default
is Outbound. The charts compute statistics for the last 15 minutes, 30 minutes, 1 hour or 4 hours. Click
on 15m, 30m, 1h or 4h to select the duration. The date and time values below the duration selection
indicate the start and end times of the charted data.

There are two charts in the Alerts section of the PfR Dashboard: All Alerts and Top 10 Alerts by Site
Pair. PfRv3 supports four alerts: Loss, Delay, Jitter and Unreachable.
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All Alerts charts the total number of alerts for the system in a stacked bar chart format, color-coded to
indicate the four types of PfRv3 alerts.

All Alerts
Alerts

o 50

e
W | oss
W Delay
W Jitter

Al i Unreachable

Top 10 Alerts by Site Pair charts the top 10 site pairs that generate the largest number of alerts. The
alerts are charted in a stacked bar chart format, color-coded to indicate the four types of PfRv3 alerts.
The sites are device level attributes that are user-defined in the Device/Interface tree view. Defining sites
is described — BasicSetup.

Top 10 Alerts by Site Pair

Alerts
[] 10 20 30 40

syaney o Tokyo I " -

W Delay
M Jitter
Unreacheable

Tokyo to Sydney [

There are three charts in the Site section of the PfRv3 Dashboard: Top 10 Alerts by Site, Site Utilization
by Application Group, and Site Utilization by Service Provider.

Top 10 Alerts by Site

Top 10 Alerts by Site charts the top 10 sites generating the most alerts. The alerts are charted in a
stacked bar chart format, color-coded to indicate the four types of PfRv3 alerts. The sites are device
level attributes that are user-defined in the Device/Interface tree view.

Top 10 Alerts by Site

Alerts
0 ; 10

sydney [ " o

B Delay
M Jitter
Unreachable

Tokyo |

Site Utilization by Application Group

Site Utilization by Application Group charts the capacity of each site, based on the application groups.
The capacity is charted in a stacked bar chart format, color-coded to indicate the applications used by
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that site. Sites are device level attributes and capacities are interface level attributes that are user-defined
in the device/interface tree view. Application groups are attributes that are user-defined in the Config-
ure Application Groups section of the PfRv3 Dashboard.

Site Utilization by App Group (DSCP)

% Capacity Utilized
o sox 100% W Best-Effort

! Yoice-EF
frr—7—————————————————————————— —— |
Lns_ﬁ.ngelgs ; B SIGNALLING

Birmingham _ SCAVENGER
Sam:djliﬂsg S —— | : W Video-AF41
Seattle 18 B : W CRITICAL
London I H : W network-control
Louisville i i M network-management
DCeew_Yark : : unknown

Rest |

Site Utilization by Service Provider

Site Utilization by Service Provider charts the capacity of each site, based on the service provider. The
capacity is charted in a stacked bar chart format, color-coded to indicate the service providers associ-
ated to that site’s interfaces. Sites are device level attributes, while capacities and service providers are
interface level attributes that are user-defined in the device/interface tree view.

Site Utilization by Service Provider

% Capacity Utilized

0% 50% 100%

Seattle

London NN

Louisville M
DC-New_York |
Rest |

There are three charts in the Application Group section of the PfRv3 Dashboard: Top 10 Alerts by
Application Group, Application Group Bandwidth by Site and Application Group Bandwidth by Ser-
vice Provider.
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Top 10 Alerts by Application Group

Top 10 Alerts by App Group (DSCP)

Alerts
o 5 10 15 20
W | oss
W Delay
B Jitter

voice-r I

Unreachable

Top 10 Alerts by Application Group charts the top 10 application groups generating the most alerts.
The alerts are charted in a stacked bar chart format, color-coded to indicate the four types of PfRv3
alerts. The application groups are attributes that are user-defined in the Configure Application Groups
section of the PfRv3 Dashboard.

Application Group Bandwidth by Site

Application Group Bandwidth by Site charts the highest bandwidth application groups. The applica-
tion groups are charted in a stacked bar chart format, color-coded to indicate the various sites associ-
ated with the application groups. The sites are device attributes that are user-defined in the Device/
Interface tree view and application groups are attributes that are user-defined in the Configure Applica-
tion Groups section of the PfRv3 Dashboard.

App Group (DSCP) Bandwidth by Site

Bit Rate ¥ Los_Angeles
0 bps 1 Mbxps 2 Mbxps DC-Mew _York
Best-Effort | : E Em ® Madison
Voice-EF BN Londan
Video-aF41 1§ M Seattle
SCAVENGER |l B Austin
SIGNALLING | ® Birmingham
CRITICAL s
network-management Louisville
network-control San_Jose
unknown Rest

Application Group Bandwidth by Service Provider

Application Group Bandwidth by Service Provider charts the highest bandwidth applications by appli-
cation group. The application groups are charted in a stacked bar chart format, color-coded to indicate
the various service providers associated with the application groups. The service providers are interface
attributes that are user-defined in the Device/Interface tree view and application groups are attributes
that are user-defined in the Configure Application Groups section of the PfRv3 Dashboard.

Top 10 Alerts by Application Group
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App Group (DSCP) Bandwidth by Service Provider

Bit Rate
0 bps 500 Kbps 1 Mbps 1.5 Mbps 2 Mbps 2.5 Mbps

Best-Effort |
Voice-EF |
Video-AR41 I8 1 MPLS
SCAVENGER § INET
SIGNALLING
CRITICAL |
network-management
network-control
unknown

There are three charts in the Service Provider section of the PfRv3 Dashboard: Top 10 Alerts by Service
Provider, Service Provider Utilization by Application Group and Service Provider Utilization by Site.

Top 10 Alerts by Service Provider

Top 10 Alerts by Service Provider charts the top 10 service providers generating the most alerts. The
alerts are charted in a stacked bar chart format, color-coded to indicate the four types of PfRv3 alerts.
Service providers are interface level attributes that are user-defined in the Device/Interface tree view.

Service Provider

Top 10 Alerts by Service Provider

Alerts
0 50 100

W | oss

W Delay

| Jitter
Unreachable

mpLs |

Service Provider Utilization by Application Group

Service Provider Utilization by Application Group charts the percent of capacity utilized by service pro-
vider. The utilized capacity is charted in a stacked bar chart format, color-coded to indicate the applica-
tion groups associated with that service provider. Capacities and service providers are interface level
attributes that are user-defined in the Device/Interface tree view and application groups are attributes
that are user-defined in the Configure Application Groups section of the PfRv3 Dashboard.
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Service Provider Bandwidth by App Group (DSCP)

Bit Rate

0 bps 1 Mbps 2 Mbps 3 Mbps 4 Mbps W Best-Effort

Voice-EF
W Video-AFR41
MPLS | ; Bl SCAVENGER
B SIGNALLING
B CRITICAL
W network-management
INET network-control
unknown

Service Provider Utilization by Site

Service Provider Utilization by Site charts the percent of capacity utilized by service provider. The uti-
lized capacity is charted in a stacked bar chart format, color-coded to indicate the sites associated with
that service provider. Sites are device attributes while capacities and service providers are interface attri-
butes that are user-defined in the Device/Interface tree view.

Service Provider Bandwidth by Site

Bit Rate Los_Angeles
0 bps 1 Mbps 2 Mbps 3 Mbps 4 Mbps DC-New_York
B Madison
MBLS | H EEm Birmingham
W London
W Seattle
B Austin
Louisville
INET San_lJlose
Rest

Learn PfRv3 Settings

The Learn PfRv3 Settings feature allows users to easily setup the PfR/IWAN semantics to monitor Per-
formance. These Settings will allow LiveNX to populate the WAN/P{R dashboard. The settings learned
are as follows:

PfRv3 devices including master controller and border router loopback IP address at each site
Sites

WAN Tunnels

Capacities of the WAN Tunnels

Service Providers

Site IP Addresses

Service Provider Utilization by Site
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System | Application QoS | Flow | IP SLA |~'HAH|

| Main & i
Alerts
Reports .
R Site
Setup # Top 10 Alerts by Site

Discover Devices

Manage Devices a a0
Define Sites !

sydney [N
Configure Alerts !
Configure Flow
Learn PfRv3 Settings '

Tokyo [N

Once selected, the dialog window will appear. Select the appropriate time range for LiveNX to learn the
settings for all the sites in your system.

e e Learn PfRv3 Settings

PfR Learn Site Details

LiveNX will attempt to learn your existing PfR site details
by analyzing flow data being sent. All PfR devices of an existing site
must be monitored by and exporting PfR flows to LiveNX in order to

learn the details of that site

1Hour 1 Day 1Week Custom

Learn Cancel

The Learning process will analyze flow data being sent by the PfR enabled devices in the network.
Options include 1 hour, 1 day, 1 week and a Custom time range. Once the process completes you will
see the sites that were learned (including the Loopback IP addresses of the Master Controller (MC)
associated with each site).

Learn PfRv3 Settings 66



LiveNX Engineering Console User Guide

Site Name:

Note Site Name Loopback IP Tokye

Tokye 10.0.0.103 : 3

Sydney 10.0.0.104 SiteslPs:
10.0.0.101

10.0.0.102
10.0.0.103
20.1.1.0/24
21.1.1.0/24

Devices:

Master Controller:

Hostname Loopback IP
IWAN-DC-MC 10.0.0.103

Border Routers:

Hostname Loopback 1P WAN Interfa... Service Pro.. InputCapac.. Dutput Cap..

IWAN-BR_L.. 10.0.0.101 Tunngll01l INET 10000 L0000
Apply Site
Apply Cancel

The Note Column Identifies the Following

*  NEW: New site Learned during this process
*  UPDATES: New site IP address prefixes were learned
* LO_IP_ONLY: Only the Loopback IP address of the sire was learned

*  GRP_SITE: If this appears please remove the grouping (refer to Manage Performance Groups
and Application Groups on page 248)

Details Displayed Are

*  Site Name (editable): The site name is automatically populated by LiveNX, and will be the DNS
name associated with the MC’s Loopback IP address or the hostname.

*  Site IP’s (editable): The loopback IP addresses of the PfRv3 MC and BR9 per site will be populated
here, along with the learned IP prefixes for user traffic per site.

*  Master Controller: Details of the MC including the hostname and IP address of the MC

*  Border Routers: Hostname, Loopback IP, WAN interfaces, service providers and capacities per
WAN link

*  To apply the settings for a site click Apply Site and to apply for ALL sites click Apply

*  The learned site settings can now be confirmed in the expanded device view
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Dashboard | Manage

IF Address Mo Label Ihnur(an_i&.. Cutput Cap.., WAN  Serwice e Site Site P
Austin
Baemingtam Birmingham 10.100.51.0/24,192.168,102.0/24
DC-New Yark DC-New_Yark 192.168.10.0/24,192.168.15.0/24
Floriaa
Impairment
Interriet
Londan
Los Angeles Los_Angeles 192.168.107.0/24
Louisville
Madson
Mabairne
l 5an ose
Soattie
+ I Sydney
¥ (B Wan-Bri_Sydney 10.100.51.35  Local Sydney 10.0.0.104,22.1.1.0/2%
% Cigabitfthernetd 22.1.1.254
¥ Locpbackl 10.0.0.104
& Tunneiloo 172.16.1.1 5.0 Mops 5.0 Mops MFLS
% Turmell01 1721821 10.0 Mops  10.0 Maps INET
v Wt
¥ G MWAN-BR_MET 10.100.51.32  Local Tekyo 10.0.0.101,10.0.0.102,10.0.0.102,20.1.1.0/24,21.1.1.0/24
B CigabiEthernar: 1111113
B CigablEthernars 21.1.1.254 ]
W Tunneil01 172.16.2.254 10.0 Mops 100 Mbps B IMET
¥ @ WAN-BR_MPLS 10.100.51.31 Local Tokyo 10.0.0.101,10.0.0.102.10.0.0.103.20.1.1.0/24,21.1.1.0/24
B CigabhEthernetz 11.11.11.2
% GigabliEtherrers 20.1.1.254
% Turmel100 172,16.1.254 5.0Mops 5.0 Mops MPLS
= G MAN-DC-MC 10.100.51.30  Local Tekyo 10.0.0.101,10.0.0.102,10.0.0.103,20.1.1.0/24,21.1.1.0/24
+ [ VLAN Segment
* f@ AppieFastiane-3360 10,100.51.20  Local
g Applefastlane-4331 10.100.51.21 Local
* [ PvbflowDevice 10.100.51.27  Local
& SE<F5-VE-LTM 10,100.51.39  Local

*  The WAN-P1R dashboard will now also populate statistics.

Note When changes are made to the dashboard the update will finish in approximately 10 minutes.

Details Displayed Are
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About Alerts and Notifications

LiveNX supports real-time monitoring of the network and generates alerts to the user when anomalous
network conditions occur. LiveNX creates visual changes in the system view that affect the status icons
for devices and interfaces, and keeps a running log of all alerts generated by the system. To prevent false
warnings from occurring, LiveNX provides the user with the flexibility to define the thresholds that
define the anomalous network condition.

View Alerts

LiveNX displays all alerts in a real-time fashion. Go to Tools > View Alerts.

[ MR ] In-Application Alerts
Time Device Croup Alert Type Deetails
Z019/08/30 04.15:3... RTR-DC-MFPLS Flow High nemwork delay Application name - g,  Source IP add...

2019/08/30 04:15:3... RTR-DC-MPLS Flow High network delay AppICATON RaMme - DEMOSEFVER,  SOUFC...
Z019/08/30 04:15:4... RTE-DC-MPLS Flow High network delay Application name - secure-popd; Sour...
2019/08/30 04:15:4... RTR-DC-MPLS Flew High nemwork delay Application name - unknown, Source ..
Z019/08/30 04:15:4,., SE-Livewire-NY Flow High network delay Applicanon name - hitp; - Source P add..,
2019/08/30 04:15:4... RTR-DC-CORE Flaw High network delay Applicaton name - http; Source IP add
2019/08/30 04:15: SE-LiveWire-NY Flow High network delay Application name - DemoServer, Sou
2019/08/30 04:15: RTR-DC-CORE Flow High network delay Application name - DemoServer;  Soul
2019/08/30 04: RTR-DC-CORE Flaw High network delay Application name - secure-popd; Sow
2019/08/30 04:15: SE-LiveWire-NY Flow High network delay Application name - secure-pop3; Sous
2019/08/30 04:15° RTR-DC-CORE Flow High network delay Applicaton name - unknown,  Source
2019/08/30 04:15:4... SE-LivaWire-NY Flow High network delay Applicabon name - unknown; Source B
2019/08/30 04:15:4... RTR-DC-MPLS Flow High network delay Application name - ms-office-web-app...
2019/08/30 04:15:4... RTR-DC-MPLS Flaw High network delay Anpicanon name - goagie - Services; 5.
2019/08/30 04:15:4.. RTR-DC-MPLS Flenw High network delay Application name - outlook-web-servic...
2019/08/30 04:15:4... RTR-DC-CORE Flaw High network delay Application name - ms-office-web-app...
Z019/08/30 04:15:4,.. RTR-DC-CORE Flenw High network delay Applicanon name - googie -Serices; 5.
E019/08/30 04:15:4... SE-LiveWire-NY Flow High netwoek delay Applicanan name - Office WebApp, So...
2019/08/30 04:15:4... SE-LiveWire-NY Flaw High network delay Application name - google - services; ..
2019/08/30 04:15:4... SE-Livewire-NY Flow High nemwork delay Application name - outlook-web-5¢rvic...
2019/08/30 04:15:4... RTR-DC-CORE Flenw High network delay Appl narme - outloos b
2019/08/30 04:15:4... Alert SE-LiveWire-NY Flow Blacklisted NetFlow address Blacklisted address - 192.168.107.11
2019/08/30 04:15:4... Warning RTR_Austin Routing Routing Adjacency State Change  Protocol type - EIGRP.  Neighbor addre...
2019/08/30 04:15:4... Waming RTR_Lowisville {as Class dropped rate Interface name - GigabitEthernet?: Int__
2019/08/30 04:15:4... Alart SE-LiveWire-LA Flow Blacklisted NetFlow address Blacklisted address - 192.168.107.11
2019/08/30 04:15:4... Waming RTR_Seamle Ons Class dropped rate Interface name - GigabiFthermer2:  Ini...
F019/08/30 04:'15:4... Waming RTE_Seatde QoS Class dropped rate Interface name - GigabitEthernat; Int...
2019/08/30 04:15:4... Waming RTR_LosAngeles IP SLA Low MOS score TestlD - 1, Theeshold - less thanore...
2019/08/30 04:15:4,,. Warning C5-C3850-23-31 Interface UpfDown Interface down Imerface name - GigabitEthernetl /071
Z019/08/30 04:15:4... Waming C5-C3850-23-31 Interface Up/Down Interface down Interface name - GigabitEthernetl /072
Z019NRIAN N4 154 Warninn C5-C3R50-73-31 Irterface Lin/Doem_Interface down Interface name - GicahitFthernet] /1/3

Only the last 100 alerts are shown.

Bring this window to the front when a new alert is received

Beep when a new alert |5 recelved

Clear list Export list Historical search Configure alerts

The In-Application Alerts window retains the most recent 100 alerts and displays them with the most
recent at the top of the window. Alerts no longer pertinent can be removed by selecting the alerts and
either pressing the Delete key or right clicking and choosing Remove Selected Alerts. Fields are:

*  Time — time of the alarm

*  Severity — choices are Emergency, Alert, Critical, Error, Warning, Notice, Info and Debug. Default
is Warning (severity choices are covered in the following Configure Alerts section)

*  Device — device name

¢ Alert Type — alert type definitions and thresholds are covered in the following Configure Alerts
section

*  Details — provides additional details about the alert including cleared status, interface name, and
threshold violations.

Enable the check box to bring the window to the front when a new alert is received or to beep when a
new alert is received. The default for both is disabled.

*  Clear List — clicking on this button immediately clears the In-Application Alert window
*  Export List — allows the user to store the alert information in a .csv format

*  Historical Search — provides the user with historical and sorting capability for the alerts
*  Configure Alerts — allows user-defined thresholds and alert severity definitions

Both the View Alerts and Historical Alerts (see next section) can drill down to a time series report spe-
cific to that individual alert. In order to access the report, right-click on the alert in question and select
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Note

Open Report. A time series report encompassing the previous and next thirty minutes from the time of
the alert will be generated.

Historical Alerts

LiveNX supports user-defined alert filtering on the In-Application Alerts. Click on Tools > View Alerts
and click on Historical search.

|2019/08/30 04:17:2... Alert AppleFastLane-4331 Flow High network delay

12019/08/30 04:17:2... Alert SE-LiveWire-LA Flow High retransmission count
12019/08/30 04:17:2... Warning IWAN-MPLS-CORE Device Config Chan Running config may have changed
12019/08/30 04:17:2... Alert SE-LiveWire-NY Flow High retransmission count
12019/08/30 04:17:3... Alert RTR-DC-MPLS Flow Blacklisted NetFlow address
12019/08/30 04:17:3... Warning RTR_Austin Device Config Chan Running config may have changed
12019/08/30 04:17:3... Warning RT B Auesin i Class dropped rate
12019/08/30 04:17:3... Alert (% OpenReport | High retransmission count
12019/08/30 04:17:3... Warning RT  Drill Down on Specific Flow » & Config Chan Running config may have changed
12019/08/30 04:17:3... Warning RT Class dropped rate
12019/08/30 04:17:3... Alert RT ¥ Remove Selected Alerts High retransmission count
12019/08/30 04:17:3... Warning IWAN=DC=ML vevice Config Chan Running config may have changed
12019/08/30 04:17:3... Alert RTR-DC-CORE Flow Blacklisted NetFlow address
12019/08/30 04:17:3... Alert SE-LiveWire-LA Flow High retransmission count
12019/08/30 04:17:4... Alert RTR_LosAngeles Flow Blacklisted NetFlow address
12019/08/30 04:17:4... Warning RTR_Sanjose QoS Class dropped rate
12019/08/30 04:17:4... Warning C5-C3650-23-36 Interface Up/Down Interface down

N1QIINRIIN NA-1T7-4 Warninn FRMrIAREN_22I_2R Intarfara Il iNmam Intarfara doasoea

LiveNX supports five filter types; each is independently enabled or disabled. Default is disabled for all
types except time, which is defaulted to the last hour since the dialog was opened. If no filters are
selected, all results are returned.

*  Filter by Time — create a time range to filter the alerts using the Start Time/ End Time dialog boxes
*  Filter by Device — filter the alerts by using the drop-down menu to list only the desired device
*  Filter by Alert Type — filter the alerts by selecting only an alert type using the drop-down menu

*  Filter by Severity — filter the alerts by selecting one of the eight available severity labels. There is an
additional option. Include Higher Priorities that will include all priorities above the selected
severity level (i.e. If WARNING is selected, alerts of WARNING, ERROR, CRITICAL, ALERT and
EMERGENCY severity will also be returned).

*  Maximum Number of Results — limit the number of alerts viewed by selecting the drop-down for
100, 200, 500, 1000, 10,000 or 100,000 alerts. Default is 100.

Select Execute to return the desired historical search.

Helpful Tip: If the maximum number of results is reached for any query, narrow the scope and re-exe-
cute the query. The alerts returned from a query are not ordered and thus the list may be missing key
alert values.

Use the magnifying glass and the adjacent text box to further filter the alerts via alphanumeric searches.
This search bar has a range of options ranging from searching case sensitive to only searching for spe-
cific columns. Click on the magnifying glass to see all possible filters.

This search only filters the list of alerts gathered, because of the desired filtering.

The current list of alerts can be exported in .csv format by right-clicking on any cell and selecting
Export Data.

Configure Alerts

Alert thresholds and severity levels are user-configured with the Configure Alerts dialog box. Go to
Tools > Configure Alerts or Tools > View Alerts and click on the Configure alerts button at the bottom
of the page.

LiveNX supports eight types of alerts and notifications: Emergency, Alert, Critical, Error, Warning,
Notice, Info and Debug. Default is Warning.

Historical Alerts
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Each alert can be enabled by clicking on the check box and using the dropdown to select the desired
Alert type.

Device/QoS Triggers

® @ Configure Alerts

Flow Triggers IP SLA Triggers Routing Triggers LAN Triggers >

Generate an alert when...

Device Down
Warning E A device becomes unavailable
CPU and Memory

Warning A device's CPU usage reaches or exceeds (»>=) 80 %

ning A device's memory usage reaches or exceeds (>=) 90 %
Device Config Change and Access

Warning E The running config changed time is later than the startup config changed time
Warning E Commands are sent to a device using the monitor-only CLI credentials

Warning E The device configuration has been changed by LiveNX
Interface Errors

Warning ﬂ An interface becomes unavailable

Warning An interface has errors (CRC, Frame, Overrun, Ignore, Abort)

QoS Drops
Configuring the following alert triggers will affect the drop status for devices and interfaces.

Warning Interface drop rate exceeds (>) 2,500.000 pps

Generate events only for selected interfaces

Warning E Class drop rate exceeds (>) 1.000 Kbps
Warning a Class-default drop rate exceeds (=) 1,500.000 Kbps
Help Cancel oK

Device Down

The device alert is logged in the In-Application Alerts window and increments the Device Up/
Down Alert count in the System Dashboard when the device SNMP polling status changes between
responsive and unresponsive.

Default for the Device Down alert trigger is disabled.

CPU and Memory

The values in the CPU and memory thresholds are editable only if that alert is enabled (check box
is checked).

These alerts are logged in the In-Application Alerts window and increment the Device CPU/
Memory Alert count in the System Dashboard when the Device CPU or memory usage state
exceeds the defined threshold. The count is also incremented when the CPU or memory usage state
falls within the defined threshold.
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*  The device alerts (turns red) in the System Tree View and the Topology View if either the device’s
CPU or memory alert threshold is exceeded and the alert is enabled.

*  Default for the CPU and Memory Device alert triggers are enabled and thresholds set at 80%.
Config Change and Access

*  The config change alert is logged in the In-Application Alerts window and increments the Device
Config Change Alert count in the System Dashboard when the device’s running config changed
time is more recent than the startup-config changed time.

*  The commands sent by monitor only credentials alert is triggered whenever the system uses the
monitor only credentials if that was specified for a device and these credentials are used to send
commands to the device.

*  The device configuration alert is logged in the In-Applications Alerts window and increments the
Device Config Change Alert count in the System Dashboard when any device’s configuration is
changed by LiveNX. The alert contains the device name, the username and the commands sent to
the device.

*  Default for the Config Change alert triggers is disabled.
Interface

*  The interface unavailable alert is logged in the In-Application Alerts window and increments the
Interface Up/Down Alert count in the System Dashboard when the interface SNMP polling status
changes between responsive and unresponsive.

*  The interface errors alert is logged in the In-Application Alerts window when the interface
generates CRC, frame, overrun, ignore or abort errors.

*  Default for the interface error triggers is disabled.
QoS Drops

*  The values in the Interface drop, Class drop and Class-default drop thresholds are editable only if
that threshold is selected. Note that the Interface drop rate is in packets per second, while the Class
drop and Class-default drop rates are in Kilobits per second (Kbps).

*  Click on the Generate events only for selected interfaces check box to trigger the interface drop
alerts only on the interfaces selected during the Add or Discover Device process. Default for the
selected interfaces check box is disabled.

*  The status icons for devices and interfaces will change only if the threshold desired is enabled
(check box is checked).

*  The QoS alert is logged in the In-Application Alerts window and increments either the Interface
drop, Class drop rate or Class-default drop rate count when those respective rates exceed the user-
defined rates.

*  Default for all QoS alert triggers is enabled. Default for Interface drop rates; Class drop rates and
Class-default drop rates is 0.

Flow Triggers

To configure alerts in the Flow technology, go to Tools > Configure Alerts > Flow Triggers tab.
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® @ Configure Alerts
Device/QoS Triggers [ Flow Trigge IP SLA Triggers Routing Triggers LAN Triggers >

Generate an alert when...

Flow
Alert @ The endpoint of an observed flow is a blacklisted address
Medianet
Alert E Media loss event occurred
Alert Media packet dropped by router
Alert Media min jitter reaches or exceeds (>=) 150 ms
Alert Media max jitter reaches or exceeds (>=) 150 ms
Alert Media mean jitter reaches or exceeds (>=) 500 ms
Alert Media bit rate reaches or exceeds (>=) 15,000 kbps
Alert Media packet rate reaches or exceeds (>=) 3 pps
Alert Q Media packet loss percentage reaches or exceeds (»>=) 1.001 %
Alert Media round-trip time reaches or exceeds (>=) 3 ms

Applications (AVC)

Alert E Network delay time per connection reaches or exceeds (>=) 200 ms
Alert E Retransmission count reaches or exceeds (>=) 45
PfR
Alert a Performance Based Routing (PfRv2) Out of Policy event occurred
Alert a Performance Based Routing (PfRv3) threshold crossing alert has occured
NSEL
Alert B Network Security Event Logging (NSEL) flow denied event occurred
Help Cancel OK

Each alert can be enabled by clicking on the check box and using the drop-down to select the desired
Alert type. The values in the Medianet thresholds (min jitter, max jitter, mean jitter, bit rate, packet rate,
packet loss and round-trip time) and in the Applications (AVC) thresholds (network delay and retrans-
mission count) are editable only if the alert is enabled (check box is checked). The Flow, Medianet,
AVC, PfR and Medianet alerts are viewed in the Tools > View Alerts and in the Reporting > Flows >
Dashboard. The threshold crossing alerts for PfRv3 are for delay, jitter, drop and unreachable.

IP SLA Triggers

To configure alerts in the IP SLA technology, go to Tools > Configure Alerts > IP SLA Triggers tab.
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Configure Alerts

Routing Triggers LAN Triggers Custom Triggers Notification Syslog

Generate an alert when...
IP SLA

i Warning Latency (round-trip time) for a test reaches or exceeds (>=) 200 ms

A test exceeds (>} 3 errors
litter (Voice)

Warning E MOS score for a jitter test reaches or falls below (<=) 3.00

Warning Jitter test packet loss reaches or exceeds (>=) 3.000 pps
Warning A test exceeds (>) 3 errors
Video
Warning ~  Video latency reaches or exceeds (>=) 200 ms
Warning ~  Video jitter reaches or exceeds (>=) 3.00 ms
Warning ~  Video packet loss reaches or exceeds (>=) 3.000 pps
Help Cancel DK

Each alert can be enabled by clicking on the check box and using the dropdown to select the desired
Alert type. The values in the IP SLA thresholds are editable only if the alert is enabled (check box is
checked). The IP SLA alerts are viewed in the Tools > View Alerts and in the Reporting > IP SLA >
Dashboard.

Default for all IP SLA Triggers is disabled.

Routing Triggers

To configure alerts in the Routing technology, go to Tools > Configure Alerts > Routing Triggers tab.

® e Configure Alerts

< IP SLA Triggers

LAN Triggers Custom Triggers Notification Syslog

Generate an alert when...
Routing

Warning ﬁ An EIGRP/OSPF/ISIS adjacency state change occurred.

Warning E A polling error occurred.

Help Cancel OK
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Each routing alert can be enabled by clicking on the check box and using the drop-down menu to select
the desired Alert type. The EIGRP/OSPF/IS-IS (Enhanced Interior Gateway Routing Protocol/Open
Shortest Path First/Intermediate System-Intermediate System) and the polling error alerts can be
enabled or disabled independently. If a routing alert is generated, the alert displays whether it is a state
change or polling error and describes the routing protocol, the IP address and the applicable state
change. Please see the alert details in the Alert Notification Configuration section occurring later in this
chapter. Default for both routing alerts is disabled.

LAN Triggers

To configure alerts in the LAN technology, go to Tools > Configure Alerts > LAN Triggers tab.

®e Configure Alerts

< IP SLA Triggers Routing Triggers Custom Triggers Notification Syslog

Generate an alert when...
Spanning Tree

Spanning Tree Topology change occurred.

Help Cancel

The spanning tree topology alert is enabled by clicking on the check box and using the drop-down to
select the desired Alert type. This generates an alert for any spanning tree change across all VLANSs in
the system. The LAN alerts are viewed in Tools > View Alerts. The LAN alert details include the VLAN
index and a description of the state change that generated the alert.

Note Since many alerts can be generated, listening and learning Spanning Tree state changes are intentionally
not reflected in the alerts. Spanning tree ports in those states will be in a blocked state.

Custom Triggers

Four classes of custom triggers can be configured:
* QoS Class

* NBAR

* Interface

*  Flow

Custom triggers can be set to trigger notifications based on threshold exceptions such as QoS drops. A
list of created triggers appears in the list box.
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L IP SLA Triggers Routing Triggers

Add Edit Delete

Flow: CriticalVoiceQutside_Ryan_Test

LAN Triggers

Notification Syslog

Interface: Interface data rate for input direction of GigabitEthernet2 on device RTR_Louisville is less than 3000.0 kbps

Type  Interface
Device

Interface
Direction
Operator

Value

Syslog Severity

Help

Add Custom Trigger

<)
ASA Firewall il
ethl ki
Input i
less than ki

kbps
Warning E

Cancel OK

Cancel 0K

Tagged alerts can be created using the custom alert triggers. A QoS class, NBAR or Flow tagged alert is
created by using a custom alert trigger and then filtering the alert trigger based on the user-defined

attributes in the system device tree. These custom alert triggers can then be named or tagged to describe
the specific alert based on the filter attributes chosen.
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@° e

Type Flow

Name FlowAlert

Filter [Fxampl

*Filter is required

Generate an alert when...

Flow

Medianet

Applications (AVC)

PfR

NSEL

Add Custom Trigger

The endpoint of an observed flow is a blacklisted address

Media loss event occurred

Media packet dropped by router

Media min jitter reaches or exceeds (>=) 150 ms

Media max jitter reaches or exceeds (>=) 150 ms

Media mean jitter reaches or exceeds (>=) 500 ms

Media bit rate reaches or exceeds (>=) 15,000 kbps

Media packet rate reaches or exceeds (>=) 3 pps

Media packet loss percentage reaches or exceeds (>=) 1.001 %
Media round-trip time reaches or exceeds (>=) 3 ms

Network delay time per connection reaches or exceeds (>=) 200 ms

Retransmission count reaches or exceeds (>=) 45

Performance Based Routing (PfRv2) Qut of Policy event occurred

Performance Based Routing (PfRv3) threshold crossing alert has occured

Network Security Event Logging (NSEL) flow denied event occurred

Cancel OK

Alert Notification Configuration

Notification that an alert condition has been triggered can be conveyed in the following methods:

* Notification within LiveNX (in-application alert)

*  Notification via e-mail

*  Notification within LiveNX and via e-mail

Alert Notification Configuration 78



LiveNX Engineering Console User Guide

e &
< _ IP SLA Tr_i_g_:_gers

Configure Alerts

Routing Triggers LAN Triggers Custom Triggers

-General -

1 minute B

Ignore repeated alerts within the following interval:
Send message when alert cleared

Generate a Test Alert Now

 In-Application Notifications

Send In-Application Notifications

Send Email Notifications

SMTP server: smtp.office365.com Configure...

Recipient addresses: pgayami
(comma-separated)

veaction.com, jmath Iveaction.com

To reduce the number of email messages sent, alerts will be queued and sent in batches.

Maximum send delay: & minutes

Help Cancel OK

To suppress multiple alerts of the same condition that occur within a given timeframe, select the Ignore
repeated alerts within the following interval check box. For example, when CPU usage spikes beyond
the set threshold, the alarm could repeat itself six times within a minute, depending on the polling cycle
set for the device (e.g., 10-second polling). In this situation, a single alarm per minute would likely suf-

fice.

Note An exception is made for the NSEL flow denied event occurred alert. The NSEL flow denied event alert
will trigger no matter what ignore interval is selected. This exception was made to continue to record
alerts for the instance where the security device alerts on multiple flows denied event occurrences for

different flows within the same ignore interval.

E-mail alert notifications are sent when the first of the following conditions have been met:
*  Total number of alerts reaches 200

*  Maximum send delay timer — time since last alert reached maximum delay (default is 5 minutes)

, r r—- =y
A In-Apphcation Alerts =8
| Time : Severity Device Group Alert Type Dietais
|2014/07/08 11:40:05 AM Warming 2921-Demo-67_111 QoS Interface dropped packets  Interface name - GigabitEthernetd/0;  Interface direction -Inp...
|2014/07/08 11:40:05 AM Warning 2921-Demo-67_111 Qa5 Interface dropped padeets  Interface name - GigabitEthernetd/0;  Interface direction - Out...
|2014/07/08 11: AM \Warning 2321-Demo67_111 Device CPUJ... High memary use Percent memory utlization - 92% E
|2014/07/08 11:46: Warring 2871-Demo-67_111 Qo5 Tnterface dropped packets  Interface name - GigabitEthernetd/d; Interface direction - Inp...
Warmng 2521-Demo-57_111 QoS Interface dropped packets  Interface name - GigabltEthernetdl;  Interface direction - Cut...
Warning 2971-Demo-567_111 Device CPUJ.., High memary uss Pescent memory utization - 92%
Warning 2821-Demo-£7_111 Qo5 Trterface dropped packets  Interface name - GigabitEthernetDfl;  Interface direction - Inp....
Warning 2921-Demo-67_111 Qo5 Interface dropped packets  Interface name - GigabitEthernetd0; Interface directon - Out...
Warring 2521-Demo-67_112 Qa5 Tnterface dropped packets  Interface name - GigabitEthernetd0;  Interface direction - Inp...
Warning 2521-Demo-67_112 Qo5 Interface dropped packets  Interface name - GigahitEthernetd@;  Interface direction - Out...
Warring 2921-Demo-67_111 Devicz CPUJ... High memary use Percent memary utiization - 92%
|2014/07/08 11: Warning 2921-Demo-67_111 Q05 Interface dropped padeets  Interface name - GigabitEthernetd);  Interface direction - Inp...
|201407/08 11: Warring 2921 Demo-67_111 Qos Interface dropped packets  Imterface name - GigahitEthernet/0; Interface direchon - Cut...
|2014/07/08 Warring 2521-Demo-67_112 Qa5 Interface dropped packets  Interface name - GigabitEth f0; Interfoce tion - Inp...
|2014/07/08 Warning 2921-0emo-67_112 QoS Interface dropped packets  Interface name - GigabitEthernetd/0;  Interface direction - Out...
(20140708 Warning 2521-Demo-67_111 Device CPUJ... High memary use Percant memary utiization - 93%
|2014/07/08 12:0%: Warnng 2521-Demo-67_111 Qo8 Interface dropped packets  Interface name - GigabitEthernet0; Interface direchon - Inp..
|2014/07/08 Warning 2921-Demo-67_111 Q08 Interface dropped packets  Interface name - GigabitEthernetd/0; Interface directen - Out...
|2014/07/08 12:03:57PM Warring 2521Demo-£7_112 Qa5 Interface dropped podets  Interface name - GigabitEthernetd/0;  Interface direction -Inp... =~
Only the last 100 alerts ars shown.
Bring this window to the front when a new slert is received
Beep when a new alert is recenved
| Clear ist l [ Exportist | [ Hatoreal search | | Configure alerts |

Alert Notification Configuration 79



LiveNX Engineering Console User Guide

| Subject:

LiveAction:. <%

Livedction Alert Message - 13 Alerts

i

LiveAction Alert Messages

13 alerts were triggered by LiveAction

#

Time

2014-07-08 13:27:18
2014-07-08 132901
2014-07-08 13:30:23
2014-07-08 13:30:23
2014-07-08 13:30:20

2014-07-08 13:32:02

2014-07-08 13:30:23

Severity
Warning
Wamning
Waming
Wamning
Waming

Waming

Waming

Syslog Notifications

Alert Type

Test alert

Test alert

Class dropped rate
Class dropped rate
Test alent

Test alert

Test alert

Details

1941-WAN-67_113;192.1 i

1041-WAN-67 _113:192.1

|
|
|
ﬁ.
Qlu
|
|

Alerts generated by LiveNX can be sent to a Syslog server. Set up the Syslog server location and message

format using the Syslog tab.

STATUS E TIME

Status:

Time opened:

Active for:

SUURCE INFOQ

Device:

acknowledged

Active

lgnored

Resolved

Message priority/level is set in the Trigger windows for each of the alert types.

Status Bar Alerts

The status bar at the bottom of the LiveNX screen includes an alert status icon

Syslog Notifications 80



LiveNX Engineering Console User Guide

Green icon

Gray icon

Red background

Normal background

Red background

Alerts have been configured.

Alerts not configured.

New alerts (unviewed alerts in dialog).

No new (unviewed) alerts.

Clears when user opens alerts dialog.
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About Reporting

LiveNX provides a reporting system that allows you to analyze events and statistics captured by the sys-
tem. The Reporting function can be accessed through the Java Client or through the Web interface. We
recommend that you start using the web interface based reporting functionality.

Reporting Best Practice

Web interface reporting provides two capabilities that help you to leverage the power of reporting. You
can start with a report and drill down as well as pivot. Let’s consider an example where you would want
to know the applications being detected on the network. An application report shows the list of applica-

tions across the network along with the bandwidth being consumed by those applications.

Agglication, Lust Fifteen Minutes
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The next logical step would be to further drill down and examine the various clients that might be using
those applications. Simply select the application of interest and right click on it to get the ability to drill

down into the details.
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Drilling down into the applications shows the top conversations that are happening for that particular
application. This provides users the ability to track which applications are consuming the bandwidth

and the users responsible for it.

Engineering Console Reporting

The Engineering Console Reporting is accessible from the main toolbar and is accessed by topic: QoS,

Flow, Routing, IP SLA, LAN, and Schedule or build a Custom Dashboard.
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LAN Tools Reports Help

QoS

Flow

Routing
Tyees | IP SLA
!';r_in..'.-_.;]!'_'l;'_l = wel LAN

Schedule

Custom Dashboard

QoS Report

LiveNX supports several QoS reports for analyzing historical information. The reporting feature allows
you to generate reports in PDF format. Most reports allow you to select the specific interfaces and
devices. From the main menu bar, go to Reports > QoS.

o0 ® QoS Reports

- Type here to filter repo

E" Reports

Device CPU/Memaory Usa

Interface Bandwidth I I i
Interface Utilization ih 6h 1d 1w 30d 90d 1ly Custom

Interface Bandwidth Con AppleFastiane-3560 K3 — Execute Report

Interface/Interface Drop

Device CPU/Memory Usage

MBAR Comparison
MNBAR and Post-Policy
Pre-Policy and Post-Polic
Pre-Policy and Post-Polic
Pre-Policy and Post-Polic
Top CPU Usage
Top Memory Usage
Top Interface Bandwidth
Top Interface Drops
Top Class Bandwidths
Top Class Drops
Site Bandwidth
Interface Burstable Rate
Site WAN Interface Utiliz
Site Alert
Site Alert Detail

?V Custom Reports

LiveNX generates several QoS reports listed in the left-hand column. Click on the desired report,
choose the parameters for the chart, and then click on Execute Report. Please refer to the table below
for details about each QoS report.
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Device CPU/Memory Usage

Interface Bandwidth

Interface Utilization

Interface Bandwidth Comparison

Interface/Interface Drops

NBAR Comparison

MNBAR and Post-Policy

Pre-Policy and Post-Policy

Pre-Policy and Post-Policy Comparison

Displays % utilization of the device CPU and
memory as a function of time.

Compare inbound and outbound bandwidth for
a given device and interface over the same
time period in Kbps.

Used to view inbound and outbound
bandwidth with 95th, 99th and peak values.
Where the peak that this graph shows is the
highest peak that was monitored at the native
polling rate regardless of the bin size used.

Compare 2 interfaces: Displays an overlay chart
of two devices’ interfaces’ bandwidths in Kbps.
Compare 2 time periods; Displays two stacked
charts of a device interface’s bandwidth over
different start times covering the same time
span.

Compare interface and interface drop rates for
a given device and interface over the same
time period in packets/second.

Compare 2 interfaces: Displays two devices'
interfaces’ traffic by NBAR type in Kbps for the
same time span.

Compare 2 time perlods: Displays a single
device interface’s traffic by NBAR type in Kbps
over different start times covering the same
time span.

Displays a device interface’s traffic by NBAR
type and the Post-Policy traffic in Kbps for the
same time span.

Displays a device interface’s traffic by Class
type and the Pre- or Post-Policy traffic in Kbps
for the same time span,

Compare 2 interfaces: Displays two devices'
interfaces’ traffic by Class type and the Pre- or
Post-Policy traffic in Kbps for the same time
span.

Compare 2 time periods; Displays a single
device interface’s traffic by Class type and the
Pre- or Post-Policy traffic in Kbps over different
start times covering the same time span.

Device

Device, Interface

Device, Interface, Inbound/
Outbound

Compare 2 interfaces: Device,
Interface, Inbound/Cutbound
Compare 2 time periods: et Time 1,
Set Time 2, Device, Interface,
Inbound/Cutbound

Device, Interface, Inbound/Outbound

Compare 2 interfaces; Device,
Interface, Inbound/Cutbound
Compare 2 time periods: Set Time 1,
Set Time 2, Device, Interface,
Inbound/Outbound

Device, Interface, Inbound/
Quthound

Device, Interface, Inbound/
Outbound

Compare 2 interfaces; Device,
Interface, Inbound/Cutbound, Pre-
Policy/Post-Policy

Compare 2 time periods: Set Time 1,
Set Time 2, Device, Interface,
Inbound/Outbaund, Pre-Policy/ Past-
Policy
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Displays a device interface’s traffic by Class
type and the Post-Policy Drops in Kbps for the
same time span.

Pre-Folicy and Post-Policy Drops

Top CPU Usage Displays a bar graph of the device's average
and peak % CPU usage over the desired time

period.

Displays a bar graph of the device's average
and peak % memory usage over the desired
time period,

Top Memaory Usage

Top Interface Bandwidths Displays a table of the interface bandwidths in
kilobits per second, averaged over the desired
time period for all devices, or for a given
device.

Top Interface Drops Displays a table of the highest interface’s drop
bandwidth in packets per second, averaged
over the desired time period for all devices, or
for a given device.

Top Class Bandwidths Displays a table of the highest class bandwidths
in kilobits per second, averaged over the
desired time period for all devices, or fora
given device.

Displays a table of the highest class drop
bandwidths in kilobits per second, averaged
over the desired time period for all devices, or
for a given device.

Top Class Drops

Site Bandwidth Displays a time-series chart showing current,
average and peak bandwidth in kilobits per
second from the selected site to all other sites
or from all other sites to the selected site.
Interface Burstable Rate Displays a bar chart of interfaces for all devices,

izing 99th % bandwidth and 95th%
bandwidth.

Site — WAN Interface Utilization Displays a table of all interfaces with the WAN
checkbox enabled, showing bar graphs of
interface input and output bandwidth %
capacity, CPU and memory % utilization.

Site Alert Aggregates a count of alerts by site tag with
individual counts for QoS categories: Device
Up/Down, Device CPU/Memory, Device Config
Change, Interface Up/Down and Interface Rate
as well as overall Flow IP 5LA, LAN and Routing
alert counts.

Site Alert Detail Aggregates a count of alerts by site tag with
individual counts for the various Alert Names,

Device Search

Device, Interface, Inbound/
Outbound

All Devices/individual Device

All Devices/Individual Device

All Devices/Individual Device,
Inbound/Outbound

All Devices/Individual Device,
Inbound/Outbound

All Devices/Individual Device,
Inbound/Outbound, Pre-policy/ Post-
policy, Exclude Class-default
checkbox

All Devices/Individual Device,
Inbound/Outbound, Pre-policy/ Post-
policy, Exclude Class-default
checkbox

Site, Inbound/Qutbound, WAN
checkbox

Inbound/Outbound

Click on the button labeled as ... between the device drop-down button and the Execute Report button

to display the device pick list.
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Use the scroll bars to locate the desired device, or type in the search bar adjacent to the magnifying glass
to filter the list of devices. Click on a category to choose the desired match field. Default is All, Case
insensitive and Match anywhere. Once the device is located, double click on the row or click once to
highlight the row and then click on Select to choose the desired device.

Select Device

L~ ASA

| Device Mame Device Add... Vendor Model Group Node Site Tags|

AS)\FirewaII 10.100.5... [Non-SNMP |Non-5NMP [internet  [local  [internet | |

Following are two examples of LiveNX QoS reports.

The following images depict Interface Bandwidth Comparison report. By choosing “Compare 2 inter-
faces” and then selecting the desired device, interface, inbound or outbound, and then clicking Execute
Report, LiveNX creates a line chart overlaying the selected device interface bandwidth over the same
time span.

LER et Feparis

* Repons
Device CRUMamary Ussge
Inkerfece Bandwiith
Irtarface Usizatian

T ——

HEAR Cornparisen
HEAR end Past-Pulicy
Pre-Pakcy ead Past-Falicy

Interface Bandwidth Comparison

e 2 sime paries

ATH_ Lo

W o Dl Dl e ]
Lornimgses B Wi~ Rl o

Pra-Pabey snd Poss-Palky Comparis
Pru-Pobey end Past-Palicy Drops
Teo CRU Lsage

Top Memary Lsage

Top Trtarface Banswidinn

Te Inearfaca Oropa

Tep Clams Dardniditn

Interface Bandwidth Imseriace Bancheidth in Koos Optians =
Wame T
B B ChabiEtherned .. 203 208

B D CiabEkernet? 1. LI} Hi

Top Clums Braps
Site Bangwith
IrkerPace Burstanle Aate
Site WAN [nterface Unlizecon
Bite Al
Gite Alert Cetail

* Custom Reparts
QuartscRpart

Avg Wbps

Aeport Actions
Save
Save A5 2 Sep 3, paz PR SpEnDI0MM wECL MMM kel

SEEL HIN kpl WA

The following image is an NBAR Comparison report. By choosing “Compare 2 time periods” and then
clicking Execute Report, LiveNX creates two stacked charts to compare NBAR traffic bandwidth at two
different times for the desired device, interface, and input or output traffic.

Device Search
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Chart Zoom

To expand a portion of the chart, hold the left mouse button down and drag to the right. A box will
appear showing the area to zoom in. To return to the default view, right click on the chart and select
“Reset zoom.”

Report Legend

The Report Legend can be sorted by columns. Click on the desired column header to sort the legend in
either ascending or descending order. Please see the image below for an example of a legend with visible
Options. To add or remove items from the chart, check or uncheck items in the legend.

Click Options > Select all to select all items for viewing in the chart.
Click Options > Select none to unselect all items for viewing in the chart.

Click Options > Export legend data to create a CSV file containing the data in the legend. For reports
with two legends, both legends will be exported. The default location where the CSV file will be saved to
is your LiveNX Client desktop.
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Device bandwidth by interface in %

Options ¥

Name

¥ | Selectall

Select none
[+] Export legend data

Specific to QoS Pre-Policy and Post-Policy reports, the input or output interface policy is shown as part
of the header in the legend. If there was a policy change for that interface during the specified time span,
the combo box will allow the user to select the desired policy for viewing within the chart. Please see the
image below for a Pre-Class legend with the policy name displayed in the header.

Report Historical Time Span Selection

_FAQQ

'MonitorUsingNbar

Options ¥

-

Name

- [¥] [C] NBAR_Routing
8 dass-default

Average Peak

<1
<1

The time span of historical data is selectable at the top of the report.

1h time span of historical data is selectable at the top of the report

6h time span of historical data is selectable at to the present
1d time span of historical data is selectable at to the present

1w time span of historical data is selectable at to the present

30d time span of historical data is selectable at to the present
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* 90d time span of history from ninety days in the past to the present * 1y time span of history from
ninety days in the past to the present

*  Custom span of history from an end time

Interface Bandwidth

ih &6h 1d 1w 30d S0g 1y Custom

c1B11-ES-11 g n FastEthernetl P Execute Report

Report Actions

There are seven report actions: Save, Save As, Delete, Schedule, PDF, Export to CSV, and Help.

¢ Save— LiveNX brings up a dialog box. Enter a report name in the dialog box. The report will be
saved under Custom Reports.

*  Save As — after selecting a saved report for viewing, if you change any report attribute (e.g., time
span, device, interface), you can create a new custom report by clicking on Save As and naming the
report with a different report name.

Note LiveNX will not allow you to save another custom report with the same report name.

® @® Save Report As

Enter Report Name:

0K Cancel

*  Delete — deletes a report. Select a report name under Custom Reports and click on Delete.

*  Schedule —allows automatic generation and delivery of custom reports. Additional details can be
found in the Report Scheduler section of this chapter.

*  PDF - allows creating and saving a PDF version of the report.
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Interface/Interface Drops
09/09/19 04:28:34 PM PDT (UTC-0700) - 09/09/19 05:28:34 PM PDT (UTC-O700)
Options
* Device: RTR_Austin liveaction.com
* Interface: GigabitEthemet
* Direction: INPUT
Interface/Interface Drops by Name

Interface

300

Sep 09, 04:30 PM Sep 09, 0440 PM Sep 0, 04:50 PM Sep 09, 0500 PM Sep 09, 05:10 PM Sep 09, 05:20 PM

Nt Avwrats Peak

-

*  Export to CSV - saves the report legend to a comma-separate value (CSV) file. The default file
location where the CSV file will be saved to is the LiveNX Client desktop.

*  Help - launches the LiveNX User Guide.

Interface Utilization Report

This report shows the inbound and outbound bandwidth based on the user selected bin size or auto bin
size. When using the auto bin size, the system will determine the optimal bin size to use for the particu-
lar report duration time period. The report shows both inbound and outbound bandwidth along with
the peak. The peak value is enabled by clicking on the legend for inbound and outbound peak sepa-
rately. The peak value used in the report is the highest peak rate seen in that bin at the polling rate. For
example, if the device is being polled at 10-second interval and the report is generated for a month
using a 15-minute bin size, the peak will show the highest rate found in that bin at the 10-second data
over the entire month.

Interface Utilization

3PM  Data hin: Polling Rate

GO - . ®

T ¢ ¢ conceicin @ Lulzacen
Interface: GigabitEthernet2 - Conn-MPLS-Provider - 2.0 Mbps [ 2.0 Mbps Interface Bandwidth in Kaos Options ~
Mama Avarage nsth Dach
@ mboung Bandwdth 1z Ei
| 3 [ mboun Peak San 12 29
| | \ [ Cuthiound Bandwi... 203 206
200 ||t e e llv A @ [ Outhound Peak B... 203 206
T i l v
A
2
g
x 100
| il p
g ) ! LIk Ll UL = Mr |
Sep U3, GRAGFM Sep 09, S0 PN Sep 99, 1300 1M SR 08, 0510 FM 3ep 03, T3ZHPM Sep 03, 0530 Fh

The legend will show the 95th, 99th and peak value individual for the 4-time series information for
inbound based on bin, outbound based on bin, inbound peak rate and outbound peak rate. Those val-
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ues can be exported using the Options menu on the legend. Exporting to the CSV option in the Report
Action panel will export the 4 -time series data set as shown below.

RTR_Louisville - OUTPUT - Interface Bandwidth in Kbps

Name Average

Inbound Bandwidth 11.80811405

Inbound Peak Bandwidth 11.80811405

Outbound Bandwidth 203.3231354

Outbound Peak Bandwidth 203.3231354
QoS Audit

95th

29.32235914
29.32235914
206.1573639
206.1573639

939th Peak

31.79039955 32.81760025
31.79039955 32.81760025
220.2638092 247.526825
220.2638092 247.526825

A QoS Policy and Performance Audit report is also available to analyze and summarize the policies
enabled, identify any policy issues, and report on performance anomalies. This report is accessed via

the Reporting menu or the QoS toolbar.

Users QoS Flow Routing IPSLA LAN Tools

Create Policy from Applications (NBAR)
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QoS Policy and Performance Audit Report

w Performance  Issues  Policies

QoS Policy and Performance Audit Report

Monday, September 9, 2019 | 5:37 PM PST

Summary
Devices
Number of devices analyzed: 17
Number of devices with QoS enabled: 16
Number of devices showing drops: 8
Interfaces

Number of interfaces with policies applied (in/out): 93/30

Number of interfaces showing drops: 10
Policies
Number of policies found on all devices: 57
MNumber of distinct named policies: 12
Number of distinct class names found on all devices: 37
Number of distinct applied class names: 23
Issues
Number of system issues: 2
Number of device issues: 11
Acquired

Configured Running
Device Device Config Drops Issues QoS On
CS-2960-23-22.liveaction.com X X
CS-C3650-23-36.Liveaction x X X
CS-C3850-23-31.liveaction.com % X X

Regenerate

Flow Reports

E_x_port HTML Close

LiveNX allows you to access and analyze historical Flow data through Flow Reports. The reports can be
accessed by clicking Reports > Flow in the menu bar or “Reports” in the toolbar of any of the Flow

views.
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Available Reports

There are several reports available in the left-hand tree view in the Flow Reports dialog. They are
grouped by type. Clicking the “+” icon next to a report type will expand it and show the available
reports.

* Interface Bandwidth — report showing interface bandwidth information in either time-series or
aggregation format. Default is Time-series and Outbound.

*  Top Analysis — lists all flow data for a given device and flow technology type sorted by time.
*  Address Reports

*  Top Conversations — counts total flows, input bytes, input bit rate, output bytes and output bit rate
for a given source and destination IP address pair. Use the drop-down to select between Time
Series or Aggregation.

*  Bidirectional Source/Destination Pair — counts flow data between an IP address pair by sorting the
address. Use the Filter drop-down to choose among Inbound, Outbound or Inbound and
Outbound. o Default direction: Outbound

*  Source or Destination Address — aggregates flow data regardless if the IP address is a source address
or destination address. This report is useful for to determine which endpoints are sending/
receiving the most data.

Note In the time series report, flows will be double-counted—the amount of traffic coming and going will
always be counted.

*  Default direction: Inbound and Outbound

*  Address Pair — counts flow data across a directed IP address pair: source (the first IP address) to a
destination (the second IP address). o Default direction: Outbound * Destination Address — shows
flows based on destination IP address.

*  Default direction: Outbound
*  Source Address — shows flows based on source IP address.
*  Default direction: Inbound

*  Destination Address Popularity — shows flow counts and number of unique IP connections for
each destination IP address.
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*  Default direction: Outbound

Source Address Popularity — shows flow counts and number of unique IP connections for each
source IP address.

*  Default direction: Inbound

Site Traffic — shows bit rates and flow counts for each user-defined site and site IP range. Sites
without a site IP range will show up as an Unknown site.

*  Default direction: Inbound and Outbound

Destination Site Traffic — shows bit rates and flow counts for each user-defined destination site and
site IP range. Sites without a site IP range will show up as an Unknown site.

*  Default direction: Outbound

Source Site Traffic — shows bit rates and flow counts for each user-defined source site and site IP
range. Sites without a site IP range will show up as an Unknown site.

*  Default direction: Inbound

Application

Protocol — shows flow data associated with protocols, e.g. TCP.
Application — shows flow data associated with applications and NBAR applications.

DSCP vs Application — shows DSCP (differentiated services code point) and IPv6 traffic class
counts in a stacked chart with the application type.

QoS

Type of Service — shows flow counts of the Type of Service values in the inbound, Outbound or
Inbound and Outbound direction of the desired device. Default is Outbound.

DSCP — shows flow counts of the DSCP values in the Inbound, Outbound or Inbound and
Outbound direction of the desired device. Default is Outbound.

Network

Interface Bandwidth Summary — this report must be used with a tagged item when selecting an All
Devices report, as described in the Defining Sites and Tags section of Chapter 4 — Basic Setup. For
All Devices, this creates a separate report for each device counting the total flows, total bytes, total
packets, average bit rate, average packet rate, peak bit rate and peak packet rate of every tagged
interface.

Bandwidth Summary — creates a separate Inbound, Outbound and Inbound and Outbound
report, listing the device and interface names, the total flows, total bytes, total packets, average bit
rate, average packet rate, peak bit rate and peak packet rate.

Traffic Volume Pair — shows flow data associated with the interfaces on the device selected. It
should be noted that some interfaces that are shown in the chart and table may not exist on the
device. For those interfaces, it is not possible to drill down to a Top Analysis report.

Outbound Bandwidth Utilization — shows flow data from interfaces on the device selected. Default
is outbound.

Bidirectional Network Pair — shows flow data between source and destination subnet pairs. Default
is outbound.

Source or Destination Network — shows flow data from all subnets, regardless if it is a source or
destination network. Default is Inbound and Outbound.

Application
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*  Network Pair — shows flow data across a directed network pair: source (the first subnet) to a
destination (the second subnet). Default is Outbound. + Source Network — shows flow data by
source subnet. Default is Inbound.

*  Destination Network — shows flow data by destination subnet. Default is Outbound.

*  Bidirectional AS Pair — shows flow data between source and destination autonomous system pairs.
Default is Outbound.

*  Source or Destination AS — shows flow data from all autonomous system numbers, regardless if it
is a source or destination. Default is Inbound and Outbound.

*  AS Pair — shows flow data across a directed autonomous system pair: source (first AS) to a
destination (second AS). Default is Outbound.

*  Source AS — shows flow data by source autonomous system number. Default is Inbound.

*  Destination AS — shows flow data by destination autonomous system number. Default is
Outbound.

Medianet

*  Jitter/Loss — shows Medianet information for each pair of IP addresses (source and destination),
including min, max mean, and max jitter, and loss event counts.

*  Round Trip Time — shows Medianet information

Application (AVC)
* AVC Application — shows flow data by AVC type.

*  Top Applications Performance — shows Application Visibility and Control (AVC) performance
data for a given device by application including average performance rate, average and maximum
application delay (AD), client network delay (CND), server network delay (SND), and network
delay (ND); total application response time (ART), total volume (client bytes + server bytes),
responses, transaction time (TT) sum, total retransmissions, and new connections.

*  Application Performance — charts AVC performance data over time for a given device and
application.

*  Policy Classification — charts the total flow counts per AVC Policy and QoS Classification
Hierarchies for the specified time range. Note that the Policy QoS Classification Hierarchy field
lists the parent policy only and the QoS Classification Hierarchy field lists the parent and child class
policy.

*  Top Policy Performance — charts performance data (Total Volume, Total Application Response
Time, New Connections or Retransmissions) of the AVC Policy and QoS Classification Hierarchies
for the specified time range.

Note The Policy QoS Classification Hierarchy field lists the parent policy only and the QoS Classification
Hierarchy field lists the parent and child class policy.

*  Top Policy Applications Performance — charts performance data (Total Volume, Total Application
Response Time, New Connections or Retransmission) of the AVC Policy, QoS Classification
Hierarchies and Application (NBAR) for the specified time range.

*  HTTP Host — charts total flow counts by HTTP Host for the specified time range.
NSEL

*  Denied Security Events — shows denied event count information for a given source and destination
IP address.
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*  ACL Pair — shows the denied event count information for a given ingress and egress ACL ID.

PfR

*  Alerts All — charts the count of PfRv3 alerts for a given device or all devices.

*  Alerts by Site — charts the count of PfRv3 alerts for each site.

*  Alerts by Application Group — charts the count of PfRv3 alerts for every defined application group.
*  Alerts by Service Provider —charts the count of PfRv3 alerts for every service provider.

*  Alerts by Site Pair — charts the count of PfRv3 alerts between the source and the destination site.

*  Corrected vs. Uncorrected — charts the count of PfRv3 alerts that had a completed mitigation
result.

*  Application Group Bandwidth — charts the number of flows, bytes, packets, bit rate or packet rate
for a given device or all devices.

*  Application Group Bandwidth by Site — charts the number of flows, bytes, packets, bit rate or
packet rate for a given device or all devices for each application group, aggregated by site.

*  Application Group Bandwidth by Service Provider — charts the number of flows, bytes, packets, bit
rate or packet rate for a given device or all devices for each application group, aggregated by the
service provider.

*  Site Capacity Utilization — charts the utilized capacity %, the number of flows, bytes, packets, bit
rate or packet rate for a given device or all devices.

*  Site Capacity Utilization by Application Group — charts the utilized capacity %, the number of
flows, bytes, packets, bit rate or packet rate for a given device or all devices for each site, aggregated
by application group.

*  Site Capacity Utilization by Service Provider — charts the utilized capacity %, the number of flows,
bytes, packets, bit rate or packet rate for a given device or all devices for each site, aggregated by
service provider.

*  Service Provider Capacity Utilization — charts the utilized capacity %, the number of flows, bytes,
packets, bit rate or packet rate for a given device or all devices for a given device or all devices.

*  Service Provider Capacity Utilization by Application Group — charts the utilized capacity %, the
number of flows, bytes, packets, bit rate or packet rate for a given device or all devices for each
service provider, aggregated by application group.

*  Service Provider Capacity Utilization by Site — charts the utilized capacity %, the number of flows,
bytes, packets, bit rate or packet rate for a given device or all devices for each service provider,
aggregated by site.

*  Out of Policy Events — shows out of policy counts for a given Border Router IP Address, PfR reason
and Application tag. Report also displays traffic class information.

Wireless

*  +»Wireless SSID — charts the Top 10 Service Set Identifiers (SSID) with the highest traffic rates.
Default is Outbound.

*  +Wireless SSID DSCP — charts the Top 10 differentiated service code points (DSCP) and SSID with
the highest traffic rate. Default is Outbound.

*  +» Wireless SSID Application — charts the Top 10 Application type (NBAR) and SSID with the
highest traffic rate. Default is Outbound.

*  +»Wireless SSID Unique Clients — charts the Top 10 unique IP connections (source IP addresses)
and SSID with the highest traffic rate. Default is Outbound.
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* Wireless Access Point — charts the Top 10 Wireless Access Point (AP) MAC addresses with the
highest traffic rate. Default is Outbound.

+ Wireless Access Point Application — charts the Top 10 WAP MAC addresses and application type
(NBAR) with the highest traffic rate. Default is Outbound.

+ Wireless Access Point Unique Clients — shows flow data and the number of unique IP connections by
Wireless access point MAC address. Default is Outbound.

Miscellaneous

User Filter — shows flow data using the selected display filter.
Destination Country — shows flow data going to a specific country.
Source Country — shows flow data coming from a specific country.

Device Flow Count — displays devices and counts the total flows exported.

Caveats

Directionality is available in some reports. “Inbound” is essentially Ingress, and “Outbound” is essen-
tially Egress. Direction is only applicable to NetFlow collector version 9 (NetFlow version 5 does not
include direction). If version 5 is used, the data will be double-counted; ingress and egress collection is
enabled by default on interfaces, and NetFlow version 5 cannot distinguish the direction. As of LiveNX
version 2.3, NetFlow version 9 is enabled when configuring flow exports using LiveNX’s “Add Device
Wizard.”

Report Features

The report highlights any data that exceeds an alert value for the given flow technology. Alerting must
be enabled for the given technology for the highlighting to be visible. Scroll horizontally to find a dark
red highlighted cell, which indicates the specific attribute causing the alert condition. The reports list
can be filtered using the filter box above the tree view. Reports will be filtered by the report name. After
areport is selected, the report’s configuration options appear in the header of the report. There are sev-
eral configuration options common to all reports (Device, Interfaces, time range, etc.), but some
reports will have additional options.

Source: There are two drop-down lists to select the desired device and interface. The first drop-
down can go from All Devices to an Individual Device. In between the two dropdown listsis a ...
labeled button. Click to display a device pick list with an alphanumeric entry for searching the list.
For more details on the device pick list, please see the Device Pick List section in the QoS reports. If
an individual device is selected, then the interface dropdown will select either All Interfaces, or list
the interfaces specific to that device. If All Devices is chosen, then the interface dropdown choice is
All Interfaces. All devices, past and current, will appear in the device drop-down.

Tags and Filters: Filter your flow report by typing in your defined Labels, Site, Tags or WAN
designation. These reports will use all devices; a dialog box will alert you that these designations
require the Source field to be All Devices.

Filter: Dropdown list of common filters and any user-defined filters.

Filter Icon: Brings up the Flow Display Filters Setup to create user-defined filters. * Direction:
Choose among Inbound, Outbound or Inbound and Outbound. + Graph: Choose between
Aggregation and Time-Series. Choose from Bytes, Bit Rate, Bytes, Packets or Packet Rate. For Top
Analysis chart, choose among Basic Flow, Medianet, Application (AVC), NSEL, PfR, Wireless and
Unknown flow types.

Utilize Long-Term Cache: This forces the graph to use the long-term 15-minute data store for
generating a report. Typically, the software will determine which store to use, the raw or long-term
depending on the number of days, but in some cases with devices with large number of flow. In

Miscellaneous
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some cases, where there are a lot of flows from a device, it is more efficient to force the reporting to
leverage the long-term store and this option allows the user to override the default behavior.

* Display Options: There are three options for displaying the top analysis data in time.

*  —Time Sorted: Unique Flows: Displays unique flows in time from the oldest to the most
recent. Uniqueness is determined by the following fields: Protocol, Source IP Address, Source
Port, Destination IP

*  —Address, Destination Port, Type of Service, Input Interface, Output Interface, First Switched,
RTP SSRC, direction. Unique Flows is the default selection.

*  Time Sorted: Raw Flows: Displays all flows in time from the oldest to the most recent.

*  Byte Sorted: merge active flows and sort by highest byte count to lowest byte count for up to 5,000
flows. The Sorted paging option is available for Flow Types: Basic Flow and Medianet.

*  Historical time period: Choose among 15m (15 minutes), 1h (one hour), 6h (six hours), 1d (one
day), 1w (one week), 30d (thirty days) or Custom. When choosing custom, select the desired Start
and End Date and Time.

*  Est. non-filtered flows: Shows an estimate of the number of flows for the selected time range,
device, interface and direction. Estimates give an approximate idea of the amount of data to expect.

*  Execute Report: Click on the Execute Report button to create the Flow Report.

*  CSV File Results: Click on the check box and click on Execute Report to send the full set of flow
data in the table to the LiveNX server using a CSV format. A confirmation dialog box will appear to
load the LiveNX server web page. Click on the OK button to proceed. On the LiveNX Server web
page, right-click on the Right click to save CSV file link and then select Save target as... to save the
report to a CSV file.

Report Search

The LiveNX Flow reports have a Search field to filter the flow report results based on the system and
flow entities. The Search alphanumeric field is located in the report header. Searchable system entities
include device, interface, site, tag and WAN parameters. Searchable flow entities include IP address,
DSCP, port, protocol and application.

*  Click on the Search field to begin typing in the desired search parameters.
*  The general syntax of the search field is shown in the example displayed as a default entry.
*  (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting

*  Use the Enter key to apply the search. Click on the X’ to clear the search field. Click on the down
carat symbol to display a history of previous searches. The searches are kept on a per client basis;
the history is removed with the LiveNX Client is closed.

*  Boolean expressions OR = ‘I’ and AND = ‘&’; grouping uses ()’ )

The Search editor provides tool tips to assist in creating the search expressions. Click on the desired
entity to add it to the expression. NBAR uses dynamic lists based on the capability of the device.
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Top Analysis

09/09/19, 05:38:13 PM to 09/09/19, 05:53:13 PM

LG RTR_Austin B —

Outbound

Silad  *DefaultFilterGroup ﬁ e

Search flow.app.nbar=

3com-tsmux

; 3pc

| Time 4chan

|Sep 9, 2019 5:38:13 PM |5g_cjry

|Sep 9, 2019 5:38:15 PM 914c/g

|Sep 9, 2019 5:38:17 PM 9pfs

|Sep 9, 2019 5:38:18 PM CAllic

|Sep 9, 2019 5:38:19 PM Seoor—omuormroToos

Src Country

.000 PM -
.000 PM -
.000 PM -
.000 PM -
).000 PM -

|Sep 9, 2019 5:38:21 PM 05:38:02.000 PM 05:38:02.000 PM -

Filtering can also be done through the Filter combo box; filtering is done first with the combo box and
then the Search alphanumeric field. The Search is done with a one pass search. In addition, the system
level entities need to be in a single clause. For example, (site = Honolulu | site = Chicago) &

flow.ip=1.1.1.1 is allowed, but (site = Honolulu & flow.ip=1.1.1.1) | (site = Chicago & flow.ip=1.1.1.1)

is not allowed.

LiveNX supports a large number of system and flow searchable entities. Click on the ? to display the list
of searchable entries as well as some example search expressions.

site=Honolulu & wan

flow.dscp=EF

flow.ip.sre=1.1.1.1

flow.ip.dst=1.1.1.1 & flow.ip.src=2.2.2.2
flow.ip.site=Honolulu

flow.ip.site.src=5acramento

flow.ip.site.dst="New York"

flow.ip=1.1.1.0/24

flow.ip=192.168.0.55/0.0.255.0
flow.srclp=172.16.1.0 & flow.srcMask=24
flow.device=Ciscol811 & flow.interface=FastEthernet0
flow.device=Ciscol811 & flow.interface.in=FastEthernet0
flow.app=ms-lync

flow.protocol=TCP

(site=A | site=B) & tag=Primary

group
device
interface

(Name)
(Description)

Drill Down/Change Report

Flex Text Search

Flows from specific site with WAN-tagged interfaces
Flows with DSCP EF markings

Flows with specific source IP

Flows with specific source and destination IP

Flows from specific source or destination site

Flows from specific source site

Flows from specific destination site

Flows with source or destination ip that match /24

Use of wild cards to match flows with ip address where 3rd octe...
Flows with source ip that match /24

Flows from specific device and interface

Flows from specific device and in bound on interface
Flows identified as ms-lync

Flows that are TCP traffic

Flows from site A or B over interfaces tagged as Primary

group=Engineering
device=Ciscol811
interface=FastEthernet0

When viewing a time-series or aggregation flow report, you can drill-down to provide in-depth analysis
of a particular flow in the report or change the flow report without changing the report configuration
options. If you would like to drill down to see details on a particular entry, click on the desired flow,

right-click and choose a drill down option.

Drill Down/Change Report
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Bidirectional Source/Destination Pair

5:23 PM to 3PM Data bin: I minute

Source HEElNCICE] GlgabiEthernet2

ST ~DefaulFillerGroup = IPs and Application Report

Top Conversations Report

Bidirectional Source,/Destination Pair Report h————

Source or Destination Address Report

Destination Address Report

) Seurce Address Report

b o Destination Address Popularity Report =
—————————— Source Address Popularity Report

Site Traffic Report

Destination Site Traffic Report

Source Site Traffic Report

Search Example: (5it

:

£ 100 kbps | Protacol Report

Protocol Port Report

Application Group Report

Application Report

Application Flow Duration Report

Top Wan Applications Perfarmance Report

Site Traffic Application Report

0 by Site to Site Application Performance Report o

Sep (5 0SSEPM  Sep (B, USSTPM  SeplS,DS:SEPM  Sep 08, 0f Sap 0,1
Site to Site Performance Report ata
DSCP vs Application Report
| Show Total Bit Rate
Business Relevance Report
Number of dotasers: 177 Traffic Class Report
117 Addr 1 Site L IP Addr 2 ) _ BitRate
@192 16R 1051 N -News Yark Jarieransa  User Filter DSCP Audit Report i .00
74.138 Device ATR_Austin.|lveactioncom Application DSCP Audit Report .00
pLFRY:  Drill Down on 192 Site to Site User Filter DSCP Audit Repart 302K
40.97.  Drill Down on Specific Flow »  Site 1o Site Applicatinn DSCP Audit Repart .00
igg;ﬁ Pivot to Another Report L4 DSCP Report ggg
ey 19:2 lii Apply 192.168.10.51 to Search i Dlnn
K05 Interface Bandwidth Summary Report -
5 iag7 Add192.168.1051 10 IP Blacklist Banciwidth Summary Report hoo
£ 74,125 Add 192.168.10.51 to P Mapping Traffic Volume Pair Report 000
4097, Copy 192.168.10.51 to clipboard Outhound Bandwidth Utilization Report 0,00
12 1AT AT 178 lmrarmar 10% 168 1A8 1 Bidicartinmal Masnel: Baie Bans e noAan

In this example, selecting Drill Down on 192.168.10.51 and then selecting DSCP report creates a DSCP
flow report as a tabbed selection next to the Bidirectional Network Pair report. The drilled down DSCP
report shows the DSCP values filtered on the IP address chosen from the previous chart. The Filter: IP
designation is automatically added to the Tags and Filters configuration header of the flow report.

I}  *oefauttRiterGraup

Search Flow.ip=192.168.10.51 DSCP Report
Interface Bandwidth Summary Report —_—
Bandwidth 5 y Report |
100 Kbps Traffic Volume Pair Report

Qutbound Bandwidth Utilization Report

20 Khpa Bidirectional Network Pair Report

80 Kbps Source or Destination Network Report

) Network Pair Report
20 Kbps Source Network Repart
s 60 Kbps Destination Network Report

Bidirectional A5 Pair Report

50 Kb

';7‘ P= Source or Destination AS Report

40 Kbps AS Pair Report

30 Kbps Source AS Report
Destination AS Repart

20 Kbps Interface Bandwidth Report

10 Kbps Exporter Site Bandwidth Report

a bps c App Group (DSCP) Bandwidth Report
o App Group (DSCP) Bandwidth by Site Report i
App Group (DSCP) Bandwidth by Service Provider Repart
Site Capacity Utilization Report
3 Show Total Bt Rate Site Capacity Utilization by App Group (DSCP) Report
Wi of detaseies § Site Capacity Utilization by Service Provider Report
Service Provider Bandwidth Report R
ngsff Total Flows Service Provider Bandwidth by App Group (DSCF) Report LBt Rats
Device: RTR_Austinliveaction.com Service Provider Bandwidth by Site Report

Drill Down on O (BE) » VPN Report

Drill Down on Specific Flow *  VRFReport

Pivot to Another Repart >

Apply 0 (BE) ta Search User Filter Report

Destination Country Report

Device Flow Count Repaort
Application with Croup Report

To drill down further, select the desired DSCP value and select another report. In this case, selecting the
Drill Down on 0 and then selecting Source Country report will create a Source Country flow report as
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another tab, filtered by IP address and DSCP value. The resultant flow report will indicate both the Fil-
ter. IP and the Filter: DSCP in the Tags and Filters section of the flow report.

You can change report from a given flow report using the same report configuration parameters by
right-clicking on a flow in the table and be selecting one of the other reports in the drop-down menu.
Instead of using the Drill Down feature, which automatically filters the list, selecting a report will create
a new unfiltered flow report as another tab. In this example, highlighting a flow and clicking on DSCP
report will create another DSCP report as a second tab, this time with no filters.

Bidirectional Source/Destination Pair

0, (5:55:23 PM to D9/0019, 06:10:23 PM  Data bin: 1 minute

Source [EEIGIECT P I T

= IPs and Application Report

10! & wan & flow.app  10p Conversations Report
Bidirectional Source/Destination Pair Report
Source or Destination Address Report
Destination Address Report

Source Address Report

_  Destination Address Popularity Report
——————————— Source Address Popularity Report

Site Traffic Report

Destination Site Traffic Report

Source Site Traffic Report

Protocol Report

e
s
=
Protocol Port Report
Application Group Report
Application Report
Application Flew Duration Report

200 Kbps

5

E 100 Kbps

Top Wan Applications Performance Report
Site Traffic Application Report

1l hps i i i
& dgfgs:sa PM. SenDg, D557 PM Site to Site Application Performance Report

Sep 09, US.SEPM Sen 09,0558 : M Sepmu,c
Site ta Site Performance Repart
DSCP vs Application Report
Show Total Bit Rate
Business Relevance Report
Number of datasets: 177 Traffic Class Report
[ (1P Addr 1 Site 1 1P Addr 2 ; - Rate
(197,168, 1081 [DC_New York NEFRTTRnTAEE  User Filter DSCP Audit Report =
74.138.1- Device: RTR_Austinliveactioncom Application DSCP Audit Report 0.00 |
? 152,168, Drill Down on 192,168.10.51 *  Site to Site User Filter DSCP Audit Report 302K
| B3 40,9730, Drill Down on Specific Flow »  Site ta Site Application DSCP Audit Report 0.001
!ig-;ﬁl—é Pivot ta Another Report P DSCP Report 0001
193 158 Apply192.168.10.51 to Search o6
P Interface Bandwidth Summary Report b
B ea e an  Add 192.168.10.51 to IP Blacklist Bandwidth Summary Report Y
64,68.10¢ : : 0.00 |
74.125.3, Add 192.168.10.51 to IP Mapping Traffic Valume Pair Report 0.00 |
40.97.30. Copy 192.168.10.51 to clipboard Outbound Bandwidth Utilization Report 0.00 |
‘ 136.147.42,178 Internet 192.168.106.13 Bidirectional Network Pair Report 0.001
52.112.64.24 Intarnet 192.168.106.12 Comiimrn ar Minrtimatine Knnsnek Do o 0.0l

Since it is not a Drill Down on type report, LiveNX creates another DSCP tab containing a DSCP flow
report that does not have an IP filter in the Tags and Filters section.

IP Addr 1 |site 1 IPAddrz
7192.168.10.7* b 1An 1rA AAF A
74.138.149.! Device: RTR_Austin.liveaction.com
40.97.30.13/  Drill Down on Specific Flow >
78 23.246.15.1]  Pivot to Another Report >

‘1*3-29'1‘61351[ Apply 192.168.10.51 to Search

7 40.97.169.1/  Add 192.168.10.51 to IP Blacklist
LBRLERR  Add 192.168.10.51 to IP Mapping

o 74.125.3.74 3
@ 40.97.30.13 Copy192.168.10.51 to clipboard

Right-clicking on an Address flow report allows three other features: Add to IP Blacklist, Add to IP
Mapping, Copy to Clipboard.

*  Addto IP Blacklist — right click on the desired IP address in an Address flow report and select Add
to IP Blacklist to move this IP address to the blacklist stored in LiveNX. Details on the IP Blacklist
can be found in Chapter 11 — Tools.

*  Addto IP Mapping — right click on the desired IP address in an Address flow report and select Add
to IP Mapping to bring up the Add IP Mapping dialog box. Details on the IP Mapping feature can
be found in Chapter 11 — Tools.
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*  Copy IP Address to Clipboard — right click on the desired IP address in an Address flow report and
select Copy IP Address to clipboard to copy the IP address to the client clipboard. In this example,
using View by Application creates a Combined Application flow report using the selected flow.

Report Actions

There are seven report actions: Save, Save As, Delete, Schedule, PDF, Export to CSV and Help. The flow
report has an additional report action: Create.

*  Save - LiveNX brings up a dialog box. Enter a report name in the dialog box. The report will be
saved under Custom Reports.

*  Save As - after selecting a saved report for viewing, if you change any report attribute (e.g., time
span, device, interface), you can create a new custom report by clicking on Save As and naming the
report with a different report name.

Note LiveNX will not allow you to save another custom report with the same report name.

@ @® Save Report As

Enter Report Name:

OK Cancel

*  Create — create a custom flow report choosing a user-defined title and report fields. By clicking and
dragging on the headers shown in the Preview window, you can further customize your flow report
by reordering the data fields within your report. Clicking on Create will add the new custom report
to the Custom Reports section. The Create feature is available for Admin users only.
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[ Create Report =X

Report Title: Address and Port Pair

Aggregated Values: Byte/Packet Statistics

Keys

[~

Selected Name Field Name Search String Field ID (v9) IPFIX ID PEN
___ -

|:| Src DSCP 1pGassOServ ﬂow tos.src 0 (=]
Il Src Port sourceTransp... flow.port.src ? ? 1] =i
] Src IP Addr sourcelPv4Ad... flow.ip.src 8 8 0
@ SrcPrefixLen  sourcelPv4Pr... flow.mask.src 9 9 0
[l InlF ingressinterface fiow.ifidx.n = 10 10 0
] Dst Port destinationTr... flow.port.dst 11 11 0
] Dst IP Addr destinationIP,., flow.ip.dst 12 12 0
) DstPrefixLen destinationIP... flow.mask.dst 13 13 0
] OutIF egressinterface flow.fidwout 14 14 0
] MextHop IP ... ipMNextHoplIPv... flow.ip.nextHop 15 15 ]
] Src AS bgpSourceds... flow.as.src 16 16 0
] Dst AS bgpDestinatio... flow.as.dst 17 17 1]
= BGP NextHop  bgpMextHopl... flow.bgpNext... 18 18 0 -

Preview

Rearrange by dragaing the headings below,

Protocol SrcIP... SrcPort Dstl... DstPort Appli... SrcC... DstC... Tot... Tot.. Tot.. Av... Av..
| create | [ cancel |

*  Delete — deletes a report. Select a report name under Custom Reports and click on Delete.

*  Schedule —allows automatic generation and delivery of custom reports. Additional details can be
found in the Report Scheduler section of this chapter.

*  PDF - allows creating and saving a pdf version of the report. For flow reports with multiple tabs,
clicking on PDF provides a user-selectable choice between creating a PDF of only the current
tabbed report or a PDF of all the tabbed reports in one collated report.

*  Export to CSV — allows you to save all the data shown in the table, which is useful for external
analysis.

*  Help - launches the LiveNX User Guide.

Roles

Only Admin and Full Config users can add, edit, and delete reports. All other users can generate
reports, including viewing saved reports.

Routing Reports

Routing reports give you information on routing adjacency history and events. You can access the
reports by selecting Reporting > Routing > Reports in the main menu or clicking on the Reports button
in the toolbar in the Routing tab.
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W 4 Ronting Beports =]

e == @l Routing Adjacency Events
Routing Neighbor History
:\.m-rkzwr:: th 6h 1d 1

2971-Demp-67_t 11 referentia.com

LiveNX provides two types of routing reports as shown in the list in the top left-hand window. The
Routing Adjacency History report displays any and all OSPF or EIGRP adjacencies established during
the specified time period for a specified device or all devices. In between the two dropdown lists is a ...
labeled button. Click to display a device pick list with an alphanumeric entry for searching the list. For
more details on the device pick list, please see the Device Pick List section in the QoS reports. The Adja-
cency Events report shows the time-stamped history of adjacency status changes (from up to down, or
down to up).

Note The neighbor up/down events in the Adjacency Events report is determined differently for OSPF, IS-IS,
and EIGRP. For OSPF, a neighbor’s up or down status indicates that the neighbor state changed from
any of the non-full states to full, or from full to any non-full states, respectively. For IS-IS, up indicates
that the adjacency state is up and down indicates that the adjacency state is down, init or failed. For
EIGRP, a neighbor’s up or down status is determined by whether the neighbor exists in the SNMP table.

iece fiuting Reparts

¥ Roports

Routing Adjacency Events

11714/ PM to 11714716, 05:24:46 PH

Rauting Meighésar Hatory

Custom Reports
ih ¢

Al Devices Y . T

Time =1 Device
Mon Now 14 16:24:46 PST 2016 cat3BSOAPN-214 OSkF

10, 1.213 £ Full

Mion Nov 14 16:°24:46 PST 2016 cat3Z50APN-214 aupF 10,254.254.212 £ Full
Mon Now 14 16°24:46 PST 2016 car3850APN-Z14 osPF 10.254.249.215 £ Full
Mon Nov 14 16:24.47 PST 2016 clB11-£5-11 BCRP 192.168.15.10 B o
Mon New 14 16:24:47 PST 2016 c1811-E5-11 EICRP 192.168.10.1 Bup
Mon Now 14 16:24:58 ST 2016 €194 1-5-12 EGRP 192 168.11.2 2 up
Mon Now 14 16°24:58 FST 2016 c1941-85-12 EIRE 192 168.10.2 £ up
Mon Noy 14 16:25:09 PST 2016 €2921-E5-13 FIGRP 192.168,11.1 B up
Mon Nov 14 16:25:09 PST 2016 €2921-£5-13 EiCRP 192.168.12.14 B up
Man Mo 14 16:25:35 PST 2016 e1941APN-212 OsPF 10.254.253.213 £ Full
Mon Nov 14 16:25:35 PST 2016 e1941APN-212 05PF 10.254.255.216 £ Full
Mon Now 14 16:25:35 PST 2016 c19414P%-212 oseF 10.254.254.214 £ Full
Mon New 14 16:25°38 PST 2016 cisca 92 LAPN-216 ospF 10,254.255.212 £ Full
Mion Mow 14 16:25:38 PST 2018 chool BY0APN-215 e 10,254 249214 B Fult
Mhon Now 14 16°25:38 PST 2016 chco3BSO0APN-213% OSPF 10.254.250.213 £ Full
| Beport Actions

Save

Save At

Schedule

POF

Export tn C5Y

Haly

| 1

The Routing Neighbor History report displays all OSPF, IS-IS or EIGRP adjacencies established during
the specified time period for a specified device or all devices.

Routing Reports 105



LiveNX Engineering Console User Guide

i
v meports

Routing Adjacency Events

Cisstam Raparts

| Report Actions
Save

Save As

Senedue
POF
Ewpart ta CSV

Help

Hauiing Hegorts

Routing Neighbor History

5 PM

25:15 PM to 11/14/16, D!

Ciiveces O s g

[T
c1941-£5-12
€1941-E5-12

€2921-£5-13
CaIBSOAPN-214
CAIBSLAPN-214
CatIBSOAPN-214
cincal G2 LAPN-216
ciacodBS0APN-215
G3co3BS0APN-215
C194 1APN-212
C194 LAPN-217
C194 1APN-212

Pramacal
EIGRP
EIGRP
EIGRF
EIGRF
EICRP
EICRP
O5PF

5P
[
osPF
CAPF
O5PF
5P
CSPF
5P

HNeighbar
192.168.11.2
1

ABEALL
192.168.12.14
10.254.252.213
10.254.249.215
1,254,254,212
10.254,255.212
10.254.250.213
10.254.249.214
10.254,253.213
10,254,255.218
10,254,254,214

The length of historical data is selectable at the top of the chart, and there are five to choose from 1h
(one hour), 6h (six hours), 1d (one day), 1w (one week) and Custom. When selecting Custom, select
the desired Start Time and End Time for the report. Select the desired device or All Devices in the

combo box.

=z @
" Reports

Routng Neighbor History
Custarm Repart

Schedule
POF
Export 1o CSV

Help

Routing Adjacency

to 11714/ 05:.

T7509_143

MAAPTE-AS-17

MAAPH-AS 18
MAPH-CAT_3560_10
MOAPH-CAT_1560_14
Moap05-15

Meaprios-16

Mo Nov 14 16°26°37 PST 2016
Man Nov 14 16:26:37 PST 2016
Man Nov 12 16-26:38 PST 2016
Mo Now 14 16.26:47 PST 2016
Man Moy 14 16:26:47 PST 2016
Man Nov 14 16.26:47 PST 2016
Mon Nov 14 16:30:35 PST 2016
Man Nov 14 16.30:35 PST 2016
Mon Mov 14 16:30:35 PST 2016
Mon Mov 14 16:30:35 PST 2016
Mon Nov 14 16.30:35 PST 2016
Mon Now 14 16/30:35 PST 2016

CIMOIBSOAPN-215
cinIBS0APN-215
ciBeod 2 LAPN-2 16
cardBSOAPN-214
cat3BSOAPN-214
CaT3BSOAPN-214
CIRATARN-212
c1041APN. 212
cIS41APN-212
CIS41APN-212
CIP41APN-212
c1941APN-212

Rauting Reports

Events

Protacal
ECRP
ECRP
EICRP
EICRP
EXGRP
ECRP
QP
O5PF
OPF
E
OPF
OSPF
LPF
8P
o
O5Pf
O5PF
OF

Serightior
192 16815 10
192,168,101

192,168.11.1

192.168.12.14
192.168.11.2

192.168.10.2

10.254.249.214
10.254.250.213
10.254.255.212
10254252213
10.254.254.212
10.254.249.215
10.254.353.213
10254255216
10.254.254 214
10.254.253.213
10.254.255.218
10.254.254.214

Click Execute Report to generate a report. Any report configuration can be saved as a custom report for
easy retrieval at a later time.

IP SLA Reports

IP SLA reports give you in-depth information on the tests running in LiveNX. You can access the
reports by selecting the Reporting > IP SLA > Reports menu item in the main menu or clicking on the
Reports button in the toolbar in the IP SLA tab.
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Time Ranges

You can view report data for the following time ranges:

1h — one hour
6h —six hours
1d — one day
1w — one week

30d - thirty days

Custom (specify a custom date and time range for the report)

Click on a time range in the report header to select it.

Warning Thresholds

Warning thresholds allow you to customize the dashboard parameters. Click the “+

“Warning Thresholds” label to expose the following options:

»

icon next to the

Video — video test types include telepresence, IP TV, and VSC. Latency, loss, and jitter values are
configurable, allowing you to fine-tune the test to your needs.

Voice — the MOS score is used to determine health.

Data Applications — data applications are a collection of IP SLA test types, including, DNS, DHCP,
HTTP, FTP, PATH_ECHO, UDP_ECHO, and ICMP_ECHO tests. Latency is the most important

value for these tests.

Available Reports

Several default report types are shown in the left-hand tree view:

Overall Health — displays a table with the average IP SLA test results and health values for all tests.

Opverall System Health — displays the same values as the Overall Health report, but results are

aggregated by system test instead of individual tests.

Time Ranges
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*  Single Test Time Series — displays a time series report for an individual IP SLA test.

*  Single Type Health — displays the min/max/average and health values for a single test type (DHCP,
DNS, FTP, etc.). You can run the report for all devices or a single device that you specify. The
columns in the report change depending on the test type. For example, a data application test type
will only show latency, whereas a video test will show latency, loss, and jitter.

*  Video Operation Threshold — displays the health attempts of all video tests. You can run the report
for all devices or a specified device. * Video Operation Time Series — displays the loss, jitter, and
latency values of all videos tests on all devices or a specified device in a time-series report.

Device Pick List

The Single Test Time Series, Single Type Health, Video Operation Threshold and Video Operation
Time Series reports provide a device drop-down menu and a ... labeled Device Pick List button. Click
to display a device pick list with an alphanumeric entry for searching the list. For more details on the
device pick list, please see the Device Pick List section in the QoS reports.

Drilling-down to Reports

You can drill-down from a report to see a different view of the data. For example, you can right-click on
a row in the Overall Health report to display a time-series report of the selected test.

Saving Reports

You can configure a report and save the selected parameters, making it easy for you or other users to
run the report at a later time. Configure the parameters of the report and then click the Save or Save As
button in the lower-right section of the IP SLA Reports dialog.

Printing and Exporting Reports

Click the “View HTML” button to create an HTML file of the report, making it easy to print and share
the report. Click the Export to CSV button to export the data shown in the report to a comma-sepa-
rated value file. Additional Ways to Create Reports Reports can be created from the system topology
view. Find a test that you want to run a report on, right-click the test’s edge and select Show Time Series
Report. Reports can also be created from the IP SLA device view. Right-click on an item in the test leg-
end (right-hand panel), and select Show Time Series Report.

Lan Reports

LAN reports provide detailed results on the bandwidth, drops and spanning tree state for both the
entire system and for individual devices. The LAN reports can be accessed by clicking on either the
Reporting > LAN > LAN Reports. LAN Reports can be accessed by the Reports button in the toolbar in
the LAN tab. The image below shows where the Reports button is located in the LAN tab.
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LiveNX provides three reports as shown in the list at the top left-hand side in the window below: Access
Port Bandwidth, Access Port Drops and Spanning Tree State. For the access port reports, the length of
historical data is selectable at the top of the chart: 1h (last hour), 6h (last six hours), 1d (last day) and
Custom. When selecting Custom, the select the desired Start Time and End Time for the LAN Report.
The image below shows a Device Bandwidth chart with a time span of one hour. When choosing the
Access Port Bandwidth report, select the desired device and Inbound or Outbound using the two
respective combo boxes. Click on the Execute Report button to display the desired data. The table
accompanying the chart describes the access ports and their input and output bandwidths in Kbps.
Specific access ports can be viewed in the chart by enabling or disabling them via the check boxes next

to their names in the table.

¥ feports
Access Fart Drops

Spanning Tree State
Custom Reports

Ewecuts Azport

0 bps-— - - - = = —
N 14, 50 M N 14,05 80 P N 14, £ 30 P8 S 14, 08:29 P W 14, 0530 P Vv 14, 0580 PW
Dae
Report Actions B Show Total Bandwidth
Save
— Number of datasets. 546
interiace Name Device Name Input Randwedth (Kbps) Dutput Bandwidth (Kbps)
EEG 1/0/3 211.tmst.com 262 5,998
— B O FastEthamet/ 02 €202 1-E5-13 tmst.com 1,260 5,011
3 B Cigabitfthemeti)/ 20 APN-CAT_3560_10 o 2,820
POF I O CigabitEthernetd/ 1/3 €1941-E5-12 test.com 100 1793
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=y 5 M FastEthemert 0/ 3 €2921-5-13 test.com 5,382 1,511
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[ B CigabitEthernetd/0f L 104 LAPN-Z 12 test.com 5,968 524
© 170720 211 test.com 5,991 262
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I; o AN AS. | A test oo 1548 45
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When choosing the Access Port Drops report, select the desired device and Inbound or Outbound using
the two respective combo boxes. Click on the Execute Report button to display the desired data. The
table accompanying the chart describes the access ports and the number of packets dropped in both
directions in the desired timeframe.

LAN Feparts

Accass Port Bangwath

Access Port Drops

1 D24

Soanning Tree State

Custom Reports Ah B3

Number of Packets

(] - s
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Save
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Save A
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When choosing the Spanning Tree State Report, select the desired time, VLAN and either All Devices or
a specific device using the dropdown menu. Click on Execute Report to display the desired data.

Note The Spanning Tree State Report tabulates information at a specific point in time and not over a time
period. The Spanning Tree State Report is not available as a Scheduled Report.

- Type here to filter repo

LAM Reports
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Save As
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The Access Port Bandwidth and the Access Port Drops reports include a ... labeled button. Click to dis-
play a device pick list with an alphanumeric entry for searching the list. For more details on the device
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pick list, please see the Device Pick List section in the QoS reports. Custom reports can be created using
the Save or Save As button. Once a desired report is saved, the report name appears in the Custom
Report list. After a custom report is created, it can be scheduled using the report scheduling feature.
There are six buttons for the LAN reports: Save, Save As, Delete, View HTML, Export to CSV, and Help.
These buttons work the same way as the ones for the QoS and routing reports.

Report Scheduler

In the Reporting tab, click Reports > Schedule.
| A Report Scheduling ﬁ‘

Report Schedule Options

Hourly reports will be created on the hour for the previgus hour,

Daily report will be created from | 12:00 AM | to |11:59 PM 5 hh:mm - hh:mm
Report will execute the nest day at  04:08 PM

Weekly report will be created from  Monday through Friday -
Report will execute on Saturdays at |02:00 AM 5

Manthly report will be creatad from 1st to last day of the month
Report will execute on the first day of the month at | 02:00 AM 5

#| Send Email Notifications
SMTF server: |smtp.gmail.com Configure... |

-E'Nangfmlmnmnn.:um -
Reopient addresses:
{comma-seperated)

IMPORTANT: The hostname for the LiveAction Server's embedded web server has to be set in order
for the hyperlinks for the custom reports in the email to work. To set the hostname, set the
hrtpssrver. host property in the LiveAction Management Console.

Max rows per report: 2005 Collate: ¥ AllReports =

Attach Reports: [+

Custom Reports

Report Technalogy Hourly Daily Weekly Monihly

Applscp FLOW -
BKPFort FLOW | v

CPU yearly Qos [ | 4
Clarkstest? FLOW |

1P and Ports FLowW

FFeandPorts FLOW

KTN Qtrly Test R... QOS

*Warning - flow search filters are not apphied for long term (weekly and monthiy) reports

OK Cancel

Report Schedule Options

Each scheduled report can be run on a daily, a weekly and/or a monthly schedule. The Report Schedule
Options allows the LiveNX administrator to schedule the specifics of the daily, weekly and monthly
reports.

The hourly report creates a report at the top of each hour and will begin when you define the hourly
report. The start times are fixed to be at the start of each hour and the reports are stored with a unique
name indicating the time range per day. The daily report creates a report with data collected within the
user-defined start and end times. The start time default is 12:00 AM and the stop time default is 11:59
PM.

The daily report begins at the user-defined execute time; the default is 12:30 AM. Times are based on
the LiveNX Server’s local time. To minimize CPU impact, create the reports during low traffic time
periods.

The weekly report will create a report with data collected within the user-defined start and end dates.
Seven 7-day options are available in the drop-down, one for starting the weekly report on each day of
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the week. The default is a 5-day Monday to Friday report. In all weekly reports, the report collects data
from 12:00 midnight on the first day and ends at 11:59 PM on the last day. The weekly report will be
generated on the day after the report end date; default time is 2:00 AM. To minimize CPU impact, cre-
ate the weekly reports during low traffic time periods.

Note When upgrading from a LiveNX version earlier than 3.15, any existing weekly reports may have
incomplete data during the first week after the upgrade. LiveNX version 3.15 and higher creates the
weekly reports from the long-term database, and this requires several days of data to create the initial
report.

The monthly report will create a report with data collected from the first to the last day of the month.
To minimize CPU impact, create the monthly reports during low traffic time periods.

Long-Term Reports

LiveNX can generate long-term reports by using aggregated flows for faster results when dealing with
reports that span greater than multiple days. Details of the aggregated flows can be found in Chapter 7 —
LiveNX Flow, under LiveNX NetFlow Process Overview. The long-term reports using aggregated flows
can be generated by:

*  Creating custom reports and scheduling it for one week or one month
*  Creating ad hoc reports that match the flow dashboards source that is greater than four days

Schedule long-term reports by selecting the Weekly or Monthly check box in the Report Scheduling
dialog box or right click on a saved custom report name in the Flow Report Tree and right click on Add
to schedule.

A Flow Reparts
Q- ype he Destination Country
I'Reports
Interface Bandwidth = -
Top Analyis Destination Country
4 ress
= Applicationg
Protocal
‘Application

Il 4l Davices * J Al Interfaces

# QoS

= Network IS " DefaultFilterGroup - EOulbnund

& Medianet

i Applications (AVC)

b NSEL

PR

1l Wireless

& Miscellaneous
I-Customn Reports

i tion Country
|

New Report
| Add to schedule

Choose Weekly or Monthly to add it to the Report Schedule.

B Schedule Destination Country ﬁ

Schedule this report:

[ paily [V] weekly [7]Mar

i
See Report Scheduling dialog for details on the scheduled time,
*Flow search filters are not applied for long term reports

ok || Cancel |

Send Email Notifications
Clicking on the Send Email Notifications check box enables the e-mail service.

When the check box is enabled, the Configure... button becomes active.
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Recipient Address: enter the desired recipients’ e-mail addresses separated by commas.

Go to the LiveAction Management Console and enter the LiveNX Server’s IP address or hostname in
the HTTP server. host field in the Properties tab. This allows the hyperlinks for the custom reports in
the e-mail to work. Click on Apply and then Stop and Start the LiveNX Server for the configuration
change to take effect.

Max Rows Per Report: Use the up or down arrows to increase or decrease the size of the individual
report. The minimum size is 50 rows; the default is 200 rows.

Click on Attach Reports to include the scheduled reports as PDF attachments.

Click on the Collate and choose among All Report, By Technology or Custom. Choose All Reports to
group the reports in alphabetical order. Choose By Technology to group the scheduled reports so all the
QoS reports are together, all the Flow reports are together, etc. Choose Custom to collate scheduled
reports in a user-configurable manner. Click on Edit Custom Groupings, use the Add button to define a
custom report group, select from the other reports column and add that to the current group of
reports. Your reports will now get collated based on the group definitions.

(8 Add Group &

Name (¥)
All Other Reports Current Group of Reports
@
AG Bandwidth by Site &) ®

AP Bandwidth by SP
Access Port Bandwidth
Access Port Drops
Alerts All

Alerts by Application Gro

_Alscte bie SO

For details on Configure, please see Options below.

Scheduled Reports

LiveNX automatically populates the Scheduled Reports with a compilation of all the Custom QoS,
Flow, Routing, IP SLA, and LAN report.

¢ Select the desired custom reports for automatic generation by clicking on the Daily or Weekly
check box in the list.

*  Uncheck the check box to remove the particular report from the automatic Daily or Weekly
schedule.

Custom Dashboard

The Custom Dashboard allows users to create a user-defined dashboard that displays data for different
technologies. Go to Reporting > Custom Dashboard.

Any number and any combination of chart types can be added to the Custom Dashboard: Flow, NBAR,
Class, Interface, and Destination. Drag and drop a chart icon into the custom dashboard window in the
desired order.
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il Custom Dashboard
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By dragging charts into the custom dashboard window, any combination of the five chart types can be
displayed in the Custom Dashboard. The nine horizontal and vertical dots next to each chart are used as
separators between adjacent charts and function as size controls. When you put the cursor over a size
control, the cursor changes to a double-sided arrow, and you can shrink or expand the chart in the hor-
izontal or vertical direction by using the horizontal or vertical size controls, respectively. Putting the
cursor over a chart’s title bar changes the timestamp on the right-hand side to two icons: a close icon in
the right-hand corner and a collapse or expand chart icon to the left of the close icon.

A new Custom Dashboard is created by clicking on the New button at the top left-hand corner of the
custom dashboard window. Each Custom Dashboard can be renamed by double-clicking on the tab.
The Hide Palette/Show Palette button allows the user to hide or to show the five chart icons at the bot-
tom of the Custom Dashboard. The default setting is Show Palette. Once created, each Custom Dash-
board is automatically saved when the user closes the custom dashboard window. Details of each chart
are shown on the following pages.
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About QoS

The LiveNX QoS user interface provides easy navigation and management of QoS policies at the sys-
tem, device, and interface levels. This section describes the major screens, operations, and functionality
of LiveNX QoS. The tree view on the left side of the screen displays the various devices and interfaces
and allows quick navigation. The color indicator on the devices and interfaces changes to orange when
congestion or drops are occurring, and to green if the device or interface is operational. A similar set of
QoS features is available from the QoS menu.

[52] Manage QoS Settings - 2921-Demo-67_ 111 referentia,com (1721667111
deEdases
Polces | Classes | Interfaces
Polces Mapped Classes
DRBELER B2 ZRD -
':‘ ii_g‘:ss_;;_-‘gg-i_m = ;C!aasuame Classify  Marking Queueing Polang Shapng Compression WRED  Unknown
0 0] 8 Amdath park | | oo —---—-—
137 3C-BL-Voice_DSi Al | v ;i
i ﬁ:‘;,:;'_c;gs‘cpﬂmh-': | | linteractivevides e  DSCPiAFat |
s mR‘ s hpﬂ; Streamingvides ® DSCPCS4 e
] ‘OR;‘:‘I Sitca MissionCritical ®  DSCP: AF31
g Dy ;“ (Calisgnaiing e DSCPiCSS
% | [Transactional e DOSCPAFZL
8 Basefgesoley JetworkManage, e DSCPiCS2 -
i 1 | BaseEgressPoboy-NoMariang L - =
-] 14 BaselngressPolicy Mapped Class Detal
Voie = r :EkDD?h’dFﬁC.ffH class
InteractiveVideo Classify | Marking Q.ls_lzn;iPnh:mg | Shaping | Compression | WRED | Unsupported
Streamxiden NibrEHRRY NUCHENNG DRI | VR TSNV O | STRION VoS
MssionCritical Mark with: Reference -
CallSignaling Differentiate packats =
Transactional W DsCP - 48(C58) = belanging to this class
NetworkManagement based on marking
i
BulkData S Pty
Scavenger ATM Cell Loss Priority —Mark o 3
dassdefault DSCP: marks & packet |
+-1"] BaselnoressPolry-NaMarking | —| Frome Relay Discand Cighle by setting the
4+ | HighLevelShaping differantated services
i1 | HQF Sottom code point (DSCP) valus
-3 | HQF-Top in the type of service
+-igg LAnbarMon (TOS) byte
-1 | MonstarAppDema - =
o m ] v Pracadance: sats the
Help Save o Dev Preview O | Close

QoS Configuration

LiveNX QoS configuration capabilities give you the power to read, edit, save, and share QoS policies
across your Cisco devices. The QoS settings for your routers allow you to classify traffic into different
categories, and provide different levels of service for these traffic types in order to meet the specific net-
work utilization objectives of your organization.

LiveNX reads the QoS settings in your device and displays them on the Manage QoS Settings screen,
where you can perform any number of configuration changes. These include creating or removing pol-
icies and classes, adding match statements to classes, mapping classes to policies, configuring specific
feature actions (such as marking, queuing, policing, and shaping) within a given mapped class, and
managing hierarchical policy relationships.

The QoS capabilities of LiveNX allow you to create policies from scratch, or from templates and wiz-
ards. Combined with its in-depth QoS monitoring capabilities, the software provides real-time feed-
back on how well the configuration is working. A built-in ACL editor is provided to create rules for use
with QoS, if needed. Policies can be saved as individual files to be shared with other users. Snapshots
save all the QoS settings in a particular router to a single file, which can be used for backup and to
restore the router to previous states.

Manage QoS Settings Screen

You can create and edit the device configuration elements in any order. Click Preview CLI at any time to
see the commands that will be used to send the changes to the device. If you enter invalid or conflicting
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values, an error will appear in the affected area, and you will not be able to save or preview your changes
until the error has been corrected.

The main Manage QoS Settings screen provides all the QoS capabilities of the router within a single
dialog box. This dialog box can be accessed by right-clicking on any of the devices or their interfaces, or
from the QoS menu. The tree view at left shows existing policies for the device and the Mapped Classes
list shows the classes that make up the policy. The tabs below indicate the various QoS features available
for the selected class.

== (lick the Classes tab to view p== Click and edit match Delete match
classes on the selected statements statements
ManagdQcSSettings - 2021-Dem.1_11 reerentiacfm 0721657 111 =)
agaales
Policies | Classes Ernurar_zs!
Classes Create and Edit Match Statements
[ % I e
i hRE Match type: Protocel -using NEAR -] |matchany | R
M LAgtalk - "
| LAnetfix Value: jpop3 ~| |MatchType  Vaue  MatchMatch not
| Lapop3 fpostores] 4 [Frotocol -1, fprinter _Patch |
| Lartpaudio vy Protocol -us,.. sequred... Match
|I¥ Layoutibe powerburst Protocol -usi... imp  Match
Wk Pppstream = Protocol - usi... rsvp Match
| MACE-TRAFFIC petp Protocol -us.... netbios  Match
M MatcRest print-srv PProtocol -usi... sysilog  Match
| Mitary R | oot Mot
(M MissionCritical Matchjmatch not: | Match v | [Profocol-usi., dns  Match
W Muftimedia-Cor Y ~ |Protocol -usi... snmp Match
Multimedia-Stre || Add Match Statement Reoiac merit {Protocol -usi... kerberos Match
M NBAR_Appiicat Protocol -usi.., dhep  Match
| NBAR._CalSign Protocol - us.,.. |dap Match
| NBAR _Databat |Protocol -usi... ntp Match
NBAR_DistFies _
M HBAR_E-Mai
| NBAR_IM
W NBAR _Interne
m- et
| rgar_p2p
! NBAR _Routing
| NBAR._Streama
I NBAR,_Term-Rt
|l NEAR,_Tunnels
| NBAR_Voice-iA
EI NetManageme:
| I Network-Contr =
by (] ]
Help | SaetoDevee | | Frevewal || Cancel
—

= Existing classes on the

device Add or replace match Click to preview the

statements commands LiveNX generates
to update the devices
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i lLGas_RFC_:SEt,m = Icimﬂam Classify  Marking Queueing Polang Shapng Compression WRED  Unknown
g 2 PR A I === I (N (I I S I - |
| 3C-BL_App-Match Mark revesy . 53 sl
:xx“-—tm Match FA l interactivevideo @  DSCPiAF4L
Pty =t m?”"g iStreamingVideo »  DSCPICS4 =
i AOR“”"':" MissionCritical ®  DSCP:AF31
AppDemo [Caltsgnaing ®  DSCP:CSS 1
BaseEgressPoicy Transactional » DOsCriAF2l
BaseEgressPolicy-Hoh MetworkManage, .. »  DSCPiCS2 i
[l 1gz BaseIngressPobicy Mapped Class Detal
=) Ruuhng =
Vo =l [ Drop all traffic for class
InteractiveVideo Classify| Maring | Queueing [ Polong [ Shaping | Compression [ wRED [ 1
Streamngvideo
= MssionCritcal Mark with: Reference
Callsignaing . e Diffarentiate packsts
'~ Transactional v psze -~ |48(CSE) - belonging to this class
= - based on markin
I Ne’hvm‘:danagmmt [P 1Pv4 Ordy U}
: Scavenger |1 ATM Cell Loss Priority —umm 3
- dassdefault . ! DSCP: marks a packet |
63 -HoMarking |”| Frame Relay Digcard Eiigible by setiing the
[+ | HighlevelShapng differentated services.
B3 | HQF-Bottom code point (DSCP) valua
3] HQF-Top In tne type of service =
873 LanbarMon (TOS) byte.
lis) :._J MorstorAppDema > =
<] i ] - Precedence: seisthe |
Help ] sovatooevce | [ pevewcd | [ Clese. ]

The marking tab allows device configuration control for DSCP or IP Precedence, ATM Cell Loss Prior-
ity and Frame Relay Discard Eligible. Enable the check box next to the DSCP drop-down and then
select either DSCP or IP Precedence. After choosing DSCP or IP Precedence, use the adjacent drop-
down box to define the DSCP or IP Precedence value. Enable the IPv4 check box to mark only IPv4
packets and disable the check box to mark IPv4 and IPv6 packets.

*  Enable the ATM Cell Loss Priority check box to mark the ATM CLP bit.
*  Enable the Frame Relay Discard Eligible check box to mark the FR DE bit.
*  Default for all three check boxes is disabled.
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Manage Qo8 Settings - 2021-Dema-57 111 referentia.com (1721667.111) e
dedaaaas
| Pooes | Gagses | nterfaces |
Folices Mapped Classes
ARBER UG EZRD
e L - |
-2 ”—c*‘—‘;ic—:w:—d‘ Class Name  Classify Marking  Queusing Pokcing  Shapng  Compression WRED  Urknown
1-2] 12 Cass [ :
g Sf‘:ﬁl. m}uc{:dfgmj: S0 M et e [ ol R fpg— | g—— | p—
= _ = = | To-5FO-Office v Class-based: 22%
#1-%_| 3C-BL-Voice_DSCP-Match FA| iros et
31 | Ant-wAnN-Shaping S
| y AOR-Applications
312 | AOR-Policy
#- AppCemo
#-1_| BasefgressPoicy
#-¢_| BaseforessPolicy-NoMarking |
3 [g BaselngressPolicy Mapped Class Detail
41+ | BaselngressPolicy-MoMarking | M
5 7] Hohlevelshapng | Bpoopewlclords = 0000
=i | HQF-Bottom | | Classify | Markng| Queveng | Paliang | shaping | Comeression | WRED [ Linsupported
| BukData
~ | MissionCritical Queueing type: Class-based w Reference
class-default ] Distribute the avaiable =
2] HoF-Top Rate: (23 Percent v bandwidth between [z
= = . == ciasses by specifyinga | |
I=F Queue m - Packets 3
4y HOFEottom L minamum bandwidth
| To-SFO-Office || Enable Fair Queueing guarantes to each class.
s HOF-Bottom Unimown elements: :
Cass defait Qe e,
4 @ Lanbarion Class-based: utiizes
4-7] ManitorAppDema Class-based weighted
#-1 | MonitorUsinghbar_Fa01_In fair queueng (CBWFQ)
-2 | Monitorsinghbar_GIOZ_Out using derived weight for
-5 | Pokce-SHMP - packsts from the
¥ i | , handudidth alncated fn
[ [re ] Save in Device Preview CLI Close

Enable queueing capability by selecting either Class-based, Priority or Fair in the Queueing type: drop-
down. The fourth option is None. Default is None. The Priority option is available when selecting a
new class within a policy.

If Class-based is selected, then type in the desired Rate in either Percent (amount of guaranteed band-
width as an absolute percent of available bandwidth), Percent of remaining (amount of guaranteed
bandwidth as a relative percent of available bandwidth) or Kbps. Enable Queue depth to define the
maximum number of packets a queue can hold for a class policy configured in a policy map. Enable
Fair Queueing to extend standard fair queueing functionality to provide support for user-defined traffic
classes.

If Fair is selected, enable Queue depth to define the maximum number of packets a queue can hold for
a class policy configured in a policy map.

Hierarchical Queuing Framework (HQF)

LiveNX can monitor two-level QoS policies and limited three-level policies.
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ADR-Applications
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BaselngressPalicy Mapped Class Detail
"U‘Lmﬂ; o || Drop al traffic for dass
=L HoF-sottom =| | Classify | Moskng| Queuerg | Poliong | shaping | [ WRED [ Unsupported |
| Bukpata I >
| missioncritical Queuieing type: |Class-based | Referance
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BE = i = casses by specitynga |
" Lls HOF-Sottom _E'. L m " : R | minmum bandwidth i
2| To-SFO-Office || Enable Far Queueing | quarantes to each class.
Bl HOF Bottom Uninown elements:
| dlass-defauit | Queueing Type
@ T LAnbarMon | Class-based: utiizes
| Monitor AppDemo Class-besed weighted
-+ | MonitorUsinghbar_FAQL In | | fair queueing (CBWFQ)
£ MoniterUsinghbar_GI0Z Out | using derived weight for
= | Police-shvE - | packets fromthe i
& m | b Lhanduddsh sincatedtn |
Save Device | [ PreviewCUl

Manage QoS Settings—Classes Tab

The Classes tab on the Manage QoS Settings screen allows the creation of classes by defining the various
match criteria for classifying packets. The match types can be AND’ed or OR’ed together to create very
specific class definitions. Select the IPv4 Only check box when setting up the class-map for matching on

IP Precedence = 1.
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e Click and edit match

Delete match

= Click the Classes tab to view
classes on the selected statemnents statements

dEagaalaes

Policies | Classes ;mlnrrar_zs!

Classes Create and Edit Match Statements

r 0 Match type: Protacel -using NJAR Matchany » |

| Lagtalk - 4

I LAnetfioc Value: pop3 |MatchType  Value  Match/Match not
| Lapop3 fpostoresd Profocol -usi... fprinter _Match |
| Lartpaudio pov-ray Protocol -us,., sequred.,. Match
| LAyoutube ponerburst Protocol - usi... icmp Match
[ k2p = Protocol - usi... Tevp Match
| MACE-TRAFFIC Protocol -usi... netbios  Match
;IMaE\ﬂiest Protocol -usi,.. sysog  Match
| Miitary ! Protocol - usl.., tfp Match
| MissionCritical Protocol -usi..., dns Match
W Muttimedia-Cor ~ [Protocol -usi... smp Match
[ Mudtimedia-Stre {Protocol -usi... kerberos  Match
;l NEAR_Applicat Protocol -usi.., dhep Match
EINBAR_C&S;gn Protocol - us.... Idap Match
M NBAR_Databas [Protocol -usi... ntp Match

NBAR_Disties

W NBAR_E-Mai |*

il NBAR_IM

M NBAR _Interne

NBAR _Hetwork

| nBAR P2

| NBAR _Routing

M 1BAR Streami

iI MBAR_Term-Ri

| NBAR_Tunnels

| NBAR_Voice-Vi

E. NetManageme:
| [l Network-Contr =

b 4« m | L]

| SavetoDeviee || Frevewal | [ Cancel

—

= Existing classes on the

device Add or replace match

statements

Click to preview the
commands LiveNX generates
to update the devices

See the following Image for an example of matching using NBAR2

Choose Protocol — using NBAR groups in the Match type drop-down.

Choose the desired NBAR2 category using the Group drop-down: Application Group, Category,
Sub Category, P2P Technology, Encrypted or Tunnel.

Choose the desired NBAR2 value for the selected category in the Sub Group drop-down.
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spplegtosrer appiegoarer
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Saved Access Control Lists (ACLs) can be used to create QoS classes.

Go to the device tree view, click on the device with saved ACLs, right click on QoS and then choose

Manage QoS Policies.

Manage QoS Settings - 3925-VPN-163.referentia.com {192.168.1.163)

gaaasaes
| Poligies | Classes | interfaces |

Camses

& o (e
AdTest |

I CMVPH-spoke 1-tuser|

1 DMVPN-spoke 1-other

I DMVPH-spoke 1-sip
DMVPH-£poke 1t

1 DMVPH-spoke2-bgo

+ DMYPN-spoke I-cusee)

I CrVPH-spoke 2-ather

W DOTVPH-spoke 2 -5in

I DMVPN-spoke2-tip

I MATCH-ALL

W permit-al

Create and Edit Match Statements

Match type: | ACL Name

Value: [adObject

| PH-cuseeme- 7638
DvEN-other- 13958
DMVPN-ap-5060
DMVPN-Htp-69
lirrml\‘-al

Matchjmatch mat; | Maich

Adid Matrs

| mahad . R

Match Type Value MatchyMatch not
|

In the Manage QoS Settings window, click on the Classes tab. Use the Match type drop-down to select
ACL Name. The Values correspond to the saved ACL names. Highlight the desired ACL and choose
Match or Match not. Click on Preview CLI to review the match command and Save to Device to add
this to the QoS settings of that device.

For additional details about managing Access Control Lists, please see Chapter 12, Tools.

Manage QoS Settings—Interfaces Tab

The Interfaces tab on the Manage QoS Settings screen shows where the QoS policies are applied to the
device, and the various interface-level settings. The right side of the screen displays interface informa-
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tion, including Maximum reserved bandwidth, Link Fragmentation, and Pre-classify for identifying
traffic prior to encryption.

Click the Interfaces tab to
view interfaces and policies

Bandwidth reserved for QoS

nage QoS Settings - 2021-Demo-67_111 referentia.com (17216 67141
e aad as

E Classes | Interfaces :

i

Interfaces
[ 5% Embedded-Service-Engine0/0 -
1de Input : <none> 1 "
- Interface name: [GigabitEthemet0/1
4 Ouiput : <none> igabi /
B FastEthemet0/o/ 1P address: |10.404.2
14 Input : <none>
1.4 Output 1 <none> IP address mask:f 255.255.255.0
= f§ FastEthernetd o1
& Input : <none> Interface descripfion:

T Output : <nones
- FastEthernet0fo/2
1 Input : <none>
T Output : <none> 1
| - FastEthemnet00/3
‘ Tk Input : <none>

Mayimum resarved bandwidth: | 75 14 %

% Output : <none> = * This device supports HQF, therefore reserved bandwidth s=ttings are ignored
<@ GigabitEthemetd/D

i Input : <none>

. Output ; <none>
=@ GigabitEthernatof1 A
‘ 7L Input : BaselngressPolicy

i

| B8 GigabitEthernetd/2

.. Input : LAnbarMon

7. Output : WAN-Shaping
- Nulo
| T Input : <none>

T4 Output : <nones>
| =% Van1

T Input : <none>

5 Output 1 <none=
i Vianin toud
[ ree | : ([ e
Installed interfaces with —I . When Multilink interfaces are selected,
the input and output the link fragmentation options are

Maximum Reserved Bandwidth Dialog Box

The Set Max Reserved Bandwidth dialog box provides control over each of the interface’s bandwidth
settings. This setting is used to define the maximum allowable bandwidth that can be reserved by indi-
vidual classes for any QoS policy applied to that particular interface.

Adjust Input QoS Policy

The Adjust Input Policy dialog box provides a quick way to make changes to QoS policies already
applied in the inbound direction. It is specifically designed for applying drops and policing on inbound
classes. This dialog box is accessible from the QoS menu.
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Adjust Input Policy 'fudr\gred’ul'rcf on 2921-Demo-67_L11 referentia.com (172.16,57.111)
Pulicing by Class
Class Mame Deop Palice Police Settings Other Settings
Routing
Voice:
InteractiveVideo
Streamingideo
MissionCritical
CaliSignaing
Transactional
MetworkManagement |}
BullDats

§

|Scavenger 54

dass-default

|L| Save toDewice | Cancel

Adjust Output QoS Policy

The Adjust Output Policy dialog box provides a quick way to visualize and make changes to QoS poli-
cies already applied in the outbound direction. It is specifically designed for changing queue types and
bandwidth allocations, applying drops, and WAN shaping for hierarchical policies. This dialog box is
accessible from the QoS menu.
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The revert QoS configuration is available to undo the last QoS change made via the Manage QoS Set-
tings dialog or the adjust input QoS or the adjust Output QoS settings. When selected, LiveNX sends a
dialog box to confirm the revert command.

You are about to replace the current QoS configuration with the last saved
configuration. Would you ke to continue?

|| Do nat show again

o ][ G ]

Managing DMVPN QoS Policies

LiveNX can create and manage QoS policies on Dynamic Multipoint Virtual Private Network
(DMVPN) tunnel endpoints and then apply them to tunnel interfaces.

In this example, a DMVPN-spokel policy is created consisting of six classes, each with a unique DSCP
marking. A similar policy is created called DMVPN-spoke2.
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Each shaped policy can then be assigned to the desired next hop routing protocol (NHRP) tunnel inter-
face by right-clicking on the NHRP group.
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Manage QoS

Moaaales
(o | classes | nerfoces |
Interfaces

[+ % Embedded-ServiceEngine0/0
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B FastEthernetd/0/1
[ @ FastEthernet0f0/2
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:4. Input ; <nane>
i _.*. Output : <none>

L NHRP Group “dmvpn-spoke2” @ <none>

1P address: |10.255.204. 163

IP address mask: 255.255.255.128
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= This device
[
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ERAN 0 Group i
-8 Vian1
- @ Viang00

] Apply Policy to Interface
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Apply Policy to Interface

Use the drop-down to select the desired policy for the highlighted interface.

Manage QoS Settings - 3925-VPN-163 referantia.com (192.168.1.163)
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- GigabitEthernet)/2

Interface name: Tunnel9oD

P adckess: [10,255.204.163
IP address mask: | 255.255.255.128
Interface description:

|| interleave

VLAN Service Policies

LiveNX can manage QoS policies for switches that have configurable QoS service policies on a per

VLAN basis.

Note Only devices with pre-defined VLAN ranges can be added through LiveNX.

In this example, the FastEthernet2/3 interface has 2 VLAN ranges defined. Once defined, LiveNX can
apply and remove policies for the defined VLAN ranges.

To apply a policy to a given VLAN range, right click on the device and select QoS > Manage QoS Set-
tings. Then select the Interfaces tab and then find the desired interface & VLAN range and select Apply

Policy to Interface.

VLAN Service Policies 127



LiveNX Engineering Console User Guide

daaes |
Polcies | Classes | Interfaces | ‘
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& nput : <rnone> Interface name: F 3
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1% Output : <none>
= @ FastEthernet2/31
T IZ-II’W{: <nones
L% Output : <none>
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L1l Output : <none> Link Fragmentation:
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LiveNX will then provide a list of pre-defined policies. Use the dropdown menu to select the desired
policy. Click on OK to continue or Cancel to return to the Manage QoS Settings window.

Select the policy to apply to theOutputof VLANs 21-22:

4C-BL_Empty_DSCP-Mark_VL1_Qut_pa_0 -
4C-BL_DSCP-Match_VL1_Out_ch_0
IDave-EF

4C-BL_DSCP-Match_VL1_Out pa_0
4C-BL_Empty_DSCP-Mark_VL1_Out_ch_0
ludp-netflow .
IPM_MATCH_ALL -

l

LiveNX will then add the given policy to the defined VLAN range.

laeanaes
[ olces | Coses| intrfoces |
Interfaces

Tap Output : <none> -

r—~ FastEtherne
L8 vos e e s etz
i 1‘ Output : <none>

L 4,\|ums"11 22" Input ; tepmatch 1 sk |
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-5 VLANs "25-26" Output : <none> Interface description:

|= 8 FasEHnenetmu
4=Iruut <none>
-T2 Output ; <none>
ﬂ FastEH'thﬂl
{m« <nr.v|:> Maximum reserved bandwidth: 75 -6 %
=N ] FastEthernet2/32 [ Pre-dassfy
P Input : <none>
Tl Output: <none> Link Fragmentation:
£ FastSthernet2/33 [t il e

-Lp Output : <none> || intérleave

I

At the bottom of the Manage QoS Settings window, click on Preview CLI to review the CLI commands
prior to saving to the device. Click on Save to Device to apply the policies to the desired VLAN range.

To remove a QoS policy from a given VLAN range, highlight a given VLAN range, right click and select
Remove Policy from Interface.
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QoS Monitoring

QoS can be monitored for individual interfaces on a device. The monitoring window is separated by the
inbound direction on top and the outbound direction on the bottom. For both directions, the top
graph shows what the traffic looks like before QoS is applied, and the bottom graph shows what traffic

looks like after QoS is applied.
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Interface Selection

L

Select an interface to monitor by clicking on it from the device list or by double-clicking the interface in

the topology view. The interface graphs will appear in the main window.

Display Options

Depending on your selection, LiveNX will display Before-QoS and After-QoS graphics and statistics, or

the input, output, or both.

QoS Graphing Options

Various combinations of graphs can be selected from the drop-down list:

Application—Uses Cisco NBAR capability to identify applications

Class—QoS policy-based statistics. If there is no policy, then only the traffic outline is displayed.
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*  Class Drops—Packet drops that are occurring inside the QoS policy
* Interface Drops—Raw packet drops at the interface level

* Interface—Aggregate bandwidth of the interface

Graphing Display

04:43:16 PM 04:44:16 PM

*  Stacked area chart displays the data shown in the legend. If the policy is hierarchical,
policy class information is charted in the class and class drop views.

the child

*  Black dotted line represents the interface bandwidth from the IF mib and is shown to help for
correlation purposes. Since the IF mib operates separately from the CBQoS mib, the lines may not

align especially at 10 second polling rates due to when the mib may be updated by th
turn off the line using the toolbar button.

*  The red dotted line represents the peak bandwidth.

QoS Monitoring to Flow Reports

e device. To

LiveNX can create application flow reports from the QoS real-time interface graphs for further QoS
Class or Policy analysis. Right-click on the QoS real-time interface graphs and select Show Flows.

Qe | Flow | Routng | PSLA | LN |
{12 Enable Poling || Appiication / Class = Inputand Cutput = | 15m thr 14 1w (1
& GigabitEthernet0/2 Input: Parent-ShaperCopy
Before Qas - by Applcaton (AR)

01930 PR 023130 PM 02:33:30 P 0y

After QoS - by Class

8.000

Kbps

Graphing Display 130
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LiveNX creates an Application Flow Report automatically filling in the device, interface and input
direction parameters from the QoS real-time interface graph.

Historical Views

Historical views allow you to view past data interactively. See the Reporting > QoS Reports section for
more information.

Policy Management

LiveNX provides many capabilities for managing QoS policies. It utilizes a rule-based engine that per-
forms policy management based on the current state and configuration of the device, and intelligently
applies commands to resolve any conflicts or to warn of any conflicts.

Some of the management tasks that the software provides are:

*  Applying and removing policies to interfaces

*  Removing all policies from all interfaces

*  Creating policies from best-practice templates

*  Creating policies based on application graphs using NBAR Saving and loading policies from files

*  Saving and loading ACL policies using QoS from files Pushing policies out to multiple devices at
once

*  Saving and loading snapshots of all QoS settings on a device
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Applying and Removing Policies

Context-sensitive menus on the interfaces and devices provide shortcuts for applying and removing
policies from the main interface. As shown in the Manage QoS Settings screen, the toolbar provides the
following methods for applying policy changes to your interfaces:

Note When a policy is applied to multiple interfaces, changing the policy will affect every interface to which
the policy is applied.

Also note that there are some QoS actions that can be applied to the outbound portion of the interface,
but not to the inbound portion. Policies that have this conflict will not be applied to the interface.

Saving, Loading, and Copying QoS Policies

All the operations for loading and saving QoS policies are located on the Manage QoS Settings screen:

To save a policy to disk—From the Manage QoS Settings screen, click the “Save QoS Policy File”
icon. This will save the NBAR and ACLs that are required for the policy to operate. The file will
have a .qos-policy extension.

To load a policy from disk—From the Manage QoS Settings screen, click the “Load QoS Policy
File” icon to load previously saved files or files that are provided by other users.

To copy a QoS policy to other devices on the network—From the Manage QoS Settings screen,
click the “Copy Policy to Devices” icon to open a dialog box for specifying which devices to which
the policy will be saved. This command will also copy the ACL and/or custom NBAR used in any
class match to the devices you select. If there are any configuration conflicts, a warning will appear
with an option to overwrite conflicting changes.
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Select the devices you would like to save this policy to:

1941-WAN-67_113.referentia.com (172.16.67.113)
[¥]2921-Demo-67_112.referentia.com (172.16.67.112)
[[]4503-145.referentia.com (192, 168. 1. 145)
[7]7609_143.referentia.com (192, 168.1.143)
[]c29215COPE_1-17.referentia.com (192.168. 1.17)
[]cat2960SCOPE_1-14 (192,168, 1, 14)
[]cat2960SCOPE_1-15 (192.168.1,15)
.cat3560X-6? 107 {172 16.67.107)

sferentia com (172 16 A7 114)

([

Creating Policies from Templates

Creating a policy from templates allows you to quickly apply a policy based on Cisco best practices and
recommendations. A policy with up to 11 classes can be created for monitoring or controlling traffic

using various classification methods.

1. Select Create policy from Template from the QoS menu.
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QoS | Flow Routing IPSLA Tools Reporting
i Create Policy from Template |
Create Policy from Applications (NBAR) r
Adjust Input QoS
Adjust Output QoS
Manage QoS Settings

Revert QoS Configuration by user 'm2c2’
Copy Policy to Devices...
Manage NBAR

Set Max Reserved Bandwidth

A wizard will guide you through various templates that can be applied, or simply stored on the

device for editing and applying to various interfaces. Indicate if you want to apply a monitor-only
template or if you want to use an advanced template for controlling traffic. Also, indicate if you
want to apply the policy you select to a specific interface.

Steps Choose a Template Type
1. Choose a Template Policy templates allow you to quickly start manitoring or controling traffic on your network. Policies do not take effect
untll they are applied to an interface, Select the type of policy template you would like to create, and which interface
2. Select a Policy Template you would fke to apply it to,
3. Apply Bandwidth Shaping
4. Review Policy Detais (") Use a Monitoring Template
5. Finished Use this policy template to start monitoring traffic on your network

@ Use Advanced Templates

Select this option to choose from a list of avaidable policy templates to control traffic on your netwark

[¥] Apply the generated policy to the following interface:
Interface: | GigabitEthernetd/1

<Back Finish

Follow the wizard instructions and select the policy templates you want to apply to your device. In
the example below, Use Advanced Templates has been selected.
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Steps Select a Policy Template

1. Choose a Template Type Select the template to apply, Templates shown in gray cannot be applied because they contain settings which are
incompatible with the selected interface and direction, or other settings on the router,

2. Select a Policy
3. Apply Bandwidth Shaping Policy Templates )
4, Review Policy Detais 11C-BL_App-Match | [11 Class Cisco Baseline NBAR Matching, DSCP Marking, and Quewing
5. Finished 11C-BL_App-Match_Mark
11C-8L_Complets
11C-BL_DSCP-Match
11C-BL_Empty
11C-BL_Empty_DSCP-Mark Policy Detais
12 Class Median=t

E | 11¢8L_Complete_GID1_In
LGS REC AT ﬂE ~| 11C_BL_Voice_Complete
e A ach - ¥ Marking: DSCP EF”
xﬂ_wmm - » Queusing: Priority 10%
;i':fzv -~= Match RTP Protocol - using NBAR "ALL, "
5 B=| 11C_BL_InteractiveVideo_Complete
3C-BL_Empty_DSCP-Mark » Marking: DSCP "AF41"
3C-BL-Voice_App-Match b i Ky 10%

XA Yace. Ay Hlatch 1 = Match Protocol - using NBAR “netshow”
2L Vorce DSCF Match = Match Protocol - using NBAR “cuseeme”
I&Avo@jmt‘mm == 11C_BL_Streaming\ideo_Complete

A8 Voke_Faply . - b Marking: DSCP "C54°

1C-BL_AppMatch -~ » Queusing: Class-based 10%

4.8 o Malchi Merk ~ = Match Protocol - using NBAR “sireamwork™
AL IRCE Mt 11C_BL_CallSignaling_Complete

m
M| »

4C-BL_Empty . - =
a. - -—» Marking: DSCP "C53
4C-BL_Empty_DSCP-Mark ~| |~ » Queusing: Class-based 2% =

[ <pa ] P

Creating Policies Using NBAR

LiveNX makes it easy to create a monitoring policy based on the NBAR protocols that the device has
recognized, and provides a skeleton policy for further editing.

1. Right-click the interface to create the policy on and choose QoS on the context menu and select
Create Policy from Applications (NBAR) and choose the interface direction.

QoS | Flow Routing IPSLA Tools Reporting Help

Create Policy frem Template AN |

Create Policy from Applications (NBAR) kbl Using Input
Adjust Input Qo5 Using Output
Adjust OQutput QoS

Manage QoS Settings

Revert QoS Configuration by user 'm2c2'
Copy Policy to Devices...
Manage NBAR

Set Max Reserved Bandwidth

2. The software will list all the protocols and categories. Any incompatible settings will be highlighted
in red. Click Save to Device, and a policy will automatically be applied to the interface that will
monitor the traffic. The bottom graph shows the applied monitoring policy.
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The following policy will be saved to your device and applied to your interface. Any incompatible
settings are highlighted in red.
* | MonitorUsinghbar_GI01_In_0 %
=
= Match Protocol - using NBAR irc”
NBAR_Internet - Overwritten (A dass with the same name exists)
Match Protocol - using NBAR, “secure-http”™
= Match Protocol - using NBAR "hitp”™
NBAR_NetworkManagement - Overwritten (A class with the same name exsts)
Match Protocol - using NBAR. "dns™
Match Protocol - using NBAR. “icmp” -
[ savetoDevice ||  cancel |
& 2 Input: GIO1_lIn
Bedare Qo5 - by Anication [NEAR) Eedore Qof - by Anplkcation (NBAR] in Kbpe Opfions ™
Name: Current Pesk Fmnute
¥ E e 2353 749 Ta
¥ Mme <t <t ;
¥ Moo <1 <t 1
3] I stnnat 0 2
[ [ ttorrent a 7,455
[# W seque-hitp a ] =
T e " a
A0 e 2410 M 410 P 5018 P 025140 P mi!'lﬂ.ﬁl o 2'“4 ot :
e e ’
After Goé -y Class i Kb Options
Name: Current. Pesk Serute Avg
[] [ cems-defeuit 41 74642
[ B nea_CalSgralg a a
- 4] B MEAR _Trtemet L} o
g ] B HEAR Ntk . <1 1
x ] B4R P Bt 0 0
[¥] B HBAR_Vosce-Viden a ]
A0 P 2 P 20 P La50iE M 125118 P pry Ul 412 ?'mj
L} P—— '

Customizing NBAR Protocols

NBAR protocol settings can be customized in the Manage Application Recognition (NBAR) editor.

Select Manage Application Recognition (NBAR) from the QoS interface right-click context menu.
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Name
[-4% Home
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- GigabitEtheretd/0
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Device: 2921-Demo-67_111.referentia.com

QoS | Flow | Routing | ®sta | Lan |
(@ Enable Poling
Name Policy
= @ GigabitEthernet0/1
¢ Input BaselngressPolicy
| L34 output LanbarMon
[ % GigabitEtherneti/2
T tnput LAnbarMon
.1 Output WAN-Shaping

QoS LA 1B
Flow »
Routing »
PSLA ,
LAN b

Edit Device Settings
Add or Remove Interfaces
Refresh Device

Enable QoS Polling

Manage QoS Settings

Revert QoS Configuration by user ‘'m2c2'
Manage NBAR

Apply Policy to Interfaces..,

Remove Policy from Interfaces...

Copy Policy to Devices...

Reports...

Remove Device

Device Tools »
Statistics »
View »
Group Management »

Existing protocols can be customized by adding, removing or changing TCP and UDP port numbers.

Unknown protocols can be identified and assigned a new name.

Bult In Protacols
Protocol
actvedwectory [1CP

W actve-diectory  LDP

B activesyne TP

% adobe-connect  TCP
ad-messenger  TCP

W aci-messenger... TCP
ST T T T e AT

value(s)
Custom Protocols

| Protocol Layer 4Pratocal

Layer 4Pr...
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[ Goe |

Saving and Loading QoS Snapshot Files

A snapshot is a file that saves all the QoS settings, including any custom NBAR and ACLs that are used
in QoS policies, for later use. The snapshot remembers all the policies that are currently applied on the
interfaces that will be restored when the snapshot is later reloaded. Snapshots are a good way to create
rollback points or to archive current configurations that can be used for specific situations.

You can save or load snapshots by clicking on the Save QoS Device Snapshot (A) or Load QoS Device
Snapshot (B) icons on the Manage QoS Settings screen:
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Manage QoS Settings - 2921-Demo-67_111.referentia.com (172.16.67.111)
JLAQR @S

Policies | Clagses | Interfaces|

Polices Mapped Classes

DOREIMNGRE BZREE
l A.  Save QoS device snapshot

AB B. Load QoS device snapshot

QoS Usage and Applications

Planning and Implementing Quality of Service Policies

The process of creating Quality of Service (QoS) policies can be broken down into three steps:
1. Identify network traffic, baseline behavior, and service-level requirements
2. Divide traffic into application classes

3. Define QoS policies for the application class to meet service-level requirements

Identify network traffic, baseline behavior, and service-level requirements

Perform a network audit using the QoS historical views to identify traffic types and volumes. LiveNX
provides this functionality through the monitoring graphs. Then, perform a business review on the pri-
orities and specific requirements for the discovered traffic.

| 7' Qos Historical View EE )

QoS Historical View
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Divide traffic into application classes

Traffic can be divided into classes based on the identified traffic and the business requirements. The
Cisco baseline model, which consists of 11 classes, is designed to provide granularity for various class
types with different service requirements. Each type of class may have unique QoS requirements that
must be configured and monitored. For initial QoS deployment, a smaller 4- or 5-class model can be
used to simplify the process. The model can easily be expanded over time as additional applications and
requirements arise.

Create a Policy Using Templates =l |
Steps Select a Policy Temolate

1. Choose a Template Type Select the template to apply. Templates shown in gray cannot be applied because they contain setiings which are
ncompatible with the selected interface and drection, or other settings on the router,

2. Select a Policy

3. Apply Bandwidth Shaping Policy Templates Description

4. Review Policy Detais 11C-BL_Agp-Match "4 | [11 Class Cieco Baseine NBAR Matching, DSCP Marking, and QueLing
N — 11C-8L_App-Match_Mark i

11C8L_Complete

11C-BL_DSCPMatch

11C-BL_Empty
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2 ¢y e -
if E,“S ::g‘::;: _| £ 11c8L_complete_GI011In 3
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» Marking: DSCP "AF41"
» Queusing: Priority 10%

= Match Protocol - using NBAR “netshow”
= Match Protocol - using NBAR “tuseeme”

- 11C_BL_StreamingVideo_Complete

i:\fm;:lﬂ;w » Marking: DSCP "CS4°
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imjp‘i”‘w“wrk £= Match Protocol - using NBAR “streamwark”™
"E-BingP-Makh = 11C_BL_CaiiSignaling_Complete
A Fmpty » Marking: DSCP "CS3°

4C-BL_Empty_DSCP-Mark Al

» Queusing: Class-based 2%

<Back Next> || Fsl [[concd [ bep |

Define QoS policies for the application class to meet service-level require-

ments
QoS policies should be designed from high-level requirements to meet specific objectives. Once the
requirements are understood, they can be translated to QoS best practices for the various application
types.
*  Some best practices include using DSCP markings and marking the packets as close to the source

of the traffic as possible.

*  Recreational or Scavenger traffic should be policed as close to the source as possible to prevent
unnecessary bandwidth usage ifit exceeds a certain threshold.

*  Critical applications should be ensured through class definitions to meet service level agreements.

* A majority of the traffic will be classified as default, so enough bandwidth should be provided to
support this type of traffic.

*  Real-time traffic should use priority queues and be assigned adequate bandwidth. However, you
should limit the overall priorityqueue to 33% of the available bandwidth to prevent starving other
application traffic.

*  The total bandwidth allocation for classes other than default should not exceed 75% of a link’s
capacity, to account for Layer 2overhead and Best Effort traffic.

Planning and Implementing Quality of Service Policies
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WAN Link Shaping

QoS polices for WAN aggregators typically configure various queuing, marking, shaping, policing, and
link fragmentation settings. In most cases, there is a link-speed mismatch between the internal network
speed and the external WAN link speed. In such cases, the best method is to use a hierarchical policy
where the QoS policy is shaped to the link capacity of the WAN.

40% Realtime

SHAPED
BANDWIDTH

ORIGINAL LINK SHAPING
BANDWIDTH

Creating a hierarchical WAN link-shaping policy involves creating a high-level (parent) shaping policy
and then associating it with a lower-level (child) policy that actually defines the classes. In the following
image, the high-level parent shaping policy basically consists of a class default that has an average shap-
ing value set to the link capacity. A standard 11-class base child policy is then associated using the hier-
archical policy dialog box, or by simply dragging the child policy onto the class default of the parent.

When applied to an interface, this policy forces the interface to shape all outgoing traffic to the class
default shaping. Once shaped, the lower level QoS policy enforces the bandwidth requirements based
on the shaped value and not the raw interface speed itself.
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The easiest way to set up a hierarchical policy is to use the template-creation wizard built into the
LiveNX software to guide you through the process of automatically creating a hierarchical policy.

Manage QeSSﬁhngs- 2971-Demo-67_111.referentia.com cému.sftm: {?‘
dJdaaaes
Pobcies | Classes [ Interfaces|
Mapped Classes
BRBE

ClasgName  Classify Marking Queueing  Policng  Shaping Compression  WRED  Unknown
[ENMP-Traffic L]
dass-default . 2,000 Kbps

Select the parent policy, containing dass and child policy to
8 hierarchical policy:

Class is defined by the
criteria show al left

Match-any: packet must
meet at least one of the
criteria o be & member of
the class.

Match-all: packet must mest
[ Edit_ all criteria to be a member of
the class.

SavetoDevice | [ Prevewdl ||  Cancel

Shaped (Kbps)

fouting | amchased ueueion |8 = 0 =

Voicz mm - 512 [ P '

lInteractiveVideo Class-based Queueing. v |30 F— E
gvid Class-based Queusing -5 % -

MissionCritical |Class-based Queueing =8 % T

CalSignaing ass-based -3 C—

[Transactional v .5 ;:_ r_T >

Bandwidth Summary by Interface

Shapefink to: 5,000 |[kpps + | using | -

* This device supports HOF, therefore Max Reserved

banduidthis fixed at 100% (minimum 1% for dass-default)

Guaranteed Bandwidth Allocation for Interface GigahitEthemet/2 / Output

Interactivelideo
30

Routing
Strearnlng\hdsa og 8%

MissionCritical
8% .:a\éa‘*lta ble
CallSign a!lgr‘lg ?&wanger

Transactonal

ST
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VoIP QoS Policy

Creation

A voice call tends to be classified as RTP protocol; unfortunately, there are many other applications that
also use RTP. One of the ways to classify voice traffic managed by Cisco Call Manager, Cisco Call Man-
ger Express, and Asterisk Call Manager, is to use a custom NBAR classification.

Select Manage NBAR from the QoS device right-click context menu.

1. Select Manage NBAR from the QoS device right-click context menu.

Lin 2,16 140

 Discover | Manage [T¥ Expand

File View Users QoS Flow Routing IPSLA Tools Reporting Help

QoS | Flow | Routing | TPSLA | LAN |

. . (@ enable poling |
E m — ———— ——
| = % Home Name
[0 standalone = @ GgabiEthernetd/1
=@ 1941-WAN67_113 - Joot
- @ FastEthernetd/1/1 ;i Cuput
% GigabitEthernetd/D 2§ Goahitthermetn/2
" <4 Input
& GigabitEthernetd/1 I Ovput
-8 GigabitEthd Device: 2021-Demo-67_111.referentia.com
% GoabitEthg| QoS
S o Flow
& @ 2921-Demo-61 -
© Gosbiethd | Routing
@ GgabitEthe IP SLA
& N0
=@ 4503-145 -
& FastEthern| Edit Device Settings
o g FastEthern Add or Remove Interfaces
L ® Ggabittihe Refresh Device
. & Portchamn Remove Device
@ Port-chann| Device Tools
@ Port-chann|
& @ 7609_143 Statistics
& Port-ch View
- @ Port-chann|
® Port<h Group Manbgeml. ent

Policy

BaselngressPolicy
LanbarMon

LanbarMaon
WAN-5haping

Enable QoS Polling

Manage QoS5 Settings

Revert QoS Configuration by user 'm2c2’
Manage NBAR

Apply Policy to Interfaces,..

Remove Policy from Interfaces...

Copy Policy to Devices...

2. Manage Ports dialog will popup. On the Manage Application Recognition (NBAR) tab, click Create

Custom Protocol.
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Manage Application Recognition (NEAR) | Show Unknown Application Ports |

Buit In Promcgls

Protocol Layer 4Pr... Port
| actve-directory [TCP 443 445 139 389 135

M active-directory  UDP 339 =
W activesync TCP 80

 adobe-connect  TCP 44380

aol-messenger TCP 80 1080 443 5190

B zol-messenger.., TCP 3478 —

* Port mapping has been changed from the default

value(s) | Restore Defaul= !
Custom Protocols
Pratocol Layer 4 Protocol Port
VolP upp 13960 16304
Delete | Create Custom Protocol |

3. This will bring up a dialog box in which the name, protocol type, and port information can be

entered.

How do you want to name the custom NBAR protocol?
@ Spedfy a custom name (IOS version 12, 3{(4)T or later)
() Select predefined custom name (older 105 versions)

Protocol Name [Cm] jvor
Layer 4 Protocol UDP v
Port Map
Range | |To|
(up to 1000 ports)
Port{s) 13960 16304

Enter 1-16 ports separated by spaces

When completed, the command ip nbar custom voip udp 13960 16304 will be issued to the device.
Once the custom protocol is created, it is available for use by the NBAR engine and will show up in the

monitoring graphs.
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| Manage Applcation Recognition (NBAR) | Show Unknown Application Ports |
Built In Protocols
Pmiam:ul“l Layer 4Pr... Port

active-directory
B active-directory UDP
W activesync TCP

 adobe-connect TCP 44380
aol-messenger TCP 80 1080 443 5190

B zol-messenger... TCP 3478 -
* Port mapping has been changed from the default
ki Restore Defaults | | RemapPort
Custom Protocols

-~
Protocol Layer 4 Protocol Port

W VoIP upeP 13960 16304

| Delete | [ Create CustomProfocal |

il

On the Manage QoS Settings screen, create a class for the VoIP traffic using the newly-created NBAR
VoIP protocol.

aER0a 6%

Classes | Interfaces
Create and Edit Match Statements
Match type: |Protocol - using NBAR | Matchany | 3
Value: wc-http = | | match Type vaiue  MatchMate.,.

vEps-qua
VPPS-via
vrrp
vsinet =
[vsimp =

Match/match not: [Match =
Add Match Ststement Replace Match Statsmant |
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4. Create a policy based on the Cisco 11-class model using the template wizard. The class can use the
VolIP class created in the previous step, and the various QoS settings can be configured.

Jdaaaes
Pobcles | Classes | Interfaces
Polcies Mapped Classes
TABERIUGRs OB =
Eﬂ11ca. Complete “ | s Name Css... Marking Queusng  Poli,, Sha.. Compre.. W.. Unkn...
i ﬂg-: ;‘: c"""";:: || |11c_BL 1PRouting Complete @  DSCP: ... Class-base... i
B i o oy 11C_BL_NetworkManagem,., & DSCP;.,, Class-base...
B uci-s gVl c; | |HCBLCmGDSa Com.. e DSCPi... Cassbke..
- ud -Colforming 11C_BL TramsactionaiDats... @  DSCP: .., Class-base...
Eciim Comp |\ Pukata Corvlet @  DSCP: .., Gassbase, ., 4
tworkManager | 1105l ccavenger Compl.. @  DSCP: ... Class-base...
i i ) —
11C_BL_TransactionalDat, —default ® D5CP: BE Classbase...
11C_BL_BulData_Comple
11C_BL_Scavenger_Comj Mapped Class Datail
B B E| [irop al traffic for dass
12 Class RFC_4554_ch Classiy | Marking | Queueing | Palidng | shaping | Compression | WRED [ Linsupported|
| 12_Class_RFC_45%4.pa
3C-EL_App-Match_Mark Match on: Any Reference
3C-BL-Voice_DSCP-Match_FA. Match : Protocol - using NBAR. : VoIP Class i definzd by the
Ant-WAN-Shaping criteria show at left,
AOR-Applications
AOR-Policy Match-any: packet must
Appbema meet at least ona of the
BaseE 5 criteria to be a member of
okcy the class.
Match-all: packet must mest
all criteria to be & member of
the ciass.
| savetopevice |[ prevewcu || Cancel |

5.  On the Marking tab for the Voice class, set the DSCP marking to 46 (EF) to differentiate the traffic.

JoRaGs
Polcies | Classes | Interfaces
Policies Mapped Classes
DRBLA URE HHE (=

=] ﬂ LICH. Cogiete | | Class Name Cas... Marking Queusng  Poli.. Sha.. Compre.. W.. Unkn..
32-:: mm I ;llc_ﬂ__lPRmmg_thphm e DSOP;.. Classhase... a
11C_BL_StreamingVi !IIC_lNethWM‘,. @ DSCP: .. Class-base...
i - P et ""_“mcn-‘ 1€ B CriticaData Com... @ DSCP:... Class-base... |
- uc:at:mcmmgm g—w illC_l_TrarsachunaDaia... & DSCP:... Class-base... I |
< |11C_BL_BuliData Complete  ©  DSCP:i ... class-hasz ]
11C_BL_NetworkManaget| Iuc_a Scavenger_Compl.., ® DSCP:.. 5
e | e e s I ———
11C_BL TransactionalDat) | oo erait ® DSCP: BE Class-base... -
11C_FL_BulkData_Comole L |

11€_BL_Scavenger_Comy Mapped Class Detail
=

R Gase-defdt =il [ Drop al traffic for dass
| 12.Closs RFC_3534 ch | Classity | Markng | Queeing | Poing | shaping | Comeression [ wAeD | Lna pparted|
12_Class RFC_4594 pa |
3C-BL_App-Match_Mark Mark with: Reference
3C-BL-Volce_DSCP-Match_FA | Differentiate packels i
| Ant-wAN-Shaping ¥ psce v %E) - | belonging to this class
[ Peaonly | based on marking.
] ATM Cell Loss Priority | Mark On a
| DSCP: marks s packet
|| Frame Relay Discard Eligible | by setting the
| differentiated services
impum{nscp)vaha
| in the type of service —!
| (TOS) byte.
|Precedence: sets the |
[ svempevce |[ Previewar |[ camd |

6. Set up the voice class as a priority queue and reserve bandwidth based on the requirements for
voice traffic. Policing and header compression for RTP traffic can also be enabled if desired.
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EEETEY

Policies | Classes | Interfaces

Policies Mapped Classes
DRBER RS BEBR=
& I 11c81_Complete ] [ clessMame Clas... Marking Queueing  Poll.. Sha.. Compre.. W... Unkn,
- | 11C_8L Voice_Complets « DSCP: ... Classhase

11C_BL_InteractiveVideo | o "

11C_BL_StreamingVideo_ >

11C_BL_cCaliSignaling_Car, ®

11C_BL_IPRouting_Comp| °

11C_BL_NetworkManager 5

11C_BL_CritcaData_Com

L1C_BL_TransactionaDat

11C_BL_BulkData_Comple =

11C_BL_Scavenger_Comy Mapped Class Detal

- = [7lDrop al traffic for dlass
12_Class_RFC_4594_ch | lassify | marking | Queu=ing | eoicing | shaping | Compression | WRED | Unsupported|

3C-EL_App-Match_Mark
| 3C-BL-Voice_DSCP-Match_FA
T Ant-WAN-Shaging

Reference
Distribute the availabie o2
bandwidth between
classes by specifying a
minimum bandwidth
guerantee to esch class

= Quewekglvoe.
Class-based: uiiizes
Class-basad waghtad
fair queveng (CEWFQ)
using derived weight for
- packets from the

to

[ savewpevce | [ mevewcu | caned ]

Create a separate class for the voice signaling protocols. The image below shows a voice signaling
class with NBAR-based matches for SIP, Skinny, and H.323 protocols. The queue type can be set up
as class-based queuing, and bandwidth allocation can be determined from the system baseline.
When marking voice signaling, the DSCP value should be set to CS3.
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Flow Overview

The LiveNX Flow technology module for the LiveNX software provides an innovative network topology
view with end-to-end NetFlow, sFlow, and J-Flow visualizations of live traffic across the network. This
enables you to quickly drill down to individual devices or interfaces for more detail on flow characteris-
tics such as IP addresses, DSCP values, byte rates and count. In addition, the LiveNX Flow technology
provides historical and real-time reporting, filtering, flexible support for different templates and many
other features, which makes it easy identify trouble spots on the network and gain a better understand-
ing of traffic patterns.

Supported Flow Technologies

The LiveNX Flow technology module supports the flow technologies from the following vendors:
*  Cisco NetFlow (version 5 and version 9)

*  Cisco AVC (Application Visibility and Control)
*  Cisco Medianet Performance Monitor

*  Cisco NSEL (NetFlow Secure Event Logging)

*  Cisco PfR (Performance Routing)

*  Cisco Sampled NetFlows

*  Cisco AnyConnect

* IPFIX

*  Juniper J-Flow

*  Hewlett-Packard sFlow

*  Alcatel-Lucent sFlow

*  3Com sFlow

Benefits

*  Provide faster troubleshooting of the network.

*  View flows across the network from source to destination.

*  Pinpoint entry and exit of flows.

*  Acquire a deeper understanding of flow paths.

*  Observe the effects of routing and PBR settings, such as route updates and asymmetric rout

*  Effortlessly enable the flow capabilities of your device without using the command line.

Key Features

* A dashboard aggregation of the flows in your network.

*  Asystem level view of the flows in your network that provides end-to-end graphical topology
visualizations and tabular aggregations of flows across the system.

* A device level view of the flows from a specific device that provides a topology visualization and
table representation.

*  Aninterface view of input and output flows from a particular interface.

*  Various reports that allow that provide forensic capabilities to find specific historical flows;
playback, time series charts, aggregation charts, drill down to raw flows, etc.

Flow Overview
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*  Filter traffic based on specific parameters such as DSCP, port, source address, and destination
address for more focused viewing.

*  Asearch field in the system view, flow dashboard and flow reports to provide user-defined filtered
results for system and flow entities.

*  Support most of the major flow technologies (NetFlow, sFlow, J-Flow, IPFIX) from a variety of
vendors.

*  View Cisco Medianet Performance Monitor, AVC, NSEL, PfR.

*  Store all flow information for historical analysis and forensics.

*  Provide the ability to start and stop flow data gathering on a per-device basis.
*  Resolve addresses to hostnames.

*  Allow data to be stored as CSV files and image captures

LiveNX Flow Visualizations

The LiveNX Flow technology module for the LiveNX software provides five different levels of visualiza-
tions of flow information. They are the Dashboard, System View, Device View, Interface View, and
Reports. This section describes each of them in detail.

System View

The system view provides the ability to visualize flows from each device on the system topology. LiveNX
connects flows with the same 5 Tuple (Protocol, Source IP Address, Source Port, Destination IP
Address, Destination Port, and DSCP) from different devices to represent the device flows as a single
flow across the system network. This provides an end-to-end visualization of the traffic path. The con-
trols of the system flow visualization are located on the tool bar of the Flow Tab.

*  Dashboard (button): launches the flow dashboard which contains quick summary of flow related
statistics. * Reports (button): launches the flow reporting window which provides top analysis, time
series and aggregation reports of different types.

¢ Table (button): launches the System Flow Table window which contains an aggregation of the flows
from each device.

*  Refresh (button): refreshes the flows currently drawn on the system topology and in the system
flow table. The following options dictate what flows that are retrieved from the LiveNX Server:

*  Flow Technology Type Selector: this provides a mechanism to restrict the types of flows that
are retrieved. All Flow Types will retrieve all types. Selecting any of the following will restrict
the retrieval to just the

*  selected type: Application (AVC), Basic Flow, Medianet, NSEL, PfR and Unknown.

*  Current Time Selector: provides a mechanism to retrieve historical flows or the current traffic
flowing throw the system.

*  Polling Interval Selector: provides a mechanism to specify the duration to query for the flows.
For example, setting the selector to Last 30 Minutes will provide the top 200 flows for the last
30 minutes per device.

*  Filter Selector: provides the ability to filter the flows retrieved during the refresh.

*  Top/Bottom Flows Selector: provides the ability to set the number of flows per device to
retrieve during the refresh process.

*  Color Mapping Selector: provides the ability to color match the flows retrieved during the
refresh by a certain algorithm.

LiveNX Flow Visualizations
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* A Color Mapping legend is overlaid on the topology to indicate flow coloring and the number of
bytes and flows that match each of the color mapping. The legend can be toggled on and off by
opening the View menu and selecting Show Legends.

*  Flows can be drawn on the system topology as merged or unmerged. This can be changed by going
to the Flow menu and selecting Show Merged Flows.

*  Mousing over a flow provides bit rate, total bytes, and source and destination information.

*  Clicking on a flow, highlights each segment, so you can quickly trace the path of the flow across the
network topology.

*  Double clicking on a device in the system topology navigates to the device view for that device.

*  Double clicking on a flow in the system topology opens the system flow table; highlighted rows in
the table correspond to the flow of interest.
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System View Drill Down to Flow Report

The system view flow visualization can be used to generate a flow report specific to a subnet cloud, a
device, an interface on that device or a specific flow by right-clicking on the subnet cloud, the device,
the interface, or the flow endpoint.

Subnet cloud drill down: Right click on the subnet cloud of interest and select one of the four reports:
Address Pairs, Application, DSCP or Protocol.

System View Drill Down to Flow Report 150



LiveNX Engineering Console User Guide

Daceve Marags [ D

T
|
o o Sk Coe

@ 1M

+ @ min

o @ v woimcya

¥ (@ IO 1
¥ @ o trom_ 17
1 @ S ONE |14
@ coieascoeg 113
o G ey

Qus " Fiew | Anviing | PSUA | LAk |
B G- B, B Detbond Rt Tatie | () Refheh | row Troes

w |Eurvent T
LR
-«
f s
n» F "
1 e 2
e
o 130t
of - ti3fiir.adn |
bt
=7
o By

» Currertfoling el w [

Fim Viem Usen Qo5 Fiow Routing PSLA LAN Took FRepomng Wiedow Dev Help I

Addraas Do
Apphcaticn
osce
Protecol

In this example, the desired Address Pair report lists the flows through the subnet cloud by Source IP
and Destination IP address. A two-tier filter for IP source/destination address AND interface type is
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interface to prevent double counting of flows.
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Device drill down: Right click on the device of interest and select one of the four reports: Address Pairs,
Application, DSCP or Protocol.
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In this example, the desired Address Pair report lists the flows through all the interfaces of the selected
device by source and destination address pairs. The desired device and all interfaces are automatically
selected to create this report.
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Interface drill down: Right click on the interface of interest and select one of the four reports: Address
Pairs, Application, DSCP or Protocol.
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In this example, the desired Address Pair report lists the flows through the selected device and the
selected interface by source and destination address pairs. The desired device and interface are automat-

ically selected to create this report.
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Flow endpoint drill down: Right click on a flow endpoint and select one of the four reports: Address
Pairs, Application, DSCP or Protocol

System View Drill Down to Flow Report 153



LiveNX Engineering Console User Guide

File View Users QoS Flow Reuting IPSLA LAN Tools Repoting Window Dev Help
Discover | Manage [ Expand ___‘1_5__““" Routing | TPSLA | LA |
o [l /G /& & Dssrboars Reports Table| € Refiesh | MFonTipes v [CurentTme = [Cunent Poing Interl
Mame
4l @ 1386_Black_Core 18,54 201 0028
61 13865t
- 181113
[+ @ a=r10015RCS-50
(1§ €20215C0PE_1-16
- @ c29215c0PE_1-17 . il
(1) (@ catI9e0SCOPE_1-14 -
1§ cat2980SCOPE_1-15 h e
- map-xrty Create Display Filter 3 Application
Colar Mapring By Dis| Add to Current Display Fiter ¢ DsCP
e No Disphay Filter (-
166 M8 / 319 s i
et Add 10542162 to 1P Blackiis P—
s "m Add 1054 215.2 to TP Mapping
"M/ 103 ] Copy 1054216 to clipboard "
I Enterprise Appiic :
*2MB /1 faw Create Netwaork Object
Voice "
b *173IMB [ 33 flows ' /
414 | 2 fows 1)
I Network Mail Services: i
i Divectory /
M Routing 2
0448 | 10 flows
W Peer-to-PeerNon-essensal |/
W AL fy
=423 MB | 71 flowes
il Flow Poling Disabled Teog,/ /
B 4cL Appied /
:? Nat configured !-'
i il | =
U@ vamery & Foweuier © ([HEE Adveones & Refreshed at 2/5/13 5:14:08 PM: 253 flows fmerged) deplayed, Showing flow data from 3 of 5 devices, | adwin: Admin

In this example, the desired Address Pair report lists the flows through the selected Source and Destina-
tion IP address. A two-tier filter for IP source/destination address AND interface type is automatically
selected to create this report. The flow data is aggregated from the nearest connected interface to pre-
vent double counting of flows. Additional details on using Filters in Flow Reports can be found in —

Reporting.
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The LiveNX flow system view has a Search field to filter the system view based on the system and flow
entities. The Search field is located under the Flow tab’s main toolbar and is available in the system

topology, the flow dashboard and the flow reports.
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Searchable system entities include device, interface, site, tag and WAN parameters. Searchable flow enti-
ties include the IP address, DSCP, port, protocol, and application. CIDR notation can be used on the
[Paddress, for example, “flow.ip=10.0.0.0/8.” Wildcards can be used on the IP address, for example,
“flow.ip=10.0.0.2/0.255.255.0” would match the IP address where the first and last octet are 10 and 2
respectively. More granular matches can be done such as “flow.ip=72.128.0.22/0.127.255.0.”

Click on the Search field to begin typing in the desired search parameters.
The general syntax of the search field is shown as shaded text to represent an example entry.
(site = Honolulu | site = Chicago) & wan & flow.app = WebEx-meeting

Use the Enter key to apply the search. Click on the X’ to clear the search field. Click on the down carat
symbol to display a history of previous searches. The searches are kept on a per client basis; the history
is removed with the LiveNX Client is closed.

Qos ” Fiew | Routng | TPSLA | LAN i
ol il A3 - @ S 7able £hRefesh AFowTypes - |CurentTime + | Current Poling Interval + {55 “DefaultFiterGroun - Top S0 ~ i Duplay Fiter Colors

Search |y . ra s ——

Boolean expressions OR = ‘I’ and AND = ‘&’; grouping uses ‘( )’.

The Search editor provides tooltips to assist in creating the search expressions. Click on the desired
entity to add it to the expression. NBAR uses dynamic lists based on the capability of the device.

Flow

[#]e & /0 - & @ Table| ¥ Refresh | AllFI

Search flow.device=|

AppleFastLane-3560
AppleFastLane-4331
C5-2960-23-22.liveaction.com
CS-AnyConnectSamplicator
(C5-C3650-23-36.Liveaction
C5-C3850-23-31.liveaction.com
FortiGate Firewall

Filtering can be done through the main toolbar dropdowns as well as the Flow Display Filter combo
box. Filtering is first done via the main toolbar dropdowns, the Flow Display Filter combo-box and
lastly, the Search field.

The Search is done with a one pass search. In addition, the system level entities need to be in a single
clause. For example, (site = Honolulu | site = Chicago) & flow.ip=1.1.1.1 is allowed, but (site = Hono-
lulu & flow.ip=1.1.1.1) | (site = Chicago & flow.ip=1.1.1.1) is not allowed.

LiveNX supports a large number of system and flow searchable entities. Click on the ? to display the list
of searchable entries as well as some example search expressions.
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site=Honolulu & wan

flow.dscp=EF

flow.ip.sre=1.1.1.1

flow.ip.dst=1.1.1.1 & flow.ip.src=2.2.2.2
flow.ip.site=Honolulu

flow.ip.site.src=5Sacramento

flow.ip.site.dst="New York"

flow.ip=1.1.1.0/24

flow.ip=192.168.0.55/0.0.255.0
flow.srclp=172.16.1.0 & flow.srcMask=24
flow.device=Ciscol811 & flow.interface=FastEthernet0
flow.device=Ciscol811 & flow.interface.in=FastEthernetD
flow.app=ms-lync

flow.protocol=TCP

(site=A | site=B) & tag=Primary

group
device
interface

[Name)
Description}

Flex Text Search

Flows from specific site with WAN-tagged interfaces
Flows with DSCP EF markings

Flows with specific source IP

Flows with specific source and destination IP

Flows from specific source or destination site

Flows from specific source site

Flows from specific destination site

Flows with source or destination ip that match /24

Use of wild cards to match flows with ip address where 3rd octe...
Flows with source ip that match /24

Flows from specific device and interface

Flows from specific device and in bound on interface
Flows identified as ms-lync

Flows that are TCP traffic

Flows from site A or B over interfaces tagged as Primary

group=Engineering
device=Ciscol811
interface=FastEthernetD

Relational operators > and < can be used for flow.medianet.packetLossCount and flow.medianet.pack-
etLossPercent, and only in topology view. For example, show flows with packet loss > 3% in topology

view.
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The System Flow Table displays the flows from an entire network aggregated by flow technology. To
open the table, click on the Table button the toolbar on the Flow tab. If you select a specific flow tech-
nology type during a System Refresh, then only the corresponding technology type tab will be popu-
lated.

For Basic Flow, the flow records are merged based off Source IP, Destination IP, Source Port, Destina-
tion Port, and DSCP and sorted by byte count and then the top 200 flows per device are displayed for
the given time range. A non-zero value in the Sampler ID column denotes flows that are sampled.

For Medianet, the flows are merged based off Source IP, Destination IP, Source Port, Destination Port,
DSCP, and RTP SSRC and sorted by byte count and then the top 200 per device are displayed for the
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Note

given time range per device. Packet Loss %, Interarrival Jitter Mean, and Lost Event Count values are
the max of all the records that were merged based off the tuples.

For AVC and NSEL, the last 200 records per device are shown for the given time frame.

The Unknown flow technology type is a flow type that doesn’t match any of the other flow types: Appli-
cation (AVC), Basic Flow, Medianet, NSEL or PfR.

Flows generating an alert are highlighted in light red; the specific attribute exceeding an alert limit is
highlighted in dark red. The alerts must be enabled for the particular flow technology for this to be vis-
ible.

If a given flow with the same source and destination IP addresses are exported from the device using a
different technology type, then the same flow would be represented in each flow technology type tab.
The corresponding flow in the system topology view will only be shown once. The App Name field in
the System Flow Table combines Application and NBAR Application data. When both are present,
NBAR Application takes precedence. App Names followed by a (number:number) designate NBAR
applications.

- —p
A\ System Flow Table (= | = ]
Sasic Flow | Medanet | Applcation (WVC) | NSEL
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Right click on either the source or destination IP address in the System Flow Table and LiveNX provides
additional options:

*  Show Flow or Medianet Flow Path Analysis — displays an end-to-end analysis of the flow on a per-
hop basis in the Basic Flow tab. Displays and end-to-end analysis of the Medianet flow on a per-
hop basis in the Medianet flow tab.

*  Define Custom Application Based on Flow — allows you to label a flow with a custom name and
description.

*  Addto IP Blacklist — highlights identification of IP addresses by turning it red in the topology
device, flow table, and historical views. Please see Chapter 12, Tools for Additional Information On
the IP Blacklist Feature.

*  Addto IP Mapping — allows mapping of IP addresses to a user-defined label. Please see Chapter 12,
Tools for Additional Information On the IP Mapping Feature.

*  Copy to Clipboard — creates a one-click method to copy the IP address. * Export Flow Data —
creates a .csv file of the system flow table.

Right click on any item in the System Flow Tab other than an item in either the Src IP, or the Dst IP to
show flow path analysis, to define custom application based on flow, or to export the System Flow Table
to a.csv file.

LiveNX Tips

*  Make sure polling is enabled in LiveNX. Click Enable Polling in the device’s toolbar, or go to the
Tools menu and select Options, and then select Polling to enable polling for all of your devices.

LiveNX Tips
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*  To view detailed information on individual flows, separate the flows if they are merged: Right click
and select Show Merged Flows to toggle that option on and off. Mouse over each flow to see its
information.

*  Use the wheel button to zoom in and out.
*  Network devices will be grayed out if they do not support flows.
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Device View

The device flow view provides a topology and table view of the traffic flowing through the device. The
device view automatically refreshes the flows displayed in the table and topology based on the config-
ured polling rate. The controls of the device flow visualization are located on the tool bar of the Flow

Tab.

*  Enable Polling (button): enables and disable the collection of flow data from the device.

*  Pause Display (button): pauses the automated refresh on the current interval. While the device
view is paused you may change the various selectors to change what is visualized for the current
interval.

*  Selectors that change the flows retrieved and how they are visualized:

*  Flow Technology Type Selector: this provides a mechanism to restrict the types of flows that are
retrieved. All Flow Types will retrieve all types. Selecting any of the following will restrict the
retrieval to just the selected type: Application (AVC), Basic Flow, Medianet, NSEL, PfR, and
Unknown. For Basic Flow and Medianet, the flows are the top 200 by byte count for the given time
period. For AVC, PfR, and NSEL, the flows are the last 200 flows in that given time period.
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*  Filter Selector: provides the ability to filter the flows retrieved during the refresh.

*  Color Mapping Selector: provides the ability to color match the flows retrieved during the refresh
by a certain algorithm.

*  End Point Selector provides the ability to change how the flows are drawn on the topology.

* A Color Mapping legend is overlaid on the topology to indicate flow coloring and the number of
bytes and flows that match each of the color mappings. The legend can be toggled on and off by
opening the View menu and selecting Show Legends.

*  Flows can be drawn on the topology as merged or unmerged. This can be changed by going to the
Flow menu and selecting Show Merged Flows. « Mousing over a flow provides bit rate, total bytes,
and source and destination information.

*  The highlighting of the flows is linked to the table and the topology.

Interfaces labeled Local in this graph indicate flows to and from the router itself. Interfaces labeled Null
indicate flows that are dropped or are multicast or broadcast in the nature that the router received
them. The App Name field in the Table View combines Application and NBAR Application data. When
both are present, NBAR Application takes precedence. App Names followed by a (number: number)
designate NBAR applications.
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The Image Below shows a device-level view with Medianet flows highlighted in light red. This indicates
that the particular Medianet flow is under alert. Scroll horizontally along the table until there is a dark
red cell, indicating the particular attribute that exceeded the alert threshold. For details on the Medianet
threshold values, or any threshold alert, please see Chapter 12, Tools.
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The Image Below shows a device-level view with Medianet flows highlighted in light red. This indicates
that the Medianet flow is under alert. Scroll horizontally along the table until there is a dark red cell,
indicating the attribute that exceeded the alert threshold. For details on the Medianet threshold values,
or any threshold alert, please see Chapter 12, Tools.
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Interface View

At the interface level, the main window shows live graphics of inbound and outbound traffic. In this
view, you can display flows by Port DSCP, Source IP, and Destination IP. The device hierarchy on the
left side of the screen allows you to quickly select different interfaces to display in this view.
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About Searching and Filtering

Key Features

This section explains some of the advanced features in the LiveNX Flow technology module. Most of
these features are used on various views described in the section above.

Flow Technology Type Grouping

LiveNX categorizes and groups Flows into different Flow Technology Types when processing the data.
This grouping separates Basic Flow, Medianet, AVC, NSEL, PfR and Unknown from each other, so that
the appropriate data can be aggregated together. When appropriate, a selector is provided to allow the
specification of a single or all flow technology types.

Flexible Templates

LiveNX flexibly supports various Flow templates and is able to provide aggregated data and visualiza-
tion of nearly all fields that can be exported by todays flow collectors.

Flow Filters

Filtering capabilities are provided at both the system- and router-level views, and provide similar func-
tionality. When there are many flows traversing the network, the Flow graphs can become overwhelm-
ing. The filtering capabilities allow the user to show only specific flows that match particular criteria.

F  *DefaultFilterGroup &
*Hide-50-WAN-Control .
*SkypeForBusinessOnline-Video
*SkypeForBusinessOnline-Voice
Alerting: Critical Traffic
Alerting: Voice
Alerting: Voice and Video
CPOF

By default, LiveNX includes several pre-defined Flow filters. The Flow filter option also allows the cre-
ation and editing of user-defined filters. In the example below, the Custom End Point Filter will filter
the display of Flow data, limiting the display to a specific device, interface, interface direction (ingress),
and bit rate. The image below shows the application of the user-defined
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Custom End Point Filter 001:

low Daply =]
W Create Fiter W Copy Vi Delete [ Renams Filter Entry Details

Fiter: Cistom End bont Fitera L = . - 1 Filter Entry Action: @ Show o |1 Hde the folowing

e et TP Types (@ PyiOny  BysOny O BothFvd ATFve

[ addEntry [Bp Add Other Fiter [§ Delete Entry [l I Colar Mapping dor: Castomend I | m -

W Custam End Pont Fiterd1 B | adyanced|

| Jiiautom Encl Poimt Fiterda 1] Show 04 {5re = 193,0.2.35] A0 (st=Anyl) =
| Match Protocol{Ports e

m a ore-defined lst of orutocolojaoplications or creats new

<] Gt #ES By ooy

/| Match 1P, Range, Subnet |
Malch Source [P Addresses, Any Destination 1P Addresses =

Source: PJE.-!IZ ]_5
Destraton:

Enter [P addresses, ranges, andfor subnets seperated by spaces (2.0,
FLIN01 192.168.0.0/24 10,0.0.1-10. 100.0.1)

[7] Mateh DSCP |

Meote: Other Siters added 25 enfrieg are noteditable here, butcan ba edited by selecting e in the Fiter
drop-down box.

Without Filtering With Filtering

Flow filters can be set up at both the system- and device-level views, and are independent of each other.
Filtering can minimize the number of flows displayed in system- and device-level views; extraneous
flows can make it difficult to find relevant data within the view. Each piece of flow data is comprised of
a particular set of attributes; flow filtering is provided on the following:

Layer 4 protocol.

*  Source and destination TCP and UDP ports.

*  Source and destination IP addresses.

*  DSCP values.

*  Flow size, either byte count or bit rate.

*  Flows traversing into or out of a particular device interface.

Additionally, each flow filter can be assigned a unique color to enhance visual identification in the vari-
ous views. To access the Flow Filter, click on the Flow topology tab, and then click the Filter icon in the
toolbar.
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Clicking the Filter icon displays the Flow Display Filters Setup dialog box. Pre-defined filters can be
selected, or custom filters can be created.

o o
| W, Create Filter | % Co Delete | By Remarne
A oy | B =z

Fitar: | [ad hoc filter] E

Filter Entries

[¥ Add Entry | [Br Add Other Filker | [ Delece Erery | i | T8

(B 2d hoc filter]

MNote: Other filters added as entries are not editable here,
but can be edited by selecting them in the Filter
drop-down box.

Help

Flow Dinplay Fiiters Setup

| Filter Entry Details

Filtar Entry Action:

1P Type: IPvE Only Both

Color Mapping Label & Color:

Advanced

T Matcl Profocnl Ports

Match 1P, Range, Subnat

wddresses

i onets separated Dy
172.120.01 19

Match DSCP

Match Devios Interface

Mateh Tows traversing

through a particular device's inter

fram a pre-defined list of protocols/applications or create new

spages {e.g.,

Cancel Apply

Use the following commands to apply the filters listed in the Filter combo box. At start-up, LiveNX pro-

vides pre-defined filters.

Button Description

Create Filter
Copy
Delete

Rename

Filter Entries

Creates a new filter

Copies the selected filter

Deletes the selected filter

Renames the selected filter

The Filter Entries tree view represents filter settings of the currently selected filter. Each filter is com-

posed of sub-filter entries which are listed in the tree view. All sub-filter entries are AND’ed together to
form the filter. For example, the following will filter all flows that have DSCP value 5 AND a source or
destination IP address of 192.168.1.1 Use the following commands to add and delete sub-filter entries:

Button Description

Add Entry

Add Other Filter

Adds a new filter entry.

filters to build up more complex filters.

Delete Entry

Filter Entry Details

Adds an existing filter as an entry to the current filter, This feature permits the reuse of existing

Deletes the highlighted filter entry. This command applies to the current filter entry selected in
the tree view.

Use the Filter Entry Details section to modify existing sub-filter entries. Select a sub-filter entry in the
Filter Entries tree view and modify the filter options.
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Filter Entry Action

Determines whether the selected filter entry is applied to show or hide flows that match the filter entry’s

criteria.

IP Type

“true,” and if all other filter entries are “true,” it will display the flow.

Hide value "true,” and if all other filter entries are “true,” it will hide the flow.

Indicates a positive filter entry. If a flow muatches the filter entry’s criteria, it will return a value

Indicates a negative filter entry. If a flow does not match the filter entry’s criteria, it will return a

Select an IP type (IPv4 Only, IPv6 Only, or Both IPv4 & IPv6) to use for a filter entry. If Both IPv4 &
IPv6 is selected, only fields common to both IPv4 and IPv6 will be filtered on. Any type of IP filtering

options will be disabled; IP-type filters only support one IP type at a time.

Color Mapping Label & Color

Designate a color to identify this filtered flow type by.

Filter Entry Details
Filter Entry Action: (@ Show or Hide the following
IP Type: (@) IPv4Only IPv& Only Both IPv4 & IPv6
Color Mapping Label & Color: | Web | m |»
Advanced ‘ [
Internet m
. Network Management ]
| | Match IPv6 Flow Label Erderpriae Applications a
Voice
- All-Remaining @
Enter IPvé flow label values or rangy Nativork Mol Sevvices =
_ Directory [l
|1 Match MAC Address
. g ™
Peer-to-Peer Mon-essential £l
|‘ - All-Remaining
Source: [ Video m
Destination: [ Routing ]
Enter individual MAC addresses or r3 = .
01-23-45-67-82-ab a001,2500.000 15 L
16 [
[ | Match VLAN 17
18 i
[ 19
Source: l (Remaining) o
L i

Assigned colors will be displayed when the Flow Color Mapping setting is set to Display Filter Colors.

Filter Entry Action
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Match Protocol/Ports

Accessed by clicking the Basic tab. If this check box is enabled, the filter entry will match on IP protocol/
port numbers. A set of pre-defined protocol/port entries can be selected from the combo box. Use the
following commands to extend pre-defined entries with custom entries. All of these commands will
bring up the Protocols/Applications Setup dialog box.

Button Description

Create Creates a new match entry
Edit Edits the selected match entry
Copy Copies the selected match entry

Match IP, Range, Subnet

Accessed by clicking the Basic tab. If this check box is enabled, the filter entry will match on a specific IP,
an IP range, or an IP subnet. Use the combo box to select match options. Disabled if Both IPv4 & IPv6
is selected.

Match IP Address Regardless  Enables the Source and Destination fields, Matches all flows with either specified source or
of Source or Destination destination IP(s).

Match Source IP Addresses,

t field. Mat ] ith th ifi i
Any Destination IP Addresses Enables the Source field. Matches all flows with the specified source IP(s}

Match Destination IP
Addresses, Any Source IP Enables the Destination field. Matches all flows with the specified destination IP(s).
Addresses

Match Source and Destination  Enables both the Source and Destination fields. Matches all flows with the specified source
IP Addresses IP{s) and destination IP(s).

Match Source and Destination  Enables both Source and Destination fields. The filter matches all traffic from the Source
IP Address Bi-Directionally address to the Destination address OR from the Destination address to the Source address.

In the Source and Destination fields, enter IP addresses, ranges, and/or subnets, separated by spaces
(e.g., 172.120.0.1 192.168.0.0/24 10.0.0.1-100.0.1).

Match DSCP

Accessed by clicking the Basic tab. If this check box is enabled, the filter entry will match on a specific
DSCP. Select the DSCP value from the combo box. To match on multiple DSCP values, add more filter
entries since only one DSCP value can be specified per filter entry.

Match Device Interface

Accessed by clicking the Basic tab. If this check box is enabled, the filter entry will match flows based on
a specified device interface. Select a device and an interface from the combo boxes. Select a filter option:

Button Description

Input or Output Filters on traffic in both directions
Input Filters on incoming traffic
Output Filters on outgoing traffic

Match Flow Size

Accessed by clicking the Advanced tab. If this check box is enabled, the filter entry will match flows
based on a specific range of packet sizes (kb), a specific range of flow rates (Kbps), or numbers of pack-

Match Protocol/Ports
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Note

Note

Note

Note

ets in the flow. Select Rate, Bytes, or Packets from the combo box and enter upper and lower limits in
the fields provided. Click Max to automatically reset the value to the default: 4,924,967.

If a flow has no packet information (i.e., null), the filter will not attempt to match against it. Flows with
zero values will be matched if that value is included in the specified range.

Match TCP Flags

Accessed by clicking the Advanced tab. If this check box is enabled, any combination of TCP flags can be
specified for filtering. Select AND (default) or OR Boolean matching from the combo box. When using
AND matching, the flags set in the flow must match the filter’s flag setting exactly to register a match.
With OR matching, a match will be registered if any of the flags specified in the filter is present in a
flow; no match will be registered if no flags are set in a flow.

If a flow has no TCP flag information (i.e., null), the filter will not attempt to match against it. LiveNX
will not specifically check for TCP protocol flows when matching TCP flag information.

Match Autonomous System Number (ASN)

Accessed by clicking the Advanced tab. Select an option from the combo box and enter the Source and
Destination ASNs in the text boxes (maximum of 200 characters each). Each text box can accommodate
space-delimited ASNs, and an ASN range denoted with a dash (-) between the lower and upper bounds
of the range, with no spaces. Values within an entry field will be OR matched.

Match ASN Regardless of Enables the Source and Destination fields. Matches all flows with either specified source or
Source or Destination destination values,

Match Source ASN, Any : " e
Destination ASN Enables the Source field. Matches all flows with the specified source values.
Match Dastinatian ASN, Ary Enables the Destination field. Matches all flows with the specified destination values.
Source ASN
Match Source and Destination  Enables both the Source and Destination fields. Matches all flows with both the specified
ASN source and destination values.

Currently, only 2-byte ASNs (range 0—65535) are supported (refer to RFC 5396, Textual Representation
of Autonomous System (AS) Numbers).

Match Next Hop, IP, Range, Subnet

Accessed by clicking the Advanced tab. If this check box is enabled, the Next Hop IP filter will filter on
single IPs, space-delimited IPs, IP ranges, or subnets (using CIDR notation). This filter matches against
the Next Hop IP address rather than the source and destination IP information for a flow. Disabled if
Both IPv4 & IPv6 is selected.

Enter a maximum of 200 characters. Denote a range with a dash (-) between the lower and upper
bounds of the range, with no spaces. A valid range cannot have equal lower- and upper-bound values.

If a flow has no Next Hop IP information (i.e., null), the filter will not attempt to match against it. If the
filter is enabled, but no value is entered in the text box, the filter will behave as if it is not enabled. A zero
Next Hop IP value (e.g., 0.0.0.0) will only be matched if a zero IP address is entered in the text box.

Match TCP Flags
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Match IPv6 Flow Label

Accessed by clicking the Advanced tab. If this check box is enabled, the flow label filter will filter on sin-
gle IPv6 flow label values or ranges of space-delimited values. Acceptable flow label values must fall
within the 1-1048575 range. Disabled if IPv4 Only is selected.

Match MAC Address

Accessed by clicking the Advanced tab. If this check box is enabled, the filter will match on space-delim-
ited values or ranges. Supports dashes (-) and colons (:) as delimiters, as well as the Cisco standard dot-
ted notation for MAC addresses (e.g., XXXX.XXXX.XXXX).

Option Description

[Mterviac Adcieszas Enables the Source and Destination fields. Matches all flows with either specified source or
Regardiess of Source or destination values.
Destination
Match Source Mac Addresses,
Any Destination Mac Enables the Source field. Matches all flows with the specified source values.
Addresses

Match Destination Mac
Addresses, Any Source Mac Enables the Destination field. Matches all flows with the specified destination values.

Addresses

Match Source and Destination  Enables both the Source and Destination fields. Matches all flows with both the specified
Mac Addresses source and destination values.

Match VLAN

Accessed by clicking the Advanced tab. If this check box is enabled, the filter will match on individual
values or ranges. Acceptable VLAN values must fall within the range of 1-4095.

Option Description

Match VLAN Regardless of Enables the Source and Destination fields. Matches all flows with either specified source or
Source or Destination destination values.

Match Source VLAN, Any

Destination VLAN Enables the Source field. Matches all flows with the specified source values.

Match Destination VLAN, Any

Enables the Destination field. Matches all flows with the specified destination values.
Source VLAN

Match Source and Destination  Enables both the Source and Destination fields. Matches all flows with both the specified
VLAN source and destination values,

Protocols/Applications Setup

The Protocols/Applications Setup dialog box allows the creation of custom match filters based on pro-
tocols/port numbers.

Match IPv6 Flow Label
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o7 Create Definition [ Copy 3¢ Delete H9] Rename

Defined Protocols/Applications: fesi

Entries
[}, AddEntry [57 Add Defined Prot/App [5 Delete

Note: Defined protocols/applications added as entries are not editable here,
but can be edited by selecting them in the drop-down box above,

Entry Details
Layer 4 Protocok |UDP (17) -

Ports

[Match Ports Regardless of Source or Destination

Source: ‘161

Destination: ‘ _
Enter port numbers or ranges separated by spaces (e.g., 80 88-443)

ok [[Lcancel ]

The commands at the top of the dialog box apply to the container definitions in the Defined Protocols/
Applications combo box:

Button Description

Create Definition Creates a custom match definition container
Copy Copies the select match definition container
Delete Deletes the selected match definition container
Rename Renames the selected match definition container

Once a match definition container is selected from the Defined Protocols/Applications combo box,
match entries can be added to it. Match entries are listed in the Entries tree view. Each matching entry
identifies a specific protocol (e.g., application)/port number or range. A set of button commands allow
the addition of match entries.
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Button Description

Add Entry Adds a new defined protocal/application entry
Add Defined Prot/App Adds an existing defined protocol/application entry
Delete Deletes a defined protocol/application entry

To edit a matching entry, select it in the Entries tree view by highlighting it. Once a matching entry is
selected, the Entry Details options are enabled.

Flow Color Mapping

The Flow Color Mapping feature allows the assignment of colors to Flow connectors to easily view traf-
fic characteristics at a glance. The Flow Color Mapping options are:

¢ DSCP—color flow by DSCP marking

*  Port—color flow connector by port and by source/destination/both

*  IP Address—color flow connector by IP address (ingress/egress/both)
*  Byte Count (default)—color flow connector by byte count

*  Rate—color flow connector by rate * Display Filter Colors—color flow connector by the assigned
filter

To modify Color Mapping options, click the Color Mapping Configuration icon xxx and select one of
the attributes listed in the menu. See the Flow Filters section for information on assigning colors to flow
filters.

Note IPv6 is not fully supported
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Flow Path Analysis

LiveNX provides detailed end-to-end traffic performance using standard Flexible NetFlow packets,
general MIB information and the LiveNX alerts. The Flow Path Analysis, Medianet Flow Path Analysis
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and Application Visibility and Control (AVC) Flow Path Analysis features combine this information
into a single table that can be used to troubleshoot problems on the network using a specific flow. This
feature is accessible from the tables and topologies in the flow system, device, and historical playback
views, as well as the Top Analysis report. Flow alerts and performance measurements statistics are pro-
vided on a per hop basis. The following steps show how to access the Flow Path Analysis through the
flow system topology view.

*  Step 1: Go to the Flow tab in the System Topology View
*  Step 2: Filter for either Basic Flows, Medianet flows or AVC flows

*  Step 3: Right click on the flow of interest and select Show Flow Path Analysis, Show Medianet Flow
Path Analysis or Show AVC Flow Path Analysis

The first two examples show access to the Flow and the Medianet Flow Path Analysis through the sys-
tem topology. The third example shows access to the AVC Flow Path Analysis through the AVC tab
within the System Flow Table.

T Vam Gt Gob o Mowtng BILA LN Tews Beem Wiodes Dee Hep |
[P - Gob Ve Roey | Bk | i
0 T |6t bt [t s [ e

¥ @ CEAmA . = P
8 o T e

I -
4 5ystem Flow Table o
Basic Flow | Medianst ~ Applcation (AVC) | NEEL |
Color  Protocol  SecIP Sre Country Dst IP Dist Port  Dsk Counbry AppName DSCP TotalBytes NDSum  Retransm
= T 118111 [l CNfChina 218111 B0 = IR/ffran, Islamic Republic of share-point 0 (BE) 619KB  24ms -
e Bl Ching 1 0Ee) 3KE 24ms|
TCP 10.0.6.100 - 10.0.3 St'!ﬁ;’ Application (AWC) Flow Path Analysis | 0@ 08 oms
EH Tr 1.232.1.1 s KRMorea, Republicof 2,232 7 { 0{Ee) oe Oms
. D Custom Application Based on Flow...
B T 12311 s KRXorea, Republcof 2.2 £ EUstom-PRIlcEuOn Baed on HIow {o@e 08 ome
E e 1.240.1.1 ! ¥R Morea, Republicof 2.240 Add 2,180.1.1to [P Blacklist t 0(EE) a8 Oms
[ T L24LL1 i KRXKores, Republicof 2.241 Add 2.180.11 to 1P Mapping ¢ 0@EE) 08 oms 1
B T 1.242.1.1 e KRjMorea, Republicof 2.242 ) t 0(eE) o8 Oms 5
B T 1.243.1.1 ‘s; KRMorea, Republicof 2.3243) Copy 2.180. 1.1 to clipboard ' 0 (Ee) o8 oms
M T 1.244.1.1 = KR Xorea, Republic of 2.244 Export Flow Data ! o (BE) a8 oms
B e 1.245.1.1 | i KR/Morea, Republicof 2.245 e+ togmar serepoerd 0 (BE) 08 Oms
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B T 1.247.1.1 s ¥R Korea, Republicof 2.247.1.1 50 M DE fGermany shars-point 0 {BE) o8 oms
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Evaluate table results

LiveNX identifies the Flow, Medianet or AVC flow across the system based on the 5-tuple (source IP
address, destination IP address, protocol, source port and destination port) and the RTP SSRC value.

The header information above the table entries describes the flow under analysis listed in order: proto-
col, source IP address, source port, destination IP address, destination port and SSRC value. The date
and time range corresponds to the range of the query period (currently fixed at 5 minutes). Click on
Refresh to update the table with the most recent data.

Flow Path Analysis
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Devices are displayed as column headers from left to right corresponding to the order that the flow tra-
verses through the devices. The ordering of the columns is user-selectable; to reorder the columns, click
on the device name in the column header, then click-drag the columns to reorder.

The row headers represent device, interface or performance attributes. Entries within a given row indi-
cate the attribute value at the device shown in the column header. Medianet attributes include Jitter

Mean, Packet Loss Count, Packet Expected Count and Packet Loss %; these statistics are not available in
the Flow Path Analysis. AVC attributes include Application Delay Average, Network Delay Average and
Retransmissions. Red or yellow table entries indicate performance exceeding alert or drop thresholds as

defined in Tools > Configure Alerts.

& Flow Path Analysis (= | |
Flow: UDP 192.0,2.35:4805 -> 10,0,2.25:5004 1/27/14 1L:26:00 AM - 1:31:00AM [ Refresh | [ ShowFath |
| 2021Deme-67 111 1941-WAN-67_113  2921-Demo-§7_112
'J'_')gwcgﬂm 7411 19415 AN-f 3 2621De 67112
ECPULIsagl! 72-77% 58-95% 55-58 %

InlF + GigabitEthernetd/1 GigabitEthernet/1 GigabitEthernetd/1
[OutIF + ‘GoabitEthernet0f2  GigabliEthemnetd/i  GigabilEthemnet0/2
-_T.n QoS Policy + BaselngressPolicy Policy_MBAR No Policy
lout Qos Policy + WAN-Shaging WAN-Shaping Parent-Shaper
BitRate 222 Kbps - 4 Mbps SMops - 5Mbps 394 Kbps - 405 kbps
+ QoS AlertEnabled Ml Threshold Crossing Alert (TCA) Interface/QoS Policy Drops

e "; I'Bé Beth A T
Flow: UDP 192.0.3,25:5003 -> 192.0,2,25/5003 SSRC: 30583

; .___:.._. —

9/30/13 10:06:21 PM - 10:11:21 PM l Rnirul! J‘ Show Path I

S6-64%

1941-WAN-67_113.referentia.com 2921-Demo-67_111.referentia.com  cat3SAOX-67_107

3t S5 6000

|CPU Usage +
IntF+ FastEtharnetd1/1 GigabitEthernet)/2
;omr + } erret GigabiEthernetof |
iInQuﬁPnlcy + No Policy No Policy
1Out QoS Policy + WiAN-Shaping No Policy

Mean 2.60-3.70ms 0.93ms
Pachet Loss Count 0 o
Packet Expected Count 435-6,176 3,634
Packet Loss % ” 0.00 % 0.00 % 4181 %
Loss Event Count * 0 o I
[Forwarding Status Forwarded Forwarded Unknown
immnu 19 Kbps - 274 Kbps 161 Kbps 0bps - 3 Kbps
IP B Rate Obps - 280 Kbps Obps - 164 Kbps 0bps - 3Kbps
[DSCP and [PV Traffic Class €55 (40) €55(40) 55 (40)
* Medianet Alert Enabled  + QoS Alert Enabled I Ok (No Medianet Alerts) Il Threshold Crossing Alert (TCA) Interface/QoS Policy Drops [l Unknown

In cases where devices within a given Medianet or AVC flow do not support Medianet or AVC, then the
Medianet or AVC related attributes will be blank, as shown in the 2921-Demo-67_112 device column

shown below.
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BN Een
Flow: TCP 1.4.1.1 -> 2.4.1.1:80 10/27/14 11:53:00 AM - 11:56:00 AM L Refrash ] [ Show Path ]
LANIKAL_2521_1-105 LANIKAI_1941_1-106 LANIKAI 2921 _1-107

DeviceName  |SLANIKATI29210I50S ERTIEIE 0 LANTKAL 292 21107
Applcation share-poink share-paoink share-point
cpuusage% 4% 82-84% 75-77%
Tn IF + GgabitEthernetof1 GigabitEtherneto/1 GigabREthernat0/1
out IF + GgabitEthernetlf2  GigabitEthernetjo GigabitEthernetn[2
It QoS Policy -+ SET_DSCP Mo Palicy  11€- Makch_GI01_In
OutQos Palicy +  SHAPING Mo Policy MarnikorUsinghlbar_GI0Z_Out
(=la g EE(0) BE (0) BE (0)
App Delay &vg Oms - 16 ms

¥ Delay ... 12 ms - Z0ms
m““
Bit Rate 11 Khps 154 Kbps 11 Kbps
* AVC Alert Enabled  + QoS Alert Enabled .OK(NDQVCM? W Threshold Crossing Alert (TCA)  © Interface/QoS Policy Drops [ Unknown

Flow: UDP 192,0,2,35:1083 -> 10.0.2.25/5004  S5RC: 2221342720

2921-Demc-67_111 referentia.com 194 1-WAN-67_113, referantia,com 2921-Dema-67_112 referentia.com catISe0x-67_107
Deevice Name 2 1 2 mioe 6 1 ak 07|
CPU Usage +
In IF +
OutIF + o
1n QoS Palicy + Palicy_NEAR
Ot QoS Policy + 3 haping
Jiter Mean 0.47 -2.10ms
Facket Loss Courit o 11- 10,494 -
Packet Expected Count 14,802 - 35,666 174 -29,43¢ = 15,647 - 33,480
Packet Loss % * 0,00 % 6,32 - 35.65 % - 0.00-19.1% %
Loss Event Count * 1] =
Forvwarding Status Forwarded Forwarded — Lirkriown
Media Bit Rate * -
1P 8it Rate 221 Kbps - 856 Kbps -~ 710%bps- 1 Mbps
DSCP and 1PvE Traffic Class AF41{34) AF41(39) - BE (0)
Last Media Event Normal Normal o Tarmal
Bit Rate = = 386 Kbps =
* Medianet Alert Enabled  + QoS Alert Enabled W OK {No Medianet Alerts) W Threshold Crossing dlert (TCA) Interface/Qo5 Polcy Drops M Unknown
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Attribute

Device Name

CPU Usage

InIF

Cut IF

In QoS Policy

Out QoS Policy

Jitter Mean

Packet Loss Count

Packet Expected Count

Packet Loss %

Loss Event Count

Forwarding Status

Media Bit Rate

IP Bit Rate

DSCP and 1Pv6 Traffic Class

Last Media Event

Application Delay Average

Metwork Delay Average

Retransmission Count

Value

Device Name

Min & max % values for the
defined gquery period

Input interface name

Qutput interface name

Input QoS policy name. The
policy name reflects the
current policy applied even if
the query time is in the past.

Output QoS policy name. The
policy name reflects the

current policy applied even if
the query time is in the past.

Min and max mean values for
the defined query period.

Min and max packet loss
values for the defined query
period,

Min and max packet expected
count values for the defined
query period,

Min and max packet loss %
values for the defined query
period,

Min and max loss event count
values for the defined query
period.

Medianet forwarding status.

Min and max Medianet bit
rates over the defined query
period,

Min and max Medianet P bit
rates over the defined guery
period.

The DSCP value,

The last Medianet media
event within the query period.

Average application delay in
milliseconds.

Metwork delay in millisecands.

Retransmission count.

Color
Note: Only alerts and are used to i
the device color.
Green: Mediznet alerts enabled, none exceeded alert
thresholds.

Red: At least one Medianet alert exceeded threshold.
Gray: No Medianet alerts enabled or missing data.

Red: CPU usage exceeded alert threshold.
Amber: Ingress interface drops exceeded enabled drop alert
threshold.

Amber: Egress interface drops exceeded enabled drop alert
threshold.

Amber: Class drops detected in the input policy.

Amber: Class drops detected in the input policy.

Red: litter mean value exceeded enabled mean jitter alert
threshold.

Red: Packet loss % exceeded enabled packet loss % threshold.

Red: Loss event count = 0 and media loss event alert enabled.

Red: Media bit rate count exceeded enabled media bit rate
threshold,

Red: AVC network delay time per connection exceeded
enabled AVC network delay time threshold.

Red: Retransmission count exceaded enabled retransmission
threshold

*  A“*”isappended to the end of the attribute name if the corresponding Medianet or AVC alert is
enabled within LiveNX.

* A “+”isappended to the end of the attribute name if the corresponding Device/QoS alert is
enabled within LiveNX.

Step 5: Click on Show Path in the Path Analysis Table to visualize and iso-
late the Flow, Medianet or AVC flow through the system topology

The flow colors correspond to the device colors in the Basic, Medianet or AVC Flow Path Analysis table.
After clicking on Show Path, if you click on Refresh, only the Path Analysis table will update; you will
need to click Show Path again to reflect the updated path results.

Flow Path Analysis
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Note Other operations in the flow system view such as changing the filter, refreshing, or merging/unmerging
flows will remove the path analysis flow and redraw the system view normally. Click Show Path to

redraw the path analysis flow.
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Historical Playback

The Historical Playback feature in the Flow device-level view replays the historical Flow data collected
over the previous 24-hour period. This feature has access to all the Flow data collected by LiveNX, and
all the filtering options are available. Device-level flow playback can be shown in 10-second, 30-second,

1-minute, 5-minute, 30-minute, or 1-hour frames.

To open the flow historical playback feature, click Flow > Historical Playback.

Note Historical Playback may cause flows to be dropped.

Below is an example of the Historical Playback display:
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- | | "Defaulitercrou ﬂmcﬂm ~ | End Points: 1P address

e 'l J"Qﬁ“"“””"u * AT TP T TR

Time Protaes Ste I Addr See Part Sre Chitry D=t TP Adde
12:00:19 AM LoP 17216.67.145 61473 - 172.16.67.113
12:00:30 AM = 2244,L16 -] I DEjGermany 1,244,111
12:00:30 AM TP 224414 443 T DEjGermany 124411
12:00:30 AM TP 22311 110 I B Europe 15,01
12:00:30 AM TCP 23L11 110 EiS GAjunited Kn,,. 13111
12;00:31 AM ™ 24311 110 ' ] 143,11
12:00:31 AM Lop 2411 55,541 LEARRFrane 1411
12:00:31 AM Lo 1411 23,000 il cHfchna 2411

Dst Port pplcation
161 smp
4,265 hitp
4,244 secure-http
2,873 2op3

2373 pop3
2873 Foed
3,050

55,542

1 Vi | Cormaria |
Wideo | [Smwes

Create ACLs Based on Flows

Access Control Lists can be created directly from the system flow view. Right click on a flow (not
merged) in the topology view and select Create ACL based on flow.

-
< %
Unknown
= | k4
Local Fa0
' Reports 3
777
( ( Create Display Filter ’
K N Add to Current Display Filter
Mo Display Filter

| Unknown

The resultant ACL Extended rule menu will appear with the relevant source IP, destination IP and port

information already filled in.
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For additional details about managing Access Control Lists, please see Chapter 12, Tools.

Flow Buffers

The Flow buffer status indicators will display the states of the Flow buffers.

-
The

(4154 R | & Srreinms e SJemmenanie 2] Ggurine =]}

I *
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NetFlow buffer status indicator  sFlow buffer status indicator

*  Green = normal
*  Red = buffer overflow

The buffers will, under normal operating circumstances, remain green. If the indicator turns red, this
indicates that the flow buffer has been exceeded. For Cisco devices, decreasing the number of devices
utilizing NetFlow Collector mode will help remedy the situation.

The limitation of the flow buffer is determined by the performance of the Server or Node on which
LiveNX is installed.

Flow Data Status

LiveNX also provides a report showing the status of flow data collection. To open the Flow Data Status
dialog, select Flow > Data Status Report

Click Execute Overflow Status to view overflow, packet rate, and drops.
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Click Execute Flow Counts to view current statistics for flow collection. Use the combo box to select 1,
6, 12, or 24 hours of data. The total flows and flows per second statistics are for the chosen duration.
The flow count is the aggregate of flows overall flow technology types.

{ Ji ] Flow Data Status

Overflow Status

Execute Overflow Counts Node * Total Drops 1

Current Overflow:
Has Ever Overflowed:
Current Packet rate:
Total Drop:

Current Drop:

Flow Counts -
Execute Flow Counts
Perform a full query for the count  Data for last = 1 minute <]

Totals

Overall: 99,465 flows. 1,657.75 flows per second.

Mode 2 Device Count Flow Count Flow Rate (fps) .

Local 41 99,465 1,657.75 |
Device 3 Node 2 |P Address Flow Count Flow Rate (fps) x
ASA Firewall Local 10.100.51.19 21,302 355.03
CS-C3850-23-31.liveaction.com Local 10.100.51.1 20,795 346.58
AppleFastLane-4331 Local 10.100.51.21 12,054 200.9
FortiGate Firewall Local 10.100.51.29 8,977 149.62
SE-LiveWire-NY Local 10.100.50.80 6,207 103.45
RTR-DC-MPLS Local 10.100.51.4 6,184 103.07
RTR-DC-CORE Local 10.100.51.3 5,909 98.48

Database File Size

Over time, collecting Flow and QoS historical data can consume a considerable amount of disk space.
To view and modify the database storage settings, select Options from the Tools menu, and then click
Database.
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@ Options
M= |
O ‘Local |
Preferences Use 'All nodes' config
@ Qa5

= Database location: /data/livenx-server/data/nodes/Local /data/snmpstore Backu
Database size: 28.418 CB (28.102 GB available for deletion) Rese
/| Automatically purge data older than 180 days (1 to 999 days) Purg:

Before purging, archive to: _Local

Security Hlow:

Database location: /data/livenx-server/data/nodes/Local/data/flowstare Backu
Database size: 78.187 GB (74.086 GB available for deletion) Rese
/| Automatically purge data older than 30 © days (1 to 365 days) Purg:

Before purging, archive to: _Local

~Alert

Database location: /data/livenx-server/data/nodes/Local/data/alertstore2 Backu
Database size: 144.279 MB (136.275 MB available for deletion) Rese
/| Automatically purge data older than 60 days (1 to 365 days) Purg:

Before purging, archive to: _Local

Long-Term

- . . . e P . . . P e -~ . |- BV P

Apply Close

IP Mapping

The IP Mapping feature allows the mapping of an IP address or hostname to a user-defined label. This
feature only affects the labeling within LiveNX and does not affect any actual DNS or hostname config-
urations.

IP Blacklist

The IP Blacklist feature allows the identification of IP addresses or hostnames that will appear in red in
the topology, device, flow table, and historical views. This is a method of identifying quickly and visu-
ally any known anomalies. Alerts can be configured to notify the users when blacklisted IP addresses
occur in the flow data.

Alerting

See Chapter 12, Tools for information about configuring Alerts.

NetFlow Collection

LiveNX is able to receive NetFlow from an array of different network devices. These devices mainly con-
sist of Cisco, but LiveNX can also receive flow data from several different vendors. The following will
describe mostly Cisco routers and switches.

Cisco Device and NetFlow Version Support

LiveNX NetFlow currently works with most Cisco routers and some Cisco switches.
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Devices Supported Cisco NetFlow Version | Cisco 10S Version
Cisco ASA 5500 security devices Version 9 ASA 8.3
Cisco ASR 1000 series routers Versions 5, 9 2.6.0 (12.2.{33)%XNF)
Cisco 800 series routers Versions 5,9 12.3,12.4,15.0,15.1
Cisco 1800 series routers Versions 5,9 12.3,12.4,15.0,15.1
Cisco 1900 series routers \ersions 5,9 15.0,15.1
Cisco 2600 XM series routers \ersions 5,9 12.3,12.4
Cisco 2800 series routers Versions 5,9 12.3,12.4,15.0,15.1
Cisco 2900 series routers \ersions 5,9 15.0,15.1
Cisco 3600 series routers Versions 5,9 12.3,12.4,150,15.1
Cisco 3700 series routers Versions 5,9 12.3,12.4
Cisco 3800 series routers \ersions 5, 9 12.3,12.4,15.0,151
Cisco 3900 series routers Versions 5,9 15.0,15.1
Cisco 7200 series routers \ersions 5,9 12.3,12.4
Cisco 7600 series routers* Versions 5, 9 122
Cisco Catalyst 4500* Versions 5, 9 12.2
Cisco Catalyst 6500% Versions 5,9 122

Note See http://www.cisco.com/go/fn for more information on required hardware for these platforms

LiveNX NetFlow Process Overview

The diagram below shows the LiveNX NetFlow components and how they fit into the process.

Device Filter = ’ lay G
Top 200 Flows ers
Short Term
LA B ]
b

Long Term
Reports

Flow
Dashboard

Long Term Y =
Flow Store

Collector Polling Modes

Topology
View

Cisco devices can provide NetFlow data in one or two different modes. LiveNX supports only Collector

mode polling.

Databases

LiveNX stores raw flow data in the flow store database to generate flow topology views, short-term

reports and flow related alerts. The raw flow data gets aggregated every 15

minutes and stored in the

LiveNX NetFlow Process Overview
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long-term store database to generate the flow dashboard and the long-term reports. Long-term reports
include scheduled reports with durations of greater than 4 days and ad hoc reports based on the flow
dashboard. Custom flow reports (i.e., flow reports created using user-defined fields) regardless of dura-
tion length are generated using the raw flow store database.

Device and Display Filters

To make it easier to isolate and view specific flow information, LiveNX provides extensive filtering
options that can be applied to both real-time and historical displays. Device filtering allows you to col-
lect specific flow data from the devices and to reduce the amount of NetFlow information LiveNX pro-
cesses.

Real-Time and Historical Displays

The real-time display gives you current NetFlow data, plus live visualizations at the topology-, device-,
and interface-level views. The historical display review allows you to recall and visually examine
detailed device-level information from the database.

Cisco NetFlow Collector Commands

The software will set up the NetFlow commands automatically on the device. Users can also manually
change or add settings to adjust the behavior and performance of the device. The following table shows
some of the NetFlow commands that are available. The Image below also shows the relationship
between a flow in the network device and when NetFlow Collector data is sent back to LiveNX NetFlow.
Additional information on NetFlow is available on the Cisco website.

(] L]

' ]

1 Active Timer [ ] Inactive Timer
w (default 30 minutes) I.’n (default 15 seconds)
[~ LT 1 -- e

] s ]

[] NetFlow 4 NetFlow

: :

Note Various timers and their effects as a new traffic flow starts and ends, traversing the network device.
Based on a timer, the network device will forward a notification to the software, which will then display
data on the screen.
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NetFlow Command | Description

This command specifies when NetFlow Collector information is sent after a flow
becomes active. By default, the last value in the argument is 30, which means long-

ip flow-cache timeout active 1 lasting flows over 30 minutes will not show up until they hit this timeout value. For
more interactive debugging, a value of 1 minute is suggested, which will have the
effect of more information being sent to the software.

oWt et mEoutinatira s This cammand specifies when NetFlow Collector information is sent after a flow
P becomes inactive, By default, the timeout value is set to 15 seconds,

This command is automatically set up by the software to tell the device where to
send NetFlow Collector information (IP address of the PC where the software is
installed). The last value is the port number typically used.

ip flow-export destination [ip address]
2055

The software currently supports NetFlow versions 5 and 9. If NetFlow is not
ip flow-export version [Version Number]  configured on the device, the software will enable version 5. If NetFlow is already
configured on the device, then the software will operate with that NetFlow version.

This command can be used to tell the device which interface to use for sending

ip flow-export source [interface] . :
NetFlow information to the software.

These commands are issued on a per-interface basis for collecting NetFlow

ip flow ingress information on flows In either direction. By default, LiveNX will configure egress and

ip flow egress ingress NetFlow export for a Cisco routing device interface. This can be changed

manually at the command line.

Note Some Cisco devices may not support egress export, and LiveNX will indicate the egress commands that
failed. Unless the ingress commands also show up in the failed list, they will have been applied
successfully. See http://www.cisco.com/go/fn for more information on supported platforms.

Flexible NetFlow (FNF)

Flexible NetFlow allows user-configurable NetFlow record formats, selecting from a collection of fields:
® Key, non—key, counter, timestamp

¢ User-defined NetFlow key fields

Advantages

*  Tailor a cache for specific applications not covered by the existing 21 NetFlow features in
traditional NetFlow

* Different NetFlow caches (e.g., per subinterface, per direction [ingress, egress], per sampler)

*  Better scalability, since flow record customization for a particular application, reduces the number
of flows to monitor

Features for Tracking

*  Layer 2 for switching environments
*  Layer 3 and Layer 4 for IP info (more so than with traditional NetFlow)
*  Up to Layer 7 with deep packet inspection (NBAR integration in IOS 15.0.)

*  Medianet Performance Monitoring

Platforms

See http://www.cisco.com/go/fn for more information on supported platforms. Beginning with Cisco
IOS Release 12.4(20)T, traditional NetFlow for IPv6 is being replaced by Flexible NetFlow for IPv6.
Cisco Express Forwarding (CEF) or distributed CEF (dCEF) is required.
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Configure Flow

The Configure Flow feature allows each device to get configured for either standard or Flexible Net-
Flow. Click Flow > Configure Flow or by right-clicking on a device in the device view and then selecting
Flow > Configure Flow. This capability is available to Admin and Full-Config user roles.

After clicking on Flow > Configure Flow, LiveNX displays a Flow Configuration summary table listing
all the devices discovered by LiveNX as well as its properties including Type, IP Address, Description,
Tags, and several Flow Configuration Options.

s 2020 s e

Instructions
Select devices to configure flow

Flow Configuration Table

Sal...  Device Type IP Address Deseription  Tags - Traffic.., Apple... Voice/id... Tradb,.. Custom

@ 1336_Black_Core Standard - 192,165,133 Csco 105 5. bridg... o L] ©
@ 1811-13 Standard > 192.168.1.13 Ceeco 105 5... - LY L] o
@ 1811-240 Standard =,192,168,1.240 CscoI0SS... L] L= L] .
@ 1991 WAN-67_113 Standard ~ 172,16,67, 113 OCsco1055... - e L] [
& 2921-Demo-67_111 Standard » 1721667, 111 CEcoI0SS... -
N T oo - (TN I I NI I N
| @ 3750-235 Standard ».192,168.1.235 Cso1055...
= . - 2921-Demo-67_112
@ 3259PN-153 Standard » 192,188,1,163 CscolOSS.. - ©| | iveAction FNF configuration found|  ©
| @ 503145 Standard w |192,168.1145 OscolO55... - - LIVEACTION-FLOWMONITOR
-~ GigabitEthernet)/1 |
-== GigabitEthernet(/2 .
Hep «== | popbacid Closs
= --- Tunnel) -

The Type drop-down field is used to determine the device series. Default is standard. Other options are
the Catalyst 3850 (two flow monitors for monitoring an interface: ingress and egress), Catalyst 4500
(only allows monitoring in the ingress direction) and Catalyst 6500. LiveNX takes a best guess at the
device type; the drop-down selection allows you to change the Type as needed.

The IP Address is the IP Address of the device.

The Description is the description field retrieved from the device. It should match the Description field
that is shown in the LiveNX system device expanded view.

The Tags are the compilation of the labels, capacities, WAN, Sites, and Tags that you defined for that
device. Creating labels, capacities, WAN, Sites & Tags are covered in Chapter 12- Reports.

The Traffic Statistics (FNF), Application Response Time (AVC), Voice/Video Performance (Medianet),
Traditional NetFlow and Custom (Flexible NetFlow settings not set by LiveNX) flow configuration
options summarize the device’s capability to support the various flow configuration options, as well as
to show the flow configuration currently configured on that device.

*  Agreen LED indicates the flow technology that is configured on that device.

* A white LED indicates the flow technology that is supported on the device, but is not currently
configured.

*  The LED with the strikeout marking indicates a flow technology that is not supported on that
device.

In the example shown above, the 2921-Demo-67_112 device has Traffic Statistics (FNF), Application
Response Time (AVC) and Voice/Video Performance flow technologies configured, while Traditional
NetFlow and Custom NetFlow are supported, but not configured.

over over an entry in the flow configuration columns to get additional details about the flow configura-
tion by the interface.

Type in an alphanumeric string next to the magnifying glass to filter the flow configuration table.

Configure or modify your device’s flow configuration by clicking on the leftmost check box and clicking
on Configure Selected. After loading in the device configurations, LiveNX will expand the device
entries in the Flow Configuration table to include the managed interfaces.

Configure Flow
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Flow Configuration
Instructions
Configure the type of flaw you wish to receive from the interfaces
Flow Canfiguration Table
a
| Devies Type [P Address Desgiplion. Tags  Traffic... Applica... VeiceMde.,, Tradbe,.. Custom
5@ 1386_Block_Core Standerd »|192.189.1.33  CecolOSSo. bridge.. © @ ¢ a
& FastEthernetd T im0t LINK_TO_SL... engine., [ - |5l |
S Tonnell sick bay - |
S Tunnell - transp... [} - - F B |
S [ I 77 T I — T
W Van201 - 10.54.200.1  SatCOMMem... bridge m - - = m| I
& Van2i6 - 10.54216.0  Tuwel 216V, tenfor,, [ E = 5} 1 |B
& vans+ - 10.54.200,3 WiMaxVLAN  weapons [T = = # |
& @ 2921 0emo67_112 Standarg =|1m867.112  Cemlossa.. @ © ® C ©
@ GgabitEthernetd/t - 10.0.3,1 1941 Dema-.. - 5] [} i} P |
@ CigabitEthametn 2 £ 192.0,4.2 catI?s0-E7_... - [5] 1] Ll [ |
% Loophackn - 1Z112.112.112 - [} B il B T
l | & Tunnelo 100. 100, 100. 112 W Fl i MM s |
[ el [ ssvewpewces | [ prevencu Revert Back ] Close

Click on a check box to toggle the various flow configuration options. A hyphen mark in a flow technol-
ogy entry indicates a flow technology which is unsupported by that device. Once a new selection is
made, the Save to Devices, Preview CLI and Revert buttons will be enabled.

*  Preview CLI - click on Preview CLI to review the commands that LiveNX will send to the device to
re-configure flows on the selected interfaces. Use the device table on the left to select a device in the

list.

2921 Demo-67_...

Standard

2921-Demo-67_112

config ©

clags-map LIVEACTION-CLASS-MEDIANET

no match access-group name match5004

exic

interface Loopback0

mace enable

exit

flow monitor type mace LIVEACTION-FLOWMONITOR-AVC
no record LIVEACTION-FLOWRECORD-AVC

exit

no flow record type mace LIVEACTION-FLOWRECORD-RVC
noe flow exporter LIVEACTION-FLOWEXPORIER

flow exporter LIVEACTION-FLOWEXECRIER
description DO NOT MODIFY. USED BY LIVEACTION.
destination 172.16.131.121

source GigabitEthernet0/0

transport udp 2055

template data timeout 600

option application-table

< | il

*  Revert — click on the Revert button to return your flow configuration settings back to the initial
state prior to any “Save to Devices” command.

*  Back - click on the Back button to return to the device the only view of the flow configuration

table.

*  Close — close the flow configuration table.

*  Save to Devices — LiveNX will ask you to confirm that you would like to configure the devices. If
confirmed, LiveNX will modify the flow configuration for the selected interfaces on the device. A
message will be generated to indicate successful re-configuration of that device or to indicate
details on the errors encountered during the flow configuration.

Configure Flow
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Sending Configurations Failed L & |

Sending flow configurations to some devices failed.
Please view details for more info...

| dose || <<Detais

Details:

e

Devices Failed: =

1386_Black_Core (192.168.1.33): A

Adding/editing flow exporter LIVEACTION-FLOWEXPORTER| =
Expected no response for "option application-table” commai

“option application-table i

% Invalid input detected at "~ marker.”

Adding/editing flow record LIVEACTION-FLOWRECORD was +
i — mo | ’

Enabling NetFlow
According to Cisco best practices, enabling NetFlow export consists of two steps:
*  Enabling NetFlow on the relevant physical and logical interfaces on the network device

*  Enabling the device to export the flow information from the device over the network
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Note

ltem Description

Working With Existing
NetFlow Tools

NetFlow Polling

Device and Software
CPU Utilization

NetFlow Bandwidth Usage

Starting NetFlow Collector
Mode

Specifying NetFlow Data Using

the CLI

NAT in Collector Mode

Accuracy and Flows From
Interfaces Without NetFlow

Removing Software as
Collector

Item

Software IP Address and Using
DHCP in Collector Mode

Firewall Issues

Scalability

MNetFlow Collector Expiration
Behavior

Because more than one NetFlow tool may be talking to a particular device, users should be
cautious when setting up the software with respect to these other tools, since some of the
settings may be incompatible. Also note that the 105 has limits on the number of NetFlow
Collector export targets.

LiveNX oniy supports Collector mode. Collector mode depends on the expiration of active and
inactive flows, and therefore may result in delays when depicting the flow characteristics within
the device,

Because NetFlow adds additional processing requirements on the device, users should monitor
CPU utilization from time to time. Also, if the Collector sends a lot of NetFlow data, this can
substantially increase CPU usage on the device and client PC. CPU usage can be reduced by
lowering polling rates or turning polling off for the devices, Merged flows can also be displayed
in place of individual flows to further reduce CPU usage on the PC. For NetFlow Collector mode,
settings can be changed on the device to reduce CPU usage, such as adding filters and reducing
the refresh rate of templates being sent. For more information, refer to the Cisco NetFlow
Configuration Guide.

In collector mode, a large amount of NetFlow packets may be sent from the device to the
software. For this reason, caution should be taken to understand the impact on the network
and the device. The settings can be changed from the Tools menu by selecting Options and
then clicking Polling. From the Interval column, select the polling rate from the drop-down list.
The indicator will tu(r.\ red if too much NetFlow data comes in from devices.

PU © | Memory © | NetFlow Buffer ©  sFlow Buffer © |

MetFlow must be enabled on the router or switch, which the software can do for you when the
device is added, When the flow is sent to the software and NetFlow polling is enabled, the
software will display NetFlow information,

Although LiveNX NetFlow does not require the use of the command line interface (CLI), the CLI
can be used, if desired, to set up the device for specific NetFlow data.

In Collector mode, the device will be sending the data back to the software. If the device is
behind a NAT boundary, it may not be able to send the packet back ta the PC on which the
software is running.

If NetFlow is not enabled on all interfaces, the flow view may have gaps and will not pravide a
true representation of the top flows in the device. For this reason, ingress and egress NetFlow
should be enabled on the major interfaces on the device.

When you properly exit LiveNX NetFlow while it is running in Collector mode, the software will
automatically remove itseif as a Collector export target. However, if the software is abnormally
terminated, the export target may not have been removed in the device. You can check this by
looking for ip flow-export destination in the running configuration, or by looking at the device’s
export status: To remove the Collector manually, issue the no ip flow-export destination
command directly on the device,

Description

When using the software in NetFlow Collector mode, care must be taken to ensure that the IP
address given to the device for the PC with the LiveNX software installed does not change. If
the PC with the installed software received its IP address by DHCP, it should either be
configured to always receive the same IP address or set up as 2 static IP address,

When using the software in NetFlow Collector mode, the user must ensure that the NetFlow
packets from the device can traverse the firewalls in the network, as well as onthe PC that is
running the software. NetFlow data is typically a UDP packet running on port 2055. This port
may need to be configured on the firewall to allow data to pass through.

The software can scale to include many devices, but the ability to scale is dependent on the
type of PC, its capabilities, the polling rate, and type of graphs being displayed.

The expiration timers can be adjusted to change how quickly the device exports NetFlow
records and how quickly flows will appear in LiveNX. The shorter the active and inactive times,
the more responsive the NetFlow display will appear. However, this may increase the amount
of processing required.

LiveNX is able to configure traditional NetFlow on most NetFlow capable devices. If you configure Net-
Flow using the Command Line Interface (CLI), you must decide whether to enable ingress NetFlow,
egress NetFlow, or both for each device. This decision depends on the intended use, topology, and
whether or not the device supports either or both directions.

Egress NetFlow is dependent on the version of Cisco IOS you are running. For more information, go to:
http://www.cisco.com/go/fn.

Enabling NetFlow
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Disabling NetFlow

The following example shows how to disable ingress NetFlow for an interface labeled “GigabitEther-
net0/0.”

myrouter#configure terminal
myrouter(config)#interface GigabitEthernet0/0

myrouter(config-if)#no ip flow ingress To disable egress NetFlow, use the ip flow egress interface sub-
command as follows: myrouter(config)#interface GigabitEthernet0/0

myrouter(config-if)#no ip flow egress

Note Ingress NetFlow is the most commonly used method. Egress NetFlow is more commonly used with
MPLS VPN. The MPLS Egress NetFlow Accounting feature allows you to capture IP flow information
for packets undergoing MPLS label disposition (i.e. it captures packets that arrive on a router as MPLS
packets and are transmitted as IP packets). Egress NetFlow accounting might adversely affect network
performance because of the additional accounting-related computations that occur in the traffic-
forwarding path of the router.

Advanced NetFlow Collector Commands

Cisco devices are able to support advanced capabilities, including the ability to filter or sample particu-
lar flows. This helps narrow down the NetFlow data that is sent to the software and also reduces the
CPU consumption of the device. NetFlow input filtering and random-sampled NetFlow features can set
up the device to collect data from specific subsets of traffic.

The NetFlow input filters provide NetFlow data for a specific subset of traffic by creating filters for
selected flows. By creating a class map for input filtering, this helps focus the NetFlow data on the
desired types of traffic. The random-sampled NetFlow feature randomly selects a packet from a
sequence of packets or provides the random sampling from the device’s NetFlow cache. The sampling
period can be adjusted depending on the amount of granularity desired. Additional information on
configuring these options can be found on the Cisco website.

Precautions When Using NetFlow Collector Mode

*  The amount of bandwidth used to send NetFlow data and its effect on device performance should
be verified.

*  NetFlow Collector in the software has to be manually started by clicking Enable Polling, or going to
the Tools menu and selecting Options, and then clicking Polling for each device when it is initially
brought in.

*  The software enables ingress and egress NetFlow and will collect all NetFlow data from the device,
but will only show the top 200 flows based on size. * Adjust the device NetFlow settings such as
filtering, sampling, template refresh, and various timers to ensure the device is within operational
limits.

Deployment Considerations

For optimal performance, the following are additional items that should be considered prior to deploy-
ing the LiveNX NetFlow technology module:
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Note

Note

LiveNX Flow Configuration

Cisco NetFlow

LiveNX NetFlow will automatically set up the device for proper NetFlow operations. Typically, the user
will not have to send any other commands to the device, except for specialized behavior or for flexible
NetFlow setups. The wizard for adding devices into the software will guide the user through the proce-
dure and send down the proper settings to the device.

Changes that are made to the device’s running configuration only. To make them permanent, these new
settings can be saved manually to the device’s startup configuration.

Default Flow Settings

By default, LiveNX listens for NetFlow Collector traffic on port 2055 and sFlow traffic on 6343. If you
need to modify these settings from their defaults, they can be modified in the “application.proper-
ties.example” file. Start by renaming the file to “application.properties” and edit it in a text editor.

Because it can generate a large volume of packets, polling for NetFlow Collector mode is turned off by
default. Polling can be enabled by clicking Polling on the Options dialog box, accessed from the Tools
menu by selecting Options, or by clicking Enable Polling in the device-level view.

If an interface sending NetFlow Version 9 IPv4 data, disable Version 5 data export on that interface;
otherwise, data may be double counted. If Version 9 is used for IPv6 data, Version 5 doesn’t need to be
disabled).

To edit the flow export port and data directory, go to: .. Program FilesLiveAction Server2.2configappli-
cation.properties

Device Configuration Notes

IPv4 Configuration

*  There must not be duplicated configurations between standard collection and Flexible NetFlow
(i.e. if all interfaces are set up for standard collection and one of those interfaces will be used for
Flexible NetFlow, standard NetFlow must be disabled on that particular interface).

*  When using Flexible NetFlow for IPv4, the minimum required fields must be met for LiveNX to
collect data. (Refer to the Minimum Required Template Fields table for a list of minimum required
fields. LiveNX does not collect data from all fields).

IPv6 Configuration

*  Ensure that multiple IPv6 Flexible NetFlow configurations that meet the minimum required
template fields are not created; otherwise, duplicated flows will be received.

*  When using Flexible NetFlow for IPv6, the minimum required fields must be met for LiveNX to
collect data. (Refer to the Minimum Required Template Fields table for a list of minimum required
fields. LiveNX does not collect data from all fields).

Medianet Configuration

¢ LiveNX supports both the RTP and TCP performance monitor flow record types.

LiveNX Flow Configuration
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Note If using Performance Monitoring Flexible NetFlow on the same interface with standard NetFlow
exports you may see the same flow show up twice (once for Medianet Performance Monitoring and
once for the standard NetFlow export).

Cisco Adaptive Security Appliance (ASA) Configuration

*  LiveNX collects modified standard template fields exported by an ASA. Configuration of ASAs is
not supported; you must set up access lists and flow export manually. Select the Monitor Only
check box on the Add Device dialog box when adding an ASA to the topology (i.e. no support for
QoS, IP SLA, Routing, or access control list management).

*  Refer to the Minimum Required Template Fields table for a list of minimum template fields
required for LiveNX to collect ASA data.

Minimum Required Template Fields

* A =Field required in order for LiveNX to identify and store ASA flows
* R ="Field required in order for LiveNX to identify and store flows

* S =Stored by LiveNX in its NetFlow database

* T = Part of standard 10S NetFlow template

*  N/A = Not applicable

’ IPvE LiveNX
Field Type (PurField | Field | uiField Description
Usage Name
IN_BYTES RS, T RS T Bytes Iﬂn:zmmg counter for the number of bytes associated with an IP
IN PKTS ST ST Packets Incoming counter for the number of packets associated with an
= 4 1P flow.
PROTOCOL KRET X Protocol 15 atocol identifier (e.g., TCB, UDP, ICMP, etc)
SRC_TOS R5T R,5T Dscp Type of Service byte setting when entering incoming interface,
TCP_FLAGS 57T 5T TCP Flags  Cumulative of all TCP flags seen for this flow.
L4_SRC_PORT ARST AS' F_:_‘ S TCP/UDP source port number (i.e., FTP, Telnet, or equivalent).
Src 1P
IPV4_SRC_ADDR ARST Addr IPvd source address.
SRC_MASK ST sm;r:ﬁx Source address subnet mask length.
INPUT_SNMP AR5 T AS’ :IR_‘ e Input identifying interface index.
14_DST_PORT ARST AR, Dst Port TCP‘_I’UDP destination port number {iLe., FTP, Telnet, or
S equivalent).
Dst P et
IPV4_DST_ADDR ARST Addr IPv4 destination address.
DST_MASK 5T D pref Destination address subnet mask length,

Len
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1Pvd Field
Usage

LiveNX
GUI Field
Name

Description

OUTPUT_SNMP ARST
IPV4_NEXT_HOP 5T
SRC_AS s, T
DST_AS s, T
LAST_SWITCHED RS T
FIRST_SWITCHED RS T
IPV6_SRC_ADDR
IPVE_DST_ADDR

IPV6_SRC_MASK

IPV6_DST_MASK

IPVE_FLOW_LABEL
ICMP_TYPE ‘5

FLOW_SAMPLER_ID

IN_SRC_MAC 5
SRC_VLAN s
DST_VLAN 5
DIRECTION

IPVE_NEXT_HOP

IPV6_OPTION_HEADERS

I1Pvd Field

Field Type s

AR,
5T

5T

ST

RS T

RS T

R, 5T

5T

5T

RS F

5T

AL

5T

St

Out IF
Mext Hop
IP Addr

Src AS

Dst AS

Last
Switch

First
Switch

SrcIP
Addr

Dstip
Addr

Src Prefix
Len

Dst Prefix
Len

1PvE Flow
Label

ICMP Type
N/A
In Src
MAC
Src VLAN
Dst VLAN
NJA

Next Hop
1P Addr

N/A

LiveNX
GUI Field
Name

Output identifying interface index.

IPud address of next-hop router.

Source BGP autonomous system number.

Destination BGP aut system T.

System uptime at which the last packet of this flow was
switched.

System uptime at which the first packet of this flow was
switched.

IPv6 source address.

IPvG destination address,

Length of IPvE source mask.

Length of 1PvE destination mask,

IPvE flow label per RFC 2460 definition,

Internet Control Message Protocol (ICMP) packet type.

Identifier shown in “show
flow-sampler.”

Incoming source MAC address,

Virtual LAM identifier associated with ingress interface.
Virtual LAN identifier azsociated with egress interface.

Flow direction: 0 = ingress flow, 1 = egress flow
IPV6 address of next-hop router,

IPv6 option headers found in the flow,

Description

IN_DST_MAC s
IN_PERMANENT_BYTES A
FORWARDING STATUS s

app_id s

s

In Dst
MAC

Bytes

N/A

NBAR App

Non-Cisco Device Flow

Incoming destination MAC address.

Running byte counter for a permanent flow.

Forwarding status of flow (Refer to the Cisco Technology White
Paper, NetFlow Version 9 Flow-Record Format.).

NBAR application identifier,

LiveNX Flow monitoring of devices other than Cisco devices is enabled by default.

Note However, it is necessary to manually configure a non-Cisco device to export its Flow information.

Click File > Edit Device Settings to change non-Cisco device settings.

Non-Cisco Device Flow
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sFlow Collection

The sFlow standard describes a mechanism for capturing traffic data in switched or routed networks. It
uses a sampling technology to collect statistics from the device and is applicable to high-speed net-
works. A sFlow agent is the implementation of the sampling mechanism on the hardware. The sFlow
Collector is a central server which collects sFlow datagrams from agents and stores them for analysis.
The sFlow agent uses two forms of operation: a statistical packet-based sampling of switched or routed
packets, and time-based sampling of interface counters. The basis for the LiveNX implementation of a
sFlow Collector is similar to the collection and parsing of NetFlow and J-Flow packets. The LiveNX
sFlow Collector collects and parses sFlow export packets sent by a remote network device, and passes
along the flow information to the LiveNX flow database.

sFlow Export Format

The sFlow Collector supports parsing of the three main sFlow export versions: 2, 4, and 5. Flow infor-
mation will be gathered from either the flow packet header provided in the export packet or the IP Flow
information data format. Only IPv4 flows are currently supported.

Because sFlow does not provide switch time information, the start time for the flow will be reported as
the uptime of the device when the export packet was received, as reported in the export packet header.

The last switch time will be the same as the first switch time since this information is unknown and can-
not be estimated. This restriction means the flow data rate cannot be calculated.

sFlow Collector

The sFlow Collector parses received export packets using the published export format to collect the fol-
lowing fields from either the packet header or the IP Flow information format.

*  IPv4 source address

*  IPv4 destination address
* Input interface

*  Output interface

*  Flow byte count

*  First switched time

*  Layer 4 source port

*  Layer 4 destination port
* IP protocol number

* ToS

sFlow Collection
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Because sFlow does not provide timely information, the start time for the flow will be reported as the
uptime of the device when the export packet was received, as reported in the export packet header. The
last switch time will be the same as the first switch time since this information is unknown and cannot
be estimated. This restriction means the flow data rate cannot be calculated.

The flow byte count will be calculated using the following formula:

UDP traffic Byte Count = Mean Skip Count * UDP Datagram Length

Byte Count = Mean Skip Count * (Sampled Packet Size — Stripped Count — Frame Offset to IP

Non-UDP traffic Header]

J-Flow Collection

The J-Flow Collector will collect the following fields from either the packet header or the IP flow infor-
mation format:

*  IPv4 source address

*  IPv4 destination address
* Input interface

*  Output interface

*  Flow byte count

*  First switched time

*  Last switched time

*  Layer 4 source port

*  Layer 4 destination port
¢ IP protocol number

* ToS

sFlow Export Format
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Routing Overview

LiveNX Routing is a technology module that provides real-time routing-layer visualizations for Cisco
networks, including Virtual Routing and Forwarding (VRF) tables. In addition, the module’s policy-

based routing feature provides a high degree of control, allowing users to route traffic easily and pre-

dictably over user-specified paths.

Applications and Benefits

Network Architecture Analysis

*  Identify routing protocols in use
*  Establish baseline nominal routing behavior
*  Perform Virtual Routing and Forwarding

*  Rich routing topology visualizations

Security

*  Identify hijacked routes
*  Track routes for suspicious flows to source-specific hostnames or IPs

*  Zero in on specific traffic by filtering routes by destination or type

Troubleshooting

The LiveNX routing feature can be used to detect the following information and conditions:
e Static routes

¢ Black holes

*  PBRapplied, but forgotten

*  Summarization errors

*  Route loops

*  Asymmetric routing

*  EIGRP, IS-1IS and OSPF Adjacency conditions

How LiveNX Routing Works

LiveNX shows routes in both tabular and graphical formats. The graphical topology view is given in the
context of the physical interfaces on each network device. Each subnet is represented as a “cloud,” and
route arrows originate at router interfaces and terminate at the subnet “cloud” to which they route. In
this way, LiveNX gives a bird’s-eye view of routing across multiple devices.
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LiveNX Routing Topology View—the Routing module retrieves routing information by opening a CLI
connection (either Telnet or SSH) to the device and issuing a “show” command (show IP route for the
route table and show route-map for the PBR statistics). This data is kept in a database on the LiveNX
server.

LiveNX Tip—The “Other” Interface

The interface labeled Other in each network device shown in the topology view is a catchall for any
routing points in the network device that are not otherwise shown. In the case where Null traffic is not
displayed separately, routes attached to Null would be shown using the Other interface.

LiveNX Routing Views

System-Level View

The Routing system-level view makes it easy to visualize routing across your network. The system-level
routing visualization shows the routes of all devices in a graphical format. The route paths and the
interfaces that are routing them are indicated by arrows. The directional arrows are also color coded to
indicate whether the route is a static route or derived from a particular routing protocol. You can apply
a filter to display routes based on specific protocols and/or destinations.

Filtering Routes

The Protocol option filters by protocol or destination IP. LiveNX parses the routing information col-
lected to determine the route for a particular protocol or destination network (in CIDR format). Click
on the Protocol tab to display route filter options.

LiveNX Tip—The “Other” Interface
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Refresh Routes

Route displays are refreshed manually. To refresh the routing tables and the information in the system
topology view, click Refresh Routes in the Routing toolbar and select an option. If Refresh Specified
Routes is selected, indicate the route IP address and mask pair, as shown below.

The following describes the Cisco IP address and mask pair prefix according to Cisco’s command
reference, “When the longer-prefixes keyword is included, the address and mask pair becomes the

prefix, and any address that matches that prefix is displayed.”

For more information, go to: http://www.cisco.com/en/US/docs/ios/12_2/iproute/command/reference/

Irfindp2.html#wp102251 1.

Adjacency Table || t* Refresh |
Refresh All Routes
Refresh Speci Routes

Show retum

Refresh routes for the IP Address and mask pair (prefic) specified below,

1P Address: |

Mask; 255,255,255.0
€.g., 255.255.255.0

[ Hep ok | [ cancal |

Refresh Timeout Limit

Some refresh operations may take a long time due to one or more of the following factors:

*  The device has a very large routing table.

*  There is a very high load on the CPU running LiveNX.

*  The device is connected to LiveNX over a high-latency path.

Refresh Timeout Limit

198


http://www.cisco.com/en/US/docs/ios/12_2/iproute/command/reference/1rfindp2.html#wp1022511
http://www.cisco.com/en/US/docs/ios/12_2/iproute/command/reference/1rfindp2.html#wp1022511

LiveNX Engineering Console User Guide

Note

If the route display refresh is not completed within 30 seconds, LiveNX will time out and show an error
message. If this happens, reduce the load by limiting the refresh operation to specific routes that match
the specified IP address and mask pair prefix, rather than refreshing all routes.

The refresh operation applies only to the display, and does not affect the device’s configuration or any of
the routes themselves.

Routing Adjacency

The Protocol tab displays neighbor adjacencies for the EIGRP and OSPF routing protocols. This infor-
mation is displayed visually on the system level topology within the Protocol sub tab and in table form
within the Adjacency Table. Adjacency information can be displayed with protocol filter information or
each type of data shown exclusively by using the Display drop down in the Protocol tab.

MextHop Protocal |
VI Dorect  [V|His4s [ [l Per Liser Static
v W5 [VIEece [¥] Il Other
Display Al - | FHaERe [V/ERP [ Wl D=fault Route
m JI@oser  [V] [l Periodic Downloaded Static [ Destination
Flouting £.9., 152, 168,0, 1 or 152, 168.0.0/24

The adjacencies will show up as edges from router interface to adjacent router interface. In cases where
the interface of the adjacency cannot be determined the edge will show from the router itself and not
from any particular interface. The adjacency will be colored either green, orange or red. For the case of
OSPF, green indicates a FULL state, DOWN state is red and all other states such as INIT, ATTEMPT,
2WAY, LOADING, EXSTART, LOADING, EXCHANGE are in orange.

Adjacency (normal)
Adjacency (warning)
Adjacency (error)

£ vaF appied

¢ Route Table Retrieval Emor
7 No Route Table Entry
A\ Routing Poling Disabled Teon .0
D AL appied =7
S, Mot configured

[
VLAN ﬁnj_‘__

| Gign

|
i

Next-Hop Routing

Next-Hop Routing provides a graphical representation of next-hop entries in route tables. This pro-
vides you with an easier means of understanding system-level routing across their networks.

A path in the Next-Hop visualization is a set of edges that describes the route from the source point to
the destination. Endpoints in the topology can be one of three types: interface, network, or node. A net-
work interface on a device loaded into the system can be the source or destination point of the routing
algorithm. An IP network connected to an interface loaded into the system can also be the source or
destination point of the routing algorithm. The third endpoint type, node, must be an IP address of a
node that is contained in a network loaded into the system. If the node address does not exist in a net-
work in the system, the node cannot be used as a source address; no routing will be performed in this
case. If the node is a destination, routing will progress to the last device in the system that can route the
packet, and the node will be represented by a “missing node” object.

To access Next-Hop Routing visualization, click on the Routing tab. Below the system topology toolbar,
select Next-Hop.

Routing Adjacency
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Source Address

[¥] Enable colors

|192.168.1.0 | [] Show return route path

Destination Address = | 19, 168,1,33 | [ | Merge common edges Clear

Use the parameters below to set up Next-Hop Routing. Click Show Routes to execute Next-Hop Rout-
ing visualization, or click Clear to reset the view.

Parameter Description

Source address
Destination address

Show return route path

Merge common edges

Clear
Show routes
Merge threshold
Show loops

Enable colors

Originating (starting-point} router's IP address.

Target (ending-point) device or host IP address.

Select the check box to draw the return route as another line.

Select the check box to combine commaon edges when Next-Hop routes are drawn. Unmerged
edges are only displayed if the check box is cleared; merged edges are only displayed if the
check box is selected.

Removes drawn Next-Hop routes.

Draws the specified route.

Limits the number of drawn routes to merge,

Select the check box to draws routes.

Select the check box to display drawn routes in colors, rather than in black.

Next-Hop Routing visualization in the system topology view is displayed as a bold, light purple-colored
line. If the destination address is not represented in the current set of network devices, as in the example
below, a new icon representing the destination device is created.

Next-Hop Routing 200
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Routing Device-Level View

The device-level view provides a graphical visualization of routes associated with a specific device. The
route paths and the interfaces, which route them are indicated by arrows. The directional arrows are
also color coded to indicate whether the route is a static route or derived from a particular routing pro-

tocol.

The upper portion of the screen shows the device’s route table in tabular format. You can also apply a

filter to display routes based on specific protocols and/or destinations.
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Note There is no interface-level view on the Routing tab. Clicking on an interface will bring up the device-
level view for the router associated with that interface.

Routing Table

In the routing topology home view, click on an individual device and then click on Routing Table in the

menu bar within the Routing tab to view the Routing Table specific to that device.

Default Next Hop |

© Refresh Routes | [l Bxpert Route Table |

Routng Algorithm d_&sless

Shawing 28 of 28 matching routes (28 total)
Last updated at 4/25/13 9:09 AM

Canddate D...  Protocol
Unknown
Stafic
Direct
1515
1515
1515
Direct
Local
Dwect
EIGRP
EIGRP
EIGRP
Direct
Local
Direct
Local
Direct
Lo<al
Static
St@tc

Network

0.0.0.0
L1110
111163
L1177
111,178
111,179
2220
22.21
2.2.2.163
22177
22217
22217
10,255.204.0
10.255.204.1
10.255.204.5
10,255.204.9

172.16.15.0
172, 16.66.0

Mask
0.0.0.0

255,255,255....
255,255.255....

255.255.255...

255,255,255 ...
255,255,255,
255,255,255 ...
255.255.255.....
255.255.255....
255.255.255....
255,255, 355....
255,255.255....
255.255,255..
255.255.255....
255,255,.255....
255,255,255,
10.255.204.128 255,255,255....
10,255,204,163 255,255,255....

255,295.255.0
255,255.255.0

Next-Hop Next-Hop In...

Hulla
Hully
Loopbadd

. 10.255.204.2 GigabitEthern...
10,255.204.3  GigabitEthern...
10,255,204.4  GigabitEthern..,

Vian900

Vian200

Loopbacka0d
10.255,204.177 Turnel300
10,255,204, 178 Turnel900
10.255.204.179 Turnel300

GigabetEthern..,
GigabitEthern, .
GigabilEthern...
GigabitEthern,.,

Turnelio0
Turnel900
192.168. 1.1
1592.168. 1.1

Admin Distance

=oaoa
o

B &

~m~Ccoooocoogggooo

Route Metic  LastUpdate... Type of Routs

BEEH

27008000
27008000
27008000

Iwid
Iwid
2wid

6d2zh
6d22h
5d22h

I5-iStevel L
I5-1S Level 1
IS-IS Level 2

Adjacency Table

In the routing topology home view, click on the Adjacency Table in the menu bar within the Routing
tab to view all neighbor adjacencies. Tabs are available to see all neighbors or neighbor devices filtered

by routing protocol.
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" AllNeighbors | EIGRP | OSPF | ISS |

Device Interface Meighbor [P Protocol
1386 _Black_Core FastEthernet4 254.128.0.0 EIGRP
1386_Black_Core 10,54,201.2 (OSPF
CT-RTR3 172.16.13.10 OSPF
ICC-SIPR-RTR-TL 192.168. 100.2 OSPF
CT-RTR1 172.16.13.30 OSPF
EIGRP-POD-174 10.255.201. 10 EIGRP
EIGRP-POD-174 10.255.201.1 EIGRP
EIGRP-POD-174 10.255.201.6 EIGRP
QSPF-POD-171 10.255.202. 10 OSPF
OSPF-POD-171 10.255.202. 11 OSPF
OSPF-POD-171 10.255.202.1 OSPF
L2c35605COPE-DS-151 10.0,200.1 EIGRP
L 2c3560SCOPE-DS-151 10.0.10.3 EIGRP
L2c35605COPE-DS-151 10.0,20.2 EIGRP
L2c35605COPE-DS-151 10.0,40.2 EIGRP
L2c35605COPE-DS-151 10.0.30.3 EIGRP
L 2c35605COPE-DS-150 10.0.20.3 EIGRP
L 2c35605COPE-DS-150 10.0.40.3 EIGRP
L2c35605COPE-DS-150 10.0.30.2 EIGRP
L2c35605COPE-DS-150 10.0.100.1 EIGRP
L2c35605COPE-DS-150 10.0.10.2 EIGRP
1811-13 192.168.1.240 EIGRP
1811-13 192.168.1. 235 EIGRP
1811-13 FastEtheroetl 30,013,122 _FIGRP

LiveNX Policy-Based Routing (PBR)

For greater route control, LiveNX Routing allows you to create Policy-Based Routing (PBR) rules and
apply these rules to your devices.

What is Policy-Based Routing?

Policy-based routing is used to change the path that a flow with a specific destination address takes out
of the router. In the example below, the normal flow of VoIP traffic between the 2811 router and the
1841 router is shown:

1841 Router 2811 Router

In the following example, PBR will be applied to the 2811 router on the Fas0/0 interface, so that traffic
flows through the VLAN 1 interface rather than Fa0/1. The flow will also enter the 1841 router from the
VLAN 1 interface instead of Fal. This can be visualized using NetFlow displays for the 2811 and 1841
routers.

1841 Router 2811 Router

Cloud
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Note The policy is applied at the ingress interface of the receiving router.

Policy-Based Routing Monitoring Configuration

LiveNX allows easy monitoring and configuration of routes using visual route mapping. From the
Routing menu, select Manage Policy-Based Routing to configure PBR.

PBR Monitoring

For monitoring, the software reads the PBR policies directly from the devices and provides statistics for
these policies. You can then use the LiveNX NetFlow module to troubleshoot PBR visually, using a flow-
based view of the effects of PBR on application flows coupled with statistics on the PBR policies and
underlying ACLs.

PBR Configuration

LiveNX also provides a complete PBR configuration solution in conjunction with its built-in ACL edi-
tor. Configuring PBR involves creating a route map consisting of a match to identify the incoming
packets on a particular interface, and the set actions to perform on these packets.

Click Manage Policy Based Routing to create, edit, and apply PBR on a device.

Manage Policy Based Routing - 4503-145 referentia.com (192168.1.145)

|E3

RouteMap ~ Route Map Entries

ST topame E—Tr
¢- match: i address ssh s e
set: default interface FastSthemst1 Edit Route Map

| Copy Route Mao

; Delete Route Map

Agply Route Map to Interface

; Remove Route Map from Interface

Help | Save to Device Previewal | | Cancel

Creating a Route Map

Click Add Route Map on the Manage Policy Based Routing dialog box to access the route map editor
(Add/Edit Route Map). The top portion of the editor shows the series of entries, each entry consisting
of match commands and set commands.
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Add Route Map Name

Wistch types  Address w
Match IP Addrecs
Access-Ust ssh

Erter & space-seodrated it
eg- "ALL_1A0L 2

Crmate Match Command 0

Enter Match Parameters

Match type: Addoess. »
Match B Address
Accessdst

Enter 5 aace separated kst
&g, "Ad_LAQL T

Creste Match Cammand i3

Enter Set Parameters

Creste 52t Command
Set type: | Defoult Interfoce -
Set Default Interface
Imterface Mame  FassEthernet] -

o ||

Match Commands

Add/Edrt Foute Map

Route Man Name SH
Reute &Eﬂh&
Sequence Number M Crters
Sequence Murbe o)
Match Criteria Pemit -

Match Commands

Set Cammands

ot (fdl it e Fastfthemiot L i

[ creategnery |

Copy Entry

The match commands determine how to match the packets, and the set commands determine the
actions to be performed. Match commands are typically created using a pre-defined ACL, which can be
constructed using the LiveNX ACL editor.

Set Commands

Set commands determine how the packet will be treated once it is identified. PBR provides a rich set of
actions to be performed, including altering the default routing behavior and changing ToS values. Mul-
tiple set commands can be added to perform multiple actions on the packets.

Preview CLI

Click Preview CLI on the Manage Policy-Based Routing dialog box to view the commands before they

are sent to the device.

Sarcmye Pater o Barcmng - €08 168 masammrnn v (40 588 1 14N
R - bk e

e ]

Match Commands
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Policy-Based Routing Workflow

The following is an example workflow for configuring, monitoring, and adjusting PBR-based actions:

Create ACL for use with PBR.

Create PBR to be used.

Apply PBR to inbound interface.

Observe PBR and ACL statistics for proper matches.
Use Flow views to observe flow changes.

Adjust PBR for proper operation.
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Applying Policy-Based Routing
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From the Manage Policy-Based Routing dialog box, click Apply Route Map to Interface to apply policies
to multiple interfaces.

To see how the PBR policies are applied to interfaces, change Route Map to Interface in the upper left
drop-down list on the Manage Policy-Based Routing dialog box.

Policy-Based Routing Workflow
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Warage Poboy Baced Routing - 4503145 relerentia com (1821681 125) =] Apphy Floute Mg to Inferface =
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Monitoring Policy-Based Routing

The route map statistics shown below will provide the number of packets and bytes that are hitting that
particular policy map. These statistics can also be exported to a CSV file for further analysis.

1. Select the device or interface to be monitored.

2. On the Routing tab, click the Policy-Based Routing tab.
3. Click Refresh to update the statistics.
4

To save the statistics to a CSV file, click Export Route Map Statistics.

LiveNX Virtual Routing and Forwarding (VRF)

Virtual Routing and Forwarding (VRF) refers to a router’s capability to store more than one routing
table, which separates traffic in each VRF from all other traffic and the Global routing table traffic.
Thus, one physical router can serve as multiple routers, with all virtual routers’ traffic securely isolated
in virtual realms. This feature is only available for Cisco devices. LiveNX allows you to visualize and list
VRE routes by network device. Currently, LiveNX does not support PBR with VRF. View VRF data that
LiveNX parses in the routing tables by selecting the VRF Name from the drop-down list in the Route
Table toolbar. LiveNX automatically detects VRF tables.

..-Rout'mg Table .Poicy-Based Routing ’n‘irtual Routing and Forwarding

¥ Refresh Routes | [l Export Route Table | VRF Name [Global v

Default Next Hop Routing

=
Candid.., Protocol Network Mask Mext-Hop

Monitoring Policy-Based Routing
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Note Select Global to display the non-VRF, “normal” routing table; and the visualization of the device, its
interfaces, and their associated routes.

Select a VRF route table from the drop-down list on the Routing > Route Table tab in the device view.
In this example, there is one mgmtVrf (VRF) tables and one Global (normal) table. LiveNX will display
the selected routing table in the top pane, and a graphical route map in the bottom pane.
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IP SLA Overview

LiveNX IP SLA is a technology module that makes Cisco IOS IP Service Level Agreement (SLA) opera-
tions easily accessible for generating synthetic network traffic to monitor latency, loss, jitter, and MOS
(for VoIP).

LiveNX SLA is part of the LiveNX software framework that enables network engineers at all experience
levels to perform advanced Cisco device operations quickly and easily on live networks. Its highly inter-
active graphical interface delivers the full functionality and flexibility of the device features without the
need to learn and use Cisco device command lines.

About Cisco IOS IP SLA

Cisco IOS IP SLA is a capability embedded in most devices that run Cisco IOS software. Its service-level
assurance metrics and methodology allows you to increase network reliability by verifying service guar-
antees with precise service-level assurance measurements. IP SLA can validate network performance,
proactively identify network issues, and simplify the deployment of new IP services.

Cisco 10S IP SLAs generate synthetic test traffic in a continuous, reliable, and predictable manner to
enable accurate measurement of network performance. This traffic can be sent across the network to
measure performance among multiple network locations or across multiple network paths. IP SLA uses
timestamp information to facilitate the calculation of performance metrics such as jitter, latency, net-
work and server response times, packet loss, and Mean Opinion Score (MOS).

Key Features and Benefits

Ease of Use

LiveNX makes Cisco IP SLA easy to use. An intuitive graphical interface replaces complicated command
lines, making on-the-fly test configuration and execution easy and understandable.

Improved Efficiency

Reduces time required for network deployment, maintenance, and training, while improving network
availability.

Built-In IP SLA Expertise

LiveNX IP SLA is based on Cisco best practices and an extensive knowledge base of Cisco IP SLA fea-
tures and functions.

Rich Visualizations

LiveNX provides graphical views of latency, loss, jitter, and MOS over IP SLA. It also displays real-time
topological views and test status, as well as test results plotted historically on a timeline.

Test Traffic Generation

Generates and sends synthetic test traffic from the router for measuring network performance. Enables
detailed editing of test configurations to simulate complex traffic patterns.

Interactive

Start, stop, and edit traffic tests in real time.

Non-Disruptive

LiveNX IP SLA is a software-based solution that requires no physical topology changes or service inter-
ruptions to install.

IP SLA Overview 210
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Exceptional ROI

LiveNX QoS takes full advantage of existing Cisco device features, significantly reducing the need to
purchase separate test networks and hardware-based test equipment, including traffic generators, far
end-point probes, and analyzers.

Getting Started with LiveNX IP SLA

IP SLA Compatible Devices

The LiveNX IP SLA feature is capable of supporting Cisco devices that are IP SLA-enabled. The follow-
ing is a list of Cisco devices that support IP SLA. A voice image is required for some platforms.

*  Cisco 12000 Series Internet Routers

*  Cisco 7500 Series Routers

*  Cisco 7200 Series Routers

*  Cisco 7000 Series Routers

*  Cisco 6400 Series Broadband Aggregators

*  Cisco 3900 Series Integrated Services Routers

*  Cisco 3800 Series Integrated Services Routers

*  Cisco 3700 Series Multiservice Access Routers

*  Cisco 3600 Series Multiservice Platforms

*  Cisco 3200 Series Mobile Access Routers

*  Cisco 2900 Series Integrated Services Routers

*  Cisco 2800 Series Integrated Services Routers

*  Cisco 2600 Series Multiservice Platforms

*  Cisco 2500 Series Routers

*  Cisco 2000 Series Routers

*  Cisco MWR 1900 Series Mobile Access Routers

*  Cisco 1900 Series Integrated Services Routers

*  Cisco 1800 Series Integrated Services Routers

*  Cisco 1700 Series Access Routers

*  Cisco 1600 Series Routers

*  Cisco 1400 Series Routers

*  Cisco 1000 Series Routers

*  Cisco 800 Series Routers

*  Cisco Catalyst 6500 Series Switches

*  Cisco Catalyst 6000 Series Switches Module Switch Feature Card (MSFC)
*  Cisco Catalyst 6000 Series Switches (running IOS)

*  Cisco Catalyst 5000 Series Switches Router Switch Module (RSM)
*  Cisco Catalyst 5000 Series Switches Router Switch Feature Card (RSFC)
*  Cisco Catalyst 4200 Series Switches

*  Cisco Catalyst 4000 Series Switches (running IOS)
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*  Cisco Catalyst 3750 Series Switches
*  Cisco Catalyst 3560 Series Switches
*  Cisco Catalyst 3500 Series Switches

*  Cisco Catalyst 2900 Series Switches

Cisco I0S and Catalyst Operating System Version IP SLA Sup-
port

10S Routers

* IP SLA is available on all routing platforms, from the 800 series up to the 12000 series.

Catalyst Switches

* [P SLA is available for 2900, 3500, 3700, 4000 (SUP4), and 6000 (MSFC or MWAM) series Catalyst
switches.

* P SLA isincluded in the IP feature set from 11.3 up to 12.2 and above.

¢ The IP voice or upper feature set is required, starting with IOS release 12.3T and all of 12.4 and
above.

Network Device Considerations

For accurate time measurements, network devices must be synchronized with a common reference
clock. This can be accomplished by using Network Time Protocol (NTP) synchronization with an NTP
server, or by assigning one network device to function as a time master server.

The accuracy of one key latency metric that is directly linked to NTP is the LiveNX UDP, jitter, one-way
delay test operation. This IP SLA operation can test and report the one-way delay for both the out-
bound and return paths between two points on the network. Here, the data returned by IP SLAs will
depend directly on the engineering design, deployment, and accuracy of NTP in your networks.

CPU Usage

Normal scheduling of IP SLA allows for one operation at a time. If no start time is specified, the opera-
tion starts immediately. This is not a problem if a single operation is defined and activated manually by
an operator using the CLI. The situation changes with LiveNX if multiple operations are defined with-
out specific start times and the network device reboots.

For example, if 1,000 operations were defined for one device without staggered start times and a reboot
occurs, all of these operations would start instantly and simultaneously. This would result in a CPU
spike at the device and potentially a sudden burst of IP SLA test traffic in the network. Either of these
effects can have a negative impact on network efficiency and measurement accuracy.

Configuring LiveNX IP SLA

Below are examples of some generalized performance metrics recommended by Cisco for various types
of traffic:

Application or Maximum Maximum Maximum
Traffic Type Packet Loss One-Way Latency litter
Voice over IP 1% 120 ms 30 ms
Videoconferencing (two-way) 1% 200 ms 50 ms
Streaming (one-way) Video 2% 5 seconds N/A

Cisco 10S and Catalyst Operating System Version IP SLA Support
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Setup Quick Test Wizard

Network verification and testing can be set up quickly using the LiveNX IP SLA Setup Quick Test wiz-
ard. The quick test can be invoked by clicking the Quick Test or right clicking on the particular interface
you want to generate the IPSLA test stream from.

— .

. ¢ 1.7
W0 Fa1
Ciscoi811
1?2.1F.1.1-t

Nl =2

v 172.16.1.0/24
s

Intertace: Cisco1811 - Vian1
1P SLA

Edit Device Sﬁhgs

Add or Remove Interfaces
Refresh Device

Remove Device

Device Tools

Statistics

View

1 Group Management

y v v w

Setup Responder

Manage System Tests

The following example goes through setting up a test to measure jitter, latency, and loss between two

routers.

1. Inthe IP SLA tab toolbar, click Setup Quick Test to display the Setup Quick Test dialog box. If the
Log In Required window appears, you must log in with Admin or Full Config credentials.

' g
Setup Quick Test

et ]

Device 1941-WAN-67_113

Entry ID
Test type

Tag (Optional)

Source address

Destination address™

(IP or host name)

Frequency 60

1
Path Echo
Path Echo Test 123

FastEthernetd/1/0 (172.16.67.113)

10.0.2.1

Click on an interface to select its IP address.

seconds

[7] Start test - run continuous

-

| savetoDevice ||

Concd |

i

oA

2. Select the source router or switch from the Device drop-down list of available devices.
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The Entry ID number is filled in automatically. This is a unique number that identifies the test in
the Cisco router.

3. Select Test type. Options are DHCP, DNS, ICMP Echo, FTP, HTTP, Jitter, Video, UDP Echo, Path
Jitter, and Path Echo.

“Echo” refers to the receiving router sending back the data unchanged to the sending router, and
“jitter” indicates variations in delay times between multiple UDP Echo packets. “Path” refers to the
display of the path the test traffic will take through the network.

Path Echo and Path Jitter tests measure the time between sending and receiving acknowledgment
of user Datagram Protocol (UDP) Echo (port 7) packets. This is useful in determining round-trip
delay for programs using UDP to communicate over the network.

Video is a new test function also known as Medianet IPSLA Video Operation. This test type is
capable of generating synthetic Telepresence, IPTV and IP video surveillance traffic.

Enter the optional Tag value to use as the name, label, or description of the test.

Select the Source address from the dropdown list of interfaces. All existing interfaces for the device
should be listed.

6. Select the Destination address (IP address or hostname) by clicking on the desired destination
device interface in the IP SLA topology view.

Fie View Usrs QoS Fiow FBosting PSLA Toals Meporting  Help
scover Manage [ Expard Qos | Fow | Mowsng " P | LA |
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¥ @ 19N ST_113
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i @ Teo_1e1

¥ @ B196ISC0PE_t-14
& @ cati9stscorE_1-15
i @ catI5600-67_107
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[ 3030108
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The IPSLA test will appear in the topology if
polling is enabled on both devices, and the
test is active.

7. Enable IP SLA polling for both devices by going to File > Mange Devices. Select the appropriate
check boxes in the Poll and IPSLA column. Polling must be enabled before IP SLA test results will
appear.
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8. To monitor this test, click Show Test Status in the IP SLA tab toolbar. This will bring up the Test
Status window that will show you statistics for latency, jitter, and loss.

*  The test will run continuously by default until ended.

¢ Statistics will take one polling interval (default is 60 seconds) to refresh.

o | o | R’ A | U

Averages @ RunTests « | StopTests » | Mansge Tests | Export

| Q.- Type here to fiter tests

Status 1D

cocooeeeoOOEOOROOCCCOOOOCROCOOOD

Group ID

w0

BuoawounmswnmedBEYY -FGR

-
[

CENRAIEGR

Proper fies
Type
Tag

2DNS Referentia DNS Server 2
200 Referenta DNS Server 2
Video

Video ChrigSysTestVid

Video ChrisVidTest
2DNS Referentia DNS Server 1
Video Chis Video from 109
2DNS Referenta DNS Server 1
2008 Referentia DNS Server 1
2DNS Referentia DNS Server 1
2DNS Referentia DNS Server 1
Jitter

1CMP Echo

DHCP

Jitter Chris Jitter

Jitter
1DNS DS Server 1
1008 DS Server 1
1DNS DINS Server 1
1005 DINS Server 1
1DNS DINS Server 1
2DNS DINS Server 2
2DNS DINS Server 2
2DNS DINS Server 2
2DNS DNS Server 2
2DNS DINS Server 2
3 Jtter Realsys
3 Xtter Realsys
3 Jtter Realsys
3 Miter Realsys

Device

catISE0X-67_107
catiseon-67_107
cat3Se0N-67_107
cat3560%-67_107
cat3750-67_108
catd750-67_109
cat3750-67_109
cat3750-67_109
cat3750-67_109
at3750-67_109
cat3Ts0-67_109

4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145
4503-145

Destination LRL
mail. google, com
mail.googie. com
10,37.2.1
172.16.67.114
172.16.67.114
mail.google, com
192.0.2.25
mail.google. com
mail.googie. com
mail.google. com
mail.googie. com
192.168.1.143
192.168.1.143
10.102.102.1
10,10.0.1
192.168.1.145
mail.googie. com
mail.google. com
mail . google, com
mail.google, com
mail.google. com
mail.google, com
mail.google. com
mail.google, com
mail.googie. com
mail.google, com
192,168. 1,33
192.166.1.33
192.168. 1.35
192,168. 1.35

|

&
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Additional detailed test information can be accessed by clicking on the originating router while in
the IP SLA view. This displays a set of graph for Latency, Jitter, Packet Loss and MOS scores as
shown below.
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9. By selecting the viewing mode, various different sets of graphs can be shown that are appropriate
for the test being run.
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@ @ 2921-Demo-67_111
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10. The IP address in the Destination/URL field can be changed to a user-defined value by the Edit IP
Mapping feature.

(" Averages © RunTests = szﬂ.-:|NmTGu |E>wi Q Type here to fiter tests 7|

Al tests | DHCP | DNS | ICMP Echo | FTP | HTTP | Jtter | Video | UDP Echo | Path Jitter | PathEcha |
— P y—
Properties
Statss 1D GrownID  Tyoe :

Tag Devioe Destination/URL

e 2 Path Echo 2 SCOPE_c450357-210 192.168.1.33 -

L] 4 ICMP Echo SCOPE_c450357-210 192.168.1.179

L % Video DELETE-ME SCOPE_c450357-210 172.16.67.109

L] Fit Ntter test 71 SCOPE_c450357-210 192.168.1.33

© i TCOMP Echo 2sr1001_SACS_1-50

1] 2 HTTP 251001 SRCS 1-50 =
. m
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11. By selecting Tools > Edit IP Mappings described in /P Mapping on page 241, select Add and then
type in a user-defined Name and the desired IP Address. The new user-defined value is displayed in
the Destination/URL field.

@ Durrent ( Averages @ RunTests » | Stop Tests = | Mariage Tests gaonrt Q> Type here to fiter tests 7
Properties
Status 1D GroupID  Type Attempts Errar
Tag Device Destination/URL
@ 2 PathEcho 2 SCOPE_c450357-210 Lab -
@ 4 10MP Echo SCOPE_c450357-210 192,168.1,179
[] 5 Video DELETE-ME SCOPE_c450357-210 172,16.67.109
L] 2t Jitter test 71 SCOPE_c450357-210 Lab 3675 3
© 1 ICWF Edha s 1001_SRCS_1-50 10,196 Trneout ==
L 2 HTTP ax 1001 SRCS 1-50 10,151 Dng OuervE,.. ~
T —.

Managing Tests

For extended test coverage and scheduling capability, access configuration options from the IP SLA
menu, or right-click on the network device from which the test will be started.
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The manage test window allows you to create, delete, copy and group tests. The main window is shown

below.
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y ¢ 3

=1

jie] Start Time  Type
o Ll e
36 1CMP Echo
a7 1EMP Echo
38 ICMP Echo
-39 1CMP Echo
40 1EMP Echo
41 HTTFP
~42 HTTR
43 HTTF
44 HTTFP
45 HTTR
46 HTTR
47 HTTP
48 HTTP
-49 HTTR
50 HTTF
B+ nowe
12 HTTR
B{is now
17 HTTR
=R 5 nove
51 ICMP Echa
4§37 nows
~52 Jitter
53 Jitker
B¢{7a i
-S4 HTTR

Ll

45 Add Test ®= Remove Test [ Copy Test | 45 Add Group = Remova Groop g

Entry 1D 2
Owrer
Tag
|
Destination address*
[172.16.17.1
Diestinatian port™
5000
Source addrass
[172.16.18.2

Codac

@ Scheduls Now . )
Entry type Jitter

Codec type
Advartage Factor
Numbet of packets
Numbet of bytes
Interval

| V] Schedule
Start Time
Life

fuge Cut
[T Recurring

67294

| IJ_!-O—E_(D-ED)

[now -
Farever

| (12,147, 483,647 seconds)

| (12,073,600 seconds. Blank for indefirite)

Save to Device

Preview CLI

Cam )

B sohedueliow. @ Asmove Schatie

Parameter selection will
vary ing on type of
tast selectad

Blarik for ndefinite]

Once a test is created, it can be edited using either the basic or advanced mode. Click Basic Mode or
Advanced Mode to toggle between basic and advanced configuration modes. Parameters edited in one
mode will persist in the other mode; validation is also enforced in both modes. In Basic Mode, required

fields are denoted with an asterisk (*).
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Save to Device and Preview CLI are enabled when changes have been made and all changes are valid.
View Errors will be enabled if there are any validation errors. Click View Errors to display a list of all

€rrors.

Refer to the Cisco reference manual for descriptions of all Path Echo configuration parameters.

O et B s i
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e e
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1-LOTLAM e, B bn vt
ety °

In the system topology view, Path Echo test results are displayed in visual form, delivering rich context
for instant understanding. Colored icons indicate operating success or failure status quickly and easily

for each test.

2691-76
e |
-
/
/
=
b
L
Id: 758085833
Type: Path Discovered Echo
Tag: Tester A: Path Test Series 171
Errar: none
- ~ o
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Advanced Test Scheduling

Advanced Test Scheduling

Scheduling had been enhanced, allowing you to better control when tests are run:
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=

Manage Tests - c1811-13 referentia.com (192.168,1.13) [

X
7 Add Test w= Remove Test Copy Test | 50 Add Group == Remove Group @ schedule Now Remove Schedule
! oy :
1D Start Time  Type Entry ID |1 Entry type Group Schedule
|| Group Schedules Group Schedule [1]
| 6 1CMP Echo Schedule Peripd* 60 {1-604,800 seconds)
7 ICMP Echo
2 Frequency Range
8 HTTP &0 I (1-604,800 seconds)
+ 3 now
4 now Start Time now -
12 HTTR )
3415 now Life Forever
7 HTTP
: (1-2,147 483,647 seconds)
w6 now
51 ICMP Echo Age Out (1-2,073,600 seconds, Blark For indefinite)
= 7 now
Jitker
* Required Field
53 Jtker b
=] ._'l‘d Tests
1 Jitber
z now Jitter
3 now Jitker
4 now Jicker
5 now 1CMP Echo
[ nb | SavetoDovie | [ PreviewCll | (Lo

Start time — you can now configure tests to run now, on a specified date, at a specified time, or after a
specified period of time elapses.

Frequency — the amount of time after which each IP SLA operation is restarted.

Life — the amount of time the test actively collects information. You can configure tests to run forever,
or for a specified duration

Age Out — the amount of time to keep the test in memory when it is not actively collecting information.
You can set data to expire after a specified time.

Test Groups

Groups are now available to help you schedule multiple tests quickly and easily. Click the Add Group
button to create a new group. The New Group dialog will appear, allowing you to configure the group’s
schedule. After creating the group, you can edit the configuration by selecting the group in the tree
view. The group’s schedule configuration will appear in the right-hand section of the dialog. Click the
Add Test button to add a new test to the selected group, or drag-and-drop existing tests into the group.
Click the Remove Schedule button (or right-click a group and select Remove Schedule) to prevent the
group’s tests from running. Click the Remove Group button (or right-click a group and select Remove
Group) to remove the group. Any tests in the removed group will still be available under the Tests item
in the tree view.

IP SLA System Tests

The IP SLA System Test feature allows you to quickly setup multiple IP SLA tests on systems of devices.
You can use this feature to test remote office connections, cloud-based service connections, or any other
scenario where you want to manage multiple IP SLA tests.

Test Groups
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Note IP SLA System Tests are a collection of individual tests defined and managed by LiveNX—the routers
running the tests are not aware of the tests running on other devices.

. =
IP SLA, Systern Tests
Add Test == Remove Test »* Edit Test By Copy Test
Mame Type Description
Application: HTTP Applications Hub and Spoke, Hub to Spoke;
realtime: telepresence Realtime Services Hub and Spoke, Bi-directional; |
realtime: jitter Realtime Services Hub and Spoke, Bi-directional; Z|

[' Help i  Close |

Managing IP SLA System Tests

The “IP SLA System Tests” dialog is used to manage the IP SLA system tests—adding, removing, editing
and copying tests can be performed in this dialog. The IP SLA System Tests dialog can be accessed from
the following places using the “Manage IP SLA System Tests” menu item:

The IP SLA main menu
Device right-click pop-up menu in the IP SLA system topology view
The IP SLA submenu in the device tree right-click pop-up menu

The IP SLA system topology view toolbar

Add Test
The “Add Test” button starts the “IP SLA System Test Creation” wizard.
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IP SLA Systern Test Creation Wizard
Steps Select System Test Type
1. Select System Test Select the type of system test to create:
Type

2. System Test Name %yww -
3, Select IP SLA Test Types
4, Select Network Topology
=

Applications

. Select Test Source and
Destinations

. Schedule the System Test

o

7. Confirm System Test
Settings

8. Configuration Results

| Bext> || Einist | cancel i

Select System Test Type

Two types of IP SLA system tests can be set up: Real-time Services and Applications. Each type of sys-
tem test provides different options for the types of IP SLA tests that can be run and the network topolo-
gies that can be used.

System Test Name
Step 2 allows you to specify a name for the IP SLA system test. When individual IP SLA tests are config-

ured on the devices, this name will also be used in the IP SLA test tag field.

Select IP SLA Test Types

Different system tests allow for different IP SLA test types. For each test type, a specified number of test
instances can be set up. All test instances will use the same settings with the exception of tests that use
port numbers. For those tests, an attempt can be made to use unique port numbers for each test
instance. LiveNX will attempt to use select ports from the range defined in this step—the default port
range is 5000 to 50000. The wizard will attempt to detect already used ports by looking at all of the
other IP SLA tests configured on the devices. The wizard is not currently capable of detecting ports used
by the devices that are not specified in configured IP SLA tests, such as a device Web server.

Real-time Services Test
*  Jitter
*  Video

Applications Test
* DHCP
+ DNS

Managing IP SLA System Tests
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* ICMP Echo
* FTP
e HTTP

Select Network Topology

This step allows you to select the network topology used in the tests.

Mesh: All connections are bidirectional between devices

Hub and Spoke: Options to use bidirectional, hub to spoke, and spoke to hub connections

With application system tests, only “Hub and Spoke” with hub to spoke connections is available.

Select Test Source and Destinations
Depending on the system test type and topology, different device selection options will be available:
Real-time Services with Mesh Topology: Selection of all devices to be used in the test

Real-time Services with Hub and Spoke Topology: Selection of a single hub device and one or more
spoke devices

Application (only Hub and Spoke are supported): Selection of one or more hub devices. The spokes are
determined by the destinations specified when the IP SLA test types are selected.

Note AII TP SLA capable devices specified as destinations for the real-time tests will be set up as an IP SLA
responder and that setting will not be removed when the IP SLA system test is removed.

Schedule the System Test

This step allows you to schedule when IP SLA system tests will run. The following options can be con-
figured:

Start Time — you can now configure tests to run now, on a specified date, at a specified time, or after a
specified period of time elapses.

Frequency — the amount of time after which each IP SLA operation is restarted.

Life — the amount of time the test actively collects information. You can configure tests to run non-stop,
or for a specified duration.

Age Out — the amount of time to keep the test in memory when it is not actively collecting information.
You can set data to expire after a specified time.

IP SLA System Tests do not support the frequency range setting, because the same settings should be
used for all devices participating in the IP SLA system tests and some older devices/IOSs do not support
the frequency setting.

Confirm System Test Settings

On this step, the device configs are reloaded so LiveNX can determine how the IP SLA tests should be
configured on the devices. A summary of the IP SLA system test settings is shown, including which port
numbers will be used.

*  Clicking the Preview CLI button displays commands that will be sent to the devices to configure
the IP SLA system tests.

*  Clicking the View Errors button will show any errors that occurred while loading a device config.

*  Real-time services tests, the Fine Tune button allows you to manually override port number values.
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Note

Note

Configuration Results

This step shows a list of devices that are part of the IP SLA system test. Successfully configured devices
will have a green icon next to them and red icons will appear next to devices where a configuration
problem occurred.

The View Errors button is used to view the errors that occurred. After clicking Finish, the IP SLA system
test is saved in the application.

Remove Test

Clicking the Remove Test button displays the Remove IP SLA System Test dialog. When the dialog box
opens, the config models of all of the devices will be reloaded to confirm which commands need to be
sent to the devices. A gray icon indicates a successful read. A red icon indicates an error.

Clicking the Preview CLI button displays the commands that will be used to remove the system tests.
When reading the config models, a gray icon indicates a successful read and red indicates an error. Any
errors that occur can be viewed using the View Errors button.

Clicking the OK button removes the IP SLA tests from the devices. If any configuration errors occur
when removing tests, they will appear in a new dialog box. The Cancel button cancels the removal and
closes the dialog box.

Multiple tests can be selected for removal.

Edit Test

Clicking the Edit Test button opens the wizard and allows you to edit the system test.

When editing a test, the test type cannot be changed.

Copy Test

Clicking Copy Test opens the IP SLA System Test Creation Wizard pre-populated with the settings of
the selected test. The name of the test copy is automatically modified to avoid conflicts with the origi-
nal.
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LAN Overview

LiveNX LAN is a technology module that provides real-time layer 2 visualizations for networks, includ-
ing trunk interfaces, port channels, VLAN associations, spanning tree connections, and bandwidth per-
centages.

Key Features and Benefits

Network Visualization

VLAN trunk, port channel names
VLAN associations within a device

VLAN highlighting through a network

Input/Output bandwidth of each VLAN switch virtual interface and trunk port

Spanning tree root bridges * Spanning tree forwarding, listening/learning, and blocking

connections

Find IP/MAC

Real-Time Monitoring

Getting Started With LiveNX LAN

The setup is the same as the other LiveNX technologies.

Trunk and access bandwidth information through network polling

Layer 2 QoS statistics including CoS, DSCP, and IP precedence

Dropped packets, interface and spanning tree topology change warnings through network polling

at the VLAN level

Network Visualization

The following image is a representative sample of devices and the additional trunks, port channels,
spanning tree bridge, spanning tree connections and VLANSs visible with the LAN technology in the
System View.
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LAN related icons visible in the System View of every technology tab are listed below:
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The icon with the “T" signifies a Trunk Port on a device. In this example, the name of the
10.3.2 Trunk Port interface is Port-channel 4 (Pod).

= Adashed line indicates which VLANs the port is trunking. Note that these dashed lines
are only shown on the LAN tab since there could be many of these lines which adds
additional overhead in rendering. A solid line indicates that a port is connected to
another port or trunk port. The width of the solid lines indicate the relative bandwidth of
the link; the wider the line, the larger the bandwidth of that link.

= Otherinterfaces may be labeled as Fa (Fast Ethernet) or Gi (Gigabit Ethernet).

=  Aswith ather LiveNX technologies, real-time input bandwidth is shown in the top half
and real-time output bandwidth is shown in the bottom half.

+ Tool tips (rolling over icon) provide additional information: Name, IP address, Type,
Descr., Input Policy, Output Policy, Input ACL, Output ACL.

The round icon with the VI designation signifies a VLAN switch virtual interface (SVI) with an
10.3.3 VLAN Switch IP address. In this example, the!name of tghe interface is VI201 (VLAN interface 201).
Virtual
Interface * Dashed lines (LAN tab only) describe associations between the particular VLAN and its
trunk port.
*  As with other LiveNX technologies, real-time input bandwidth is shown in the top half
and real-time output bandwidth is shown in the bottom half,
* Tool tips (rolling over the icon) provide additional information: Name, VLAN Name, IP
address, Type, Description, Input Policy, Output Policy, Input ACL, Output ACL, Input BW,
Output BW.

10.3.4 VLAN The square icon signifies a non-5VI VLAN on a device. In this example, the name of the VLAN is
v V1101 (VLAN interface 101).

+ Dashed lines (LAN tab only) describe associations between the particular VLAN and its
trunk port.Tool tips (rolling over icon) provide additional information: Name, VLAN
Name, Type, Description, Input BW and Output BW.,

10.3.5 VLAN (no

access ports) ) ) ) ) o )
The square icon with dashes instead of displayed BW values signifies VLANs with no access
= ports.
e
Vi3oo

10.3.6 Other VLANs

This gray square icon signifies all remaining (those not selected in the device wizard) non-5VI|
VLANs over the up to 25 VLANSs selected for display in the device wizard.

Other VLANSs

VLAN List in the System Hierarchy View

Only SVI VLANSs are visible individually in the System Hierarchy view. All selected non-SVI VLANs
(i.e. VLANS selected in the device wizard) are aggregated into a node named “VLANS.” Click on the +
sign to the left of the device name to expand the interface and VLAN names. Roll over the VLAN name
to display tooltips describing details about the VLAN. Similar to interfaces, VLAN congestion indica-
tors will display in both the topology view and in the system hierarchy view, and represent the conges-
tion state of all the represented VLANGs.
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Fig. 10-2: Expanded System Hierarchy View with VLANS

VLANSs in the Add Device Process

During the Add Device process, LiveNX allows user-selection of the VLANS to display in the topology
view. VLANS listed here are Layer 2 related VLANs and are not Interface VLANs, which are selectable in
the Select Interfaces step in the wizard. VLANSs not associated with at least one access port will not be

included for selection. At most 25 VLAN's can be selected for display. The LiveNX default automatically

selects the first 5 VLANs during the Add Device process.
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Edit Cisco - cat2960SCOPE_1-15 (192.168.1.15) b o
Steps Select VLANS
1. Device Connection Select the VLANs you want to monitor on this device (maximum 25 VLANs).
Information
2. CLI Settings (Configuring) Selected VAN Descrinton |
3. CLI Settings (Manitoring) B 5 Video
4, Select Interfaces ¥ cISVLANIO '
m = VLANDO20
5. Select VLANSs B 22 VLANOD22 |
6. Select Features [¥] 30 VLANDO30
Enable Poling ¥ VLANOG40
% 4 Voice
8. Review Configuration F 50 VLANOOS0
9. Device Updated B e VLANOOSO
H s VLANOOS 1
(] 11 VLANO111
999 VLANO999

VLAN Highlighting Through a Network:

Use the Selected VLAN: drop-down menu to select any available VLAN index in the entire system
topology. The VLAN will be highlighted in the system view.

The specific VLAN is highlighted as it traverses through the network.

File. View. Users. QoS . Flow Routing: JPSLA Tools Repoiting. Window, Dy Help.
Discover | Manage [T Expand 4 W]H"lml"mw
il 23~ & & Reporss | seected viant: [ ~ QL Find VLA | Show VLAN Paths ~ | Fnd AT

I
B &, Home -
¥ (@ 1386_Black_Core.referentia.com |
|| = 13865, referentia.com |

Use the Selected VLAN: drop-down menu to select any available VLAN index in the entire system
topology. The VLAN will be highlighted in the system view.

The specific VLAN is highlighted as it traverses through the network.
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Use the Find VLAN button to search by either VLAN Index or VLAN name. To find a VLAN, either
type in the VLAN index or the VLAN name to highlight the VLAN. Typing in partial names will pro-
vide a list of all VLAN's containing that string of characters.

Select a VLAN to display it in the LAN tab system topology:

| Q- vLang|

-1
VLAN Index Mame(s)
® 30 USER 30, Vian30
31 Vian31
[ 300 Test, Vian300
@ 350 Testing, Vian350
# 369 Vian369

Clicking on the “+” to the left of the VLAN index displays a list of devices that the VLAN is configured

on.
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'QﬁndVlAN = B B/

Select a VLAN to display itin the LAN tab system topology:

1~ VLAN3
VLAN Index o MName(s)
= 30 USER 30, Vian30
@ 7609_143.referentia.com Vian30
" @ cat29605COPE_1-14 Vian30
@ cat29605COPE_1-15 Vian30
@ Cisco6509_140.referentia.com vian30

@ L2PODCc2960SCOPE-152.referentia.com  USER30

@ L2PODc2960SCOPE-153. referentia.com USER30

@ L2PODC35605C0OPE-150.referentia.com  USER30, Vian30
@ L2PODC3560SCOPE-151.referentia.com  USER30, Vian30
@ SCOPE_c450357-210.referentia.com Vian30

@ Switch-180.referentia.com vian30
E 31 Vian31
# 300 Test, Vian300
+ 350 Testing, Vlan350
+ 389 Vian3s9
T—

*  All, VLAN Index or Name(s): Desired values include both of the table columns, only the VLAN
Index column or only the Name(s) column. Default is All.

*  Case Sensitive or Case Insensitive: Desired values are either Case Sensitive or Case Insensitive.
Default is Case Insensitive.

¢ Use Wild Cards or Use Regular Expression: Selecting Use Wild Cards and then typing *x will filter
all entries in the desired column containing an x. Selecting Use Wild Cards and then typing ??x will
filter all entries in the desired column where the third character is an x. Selecting Use Regular
Expression and then typing x will filter all entries in the desired column containing the string x.
Both are defaulted off.

*  Match from Start, Match Exactly, Match Anywhere: The filter will display all column entries that
match from the start, that match exactly, or that match anywhere within that column’s value.
Default is Match anywhere.

*  Keep Parent Row If Any of the Children Match, Keep the Children If Any of the Ancestors Match:
Unselecting Keep Parent Row If Any of the Children Match will filter out the parent row if the
parent does not match the contents of the sort criteria. Unselecting Keep the Children If Any of the
Ancestors Match will filter out the children if none of the children match the contents of the sort
criteria. Default is both options are enabled.

To hide the dashed VLAN association links, right click on a device then click on LAN > Show VLAN
Association Links to uncheck the option. The default is Show VLAN Association Links = enabled.
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Spanning Tree Highlighting Through a Network

LiveNX provides the ability to highlight spanning tree information in the system view.

In the LAN tool bar, select the desired VLAN and then use the drop-down to select Show Spanning
Tree. The topology highlights the spanning tree connections and root bridge per VLAN and shows
spanning tree topology changes as they occur (how fast the changes are detected is dependent on the
LAN polling settings).

The image below depicts the root bridge, three forwarding connections and two blocking connections.
The arrows indicate the path to the root bridge where the base of the connection represents either a
blocked or root port and the head of the arrow points to a designated port. The arrows will be drawn to
or from the middle of a device if the spanning tree port is not visible in the topology. Spanning tree
devices not added into LiveNX will be shown using its bridge ID. Tooltips are available by hovering over
the desired device providing additional spanning tree information including spanning tree bridge ID,
root bridge, and root, designated, and blocked ports. Tooltips are also available by hovering over the
desired spanning tree connection to see connection state information.
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Select Show VLAN Paths & Spanning Tree to highlight both in the System View. The Spanning Tree

information will be overlaid on the VLAN path.
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Real-time Monitoring

LiveNX provides the capability to display real-time trunk and access port statistics for a given VLAN on

a device.

Use the VLAN drop-down to list the trunk and access ports associated with the VLAN. Selecting an

individual VLAN in the System Hierarchy or clicking on the VLAN in the topology view automatically

selects the VLAN in the drop-down. The default selection is All

The alert indicator in the first column of each row describes the trunk and access port health; the alert

colors are the same as the topology view legend.

Click on the desired device in the LAN tab to display the statistics.

Real-time Monitoring
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The statistics are separated into Trunk Ports and Access Ports. Both tables display Interface, Trust,
Input Bandwidth (Kbps), Output Bandwidth (Kbps), Interface Drop, Connected Device and Con-
nected Interface.

* Interface Name: Interface associated with the desired device.

*  Trust: Class of Service (CoS), Differentiated Services Code Point (DSCP), IP Precedence
(Precedence) or none (untrusted).

* Input Bandwidth: Input bandwidth for that interface. « Output Bandwidth: Output bandwidth for
that interface.

* Interface Drop: Alert indicator with Green for Normal, Yellow for Drops, Red for Warning, Gray
for Down and Blue for All Polling Disabled.

*  Connected Device: Device connected to the Interface. « Connected Interface: Interface name of the
connected device.

Right-clicking on the text in a table entry provides two options: Show Interface Details and Export
Data.

*  Show Interface Details — LiveNX displays two boxes: show interface and show policy-map.

*  Show interface port provides packet statistics at the last polling interval. The Refresh button will
update the stats based on the most current polling interval.

*  Show policy-map provides packet statistics for all classes for the service policies defined at the last
polling interval. The Refresh button will update the stats based on the most current polling
interval. Export Data brings up a dialog box to allow you to save the contents of the Layer 2
statistics table into a CSV (comma separated value) formatted text file.
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et ol

View the interface status and the packet statistics for all dasses configured for the service polices on interface Port-channel2
show interface Port-channel2

Port-channel? is up, line protocol is up (connected) ~
Hardware is EtherChannel, address is 2c36.£884.3£84 (bia 2c36.£884.3£84)
Description: c35&60SCOFE-150 Po2
MIU 1500 bytea, BW 200000 Kbit, DLY 100 usec,

reliability 255/255, taload 1/255, rxload 1/255
Encapsulation ARFR, loopback not set
Keepalive ser (10 sec)
Full-duplex, 100Mb/a, link type is auto, media type is unknown
inpurt flow-control is off, Lo flow- rol is upported
Members in this channel: Fal/3 Fal/¢
ARP type: ARPA, ARP Timecut 04:00:00
Last input 00:00:00, oucput 00:00:01, output hang never
Last clearing of "show interface" counters never
Input gqueue: 0/75/0/0 (size/max/drops/flushes); Total ocutput drops: 0
o~

show policy-map interface Port-channel2
show poelicy-map interface Fort-channell

§ Invalid input detected at "' marker.

Click on the Show Layer 2 QoS button to display Layer 2 QoS statistics in tabular form.

Layer 2 Qi Statishes - Ciscof309_140 referentia.rnm

s i fac with s oo -
| interface tiame. | BartType. Truse Srncten Quen ] Taksi tkonped Fadis fra Bt ] oo DeE fange
{Cgurstarrast1 Trum Cutiound 2 3 a3 o
Femsheren1 Tk ot Outou z E] (] 487 3,2, 1
Festheretyl Tk a5 Outaund 1 38M ] 01 oo
FgatREhemetd/ 11 Tru osr nbound 1 HBE L} 01134567 ]
IopaEemety/6 Outound L 1 a7 o
FesEherrett/1 Trum o5 Outeund 2 1 36 o 5 <
g thamesa Cuteret t 1 BN o
e ] Truk e Cutsused 2 1 Hix o 5 -
FamtEert 17 Truk = Outound 1 1 r4¢ ] 1 6.4
N 11 True ascp vtz 1 1 374 ] a1 v
FEgaEhemet sz Outound z z 2356

fportDats |

ote: Support & currentty avalobie for 7200 ond 6507 seres Oncn deves onfy,
'DECR Legend: OIEE); BECEL], L6(CSZ), 2405, J2E4), ADICTS), WICSE), 50057, SNAF LY, KNI, 1HAFL3), 12IAF21), J0(AFZ), 22AFET); 26INFL, 250AF I, J0UAF S, INAF41L J6AF-00, BAFL), SEF)

The Layer 2 QoS Statistics table lists all interfaces and its QoS statistics. The table can be filtered using
four fields. Each can be enabled on or off independently from the other. The default filter is Interface
with queue drops = Enabled.

* Interface with queue drops — Displays all interfaces where the Total Dropped field is > 0.
*  Priority queue stats — Displays all interfaces with COS-Map = 5.

* Inbound queues — Displays all interfaces with the Direction = Inbound.

*  Outbound queues — Displays all interfaces with the Direction = Outbound.

Export Data brings up a dialog box allowing you to save the contents of Layer 2 QoS Statistics into a .csv
(comma separated value) format.
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Find IP and MAC addresses

LiveNX can attempt to find IP and MAC addresses within the system using information obtained from
polling the MAC address forwarding, and MAC address and ARP tables in the SNMP MIB on the
devices. This information is polled every 15 minutes. Click on Find IP/MAC in the toolbar of the topol-
ogy view or on LAN > Find IP/MAC in the LiveNX Client main menu. For this feature to work, LAN
polling must be enabled for all devices of interest.

File View Users QoS Flow Routing IPSLA Tools Reporting Window Dev Help
Discover | Manage [B¥ Expand QoS | Flow | Routing | PSLA” LAN

m— BE /B QR reor] | mawan frammc

[+ @ cat2960SCOPE_1-14
=@ cat2960SCOPE_1-15
. @ GigabitEthernetd/1
i~ § Port-channel3
- § Port-channel4
i = VLANs
=@ Cisco6509_140
[ @ FastEthernet1/1
- @ FastEthernet1/5
§ FastEthernet1/6
- GigabitEthernet4/11
% GigabitEthernet4/12
- § GigabitEthernet4/8
§ GigabitEthernets/1

& Vlan20
& VLANs
Fille View Users GoS Flow Routing 1P SLA | LAN | Tooks Window Dev Help
Discover | Manage [T Expand I _Q_ﬁ | Fiow| Find IP/MAC " - d
a- i + B/ 0| & Q| Ropots [ sdecmduae 1 v| G rnd AN |stow vLat ot | Fnd PMAC

The Find IP/MAC command can also be found by right-clicking on a device in the topology view and
selecting LAN > Find IP/MAC.
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File View Users QoS Flow Routing IPSLA LAN Tools Reporting Window Dev Help
miwﬁﬂw : Q"s-}m'ﬂml.Pi-“m
a- | |G Enable Poling |
rane e [ Smtar 205
= .
I 1309& bl:ﬂ- ara Trunk Ports
@ Device: 1386_Black_Core.referentia.com VLAN(s) Trust
o @ Flow ,
®
+g Routing 4
=@ P SLA »
23] 9
g @ | bl » |lv. Enable LAN Poliing
=@ Edit Device Settings Find IP/MAC
& g Add or Remove Interfaces |# | Show VLAN Association Links
& ® Refresh Device Reports
- ®@ Remove Device
@@ Device Tools »
w- @
B @ Statistics 4
e @ View »
i ® Group Management *
+ @ I

Note If SNMP V3 is used for polling, the “context vlan- match prefix” arguments must be added to your
SNMP-server group command. An example of the command is shown below:

snmp-server group <group name> v3 priv
snmp-server group <group name> v3 priv context vlan-match prefix

Type in the IP or MAC address in the top row of the Resolve IP and MAC Addresses table. Note that the
text turns red until a valid IP or MAC address is entered. Click on Resolve to begin the search.

ype in a single IP or MAC address | Resalve

] Ay A1 2 ]
Device Name Interface Name MAC Address(es) VLAN Index

Entering an IP address will provide the MAC address and the device and interface closest to the IP or
the actual device and interface if it is an IP on a device.

Right click on the found device and click on Zoom to Device to automatically center the device in the
system topology view. The Zoom to Device feature will not appear if you are accessing a device or inter-
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face view. If the desired device is part of a user-defined group, then the Zoom to Device will zoom to the
group that contains the desired device.

192.168.1.150 | Resoive |
N ] A3 ~1 ~ &

Device Name Interface Name MAC Address(es) VLAN Index

L2PODCc3560SCOPE-150  GigabitFthernet/1  a456,301f,6f41 201

. Zoom to Device

Entering a MAC address provides the IP corresponding to the MAC address and the device and inter-
face closest to where the MAC address was discovered.

o | 3 |
Device Name Interface Name IP Address(es) VLAN Index
L2PODc3560SCOPE-150 GigabitEthernet0/1 152.168.1.150 201

B — S —— e —— e —

Output of Resolve IP and MAC Addresses Table for a MAC Address Input

Right click on the found device and click on Zoom to Device to automatically center the device in the
system topology view. The Zoom to Device feature will not appear if you are accessing a device or inter-
face view. If the desired device is part of a user-defined group, then the Zoom to Device will zoom to the
group that contains the desired device.
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In this chapter:
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DNS Name Resolution . . . .. ..... ... .. . e 258
Device TOOIS. . . . . . ... 260
StatistiCs. . . . . 266
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Tools Overview

System Advisories

Notifications on abnormal server performance can be viewed in the Advisories Viewer. Select the
viewer from Tools > View Advisories.

A LiveAction - localhost

%VMMMMWWMWTWIMWWM%
: e ——]
Dashboard Manage [ Expand |£ Fow 8 | View Alens
lQ' | l*l, E& / (. 5onﬁgure Alerts — :&
| | Advisori i
Name | 'Search Example: (site - Ao Nebex-mee
Use IP Mappings
W @ 1941-WAN-67_113 1 Edit IP Mappings 192 1
=@ 2921-Demo-67_111 Use IP Blacklist
@ GigabitEthernetd/1 Edit IP Blacklist
- ® GigabitEthernetD 2
@ Tunnelo MSI Endpoints
=-@ 2921-Demo-67_112 Use VSOM Mappings
| [9 Sodmchamenf Edit VSOM Mappings
- GigabitEthernet/2
S Tunneld Manage Custom Applications
C 2 cat3560X-67_107 Define Custom Application

d. WARNING HTTP Server Hostname Mot Configu... [Server

Advisory Details
The LiveAction Server's embedded web server i running, but the | for the embedded web server has not been configured. The hyperiinks for the
scheduled austom reports will not work if the hastname is not configured. Please configure the "httpserver host” property in the LiveAction Management
Console.
B |

IP Mapping

The IP Mapping feature allows the mapping of an IP address or hostname to a user-defined label. This
feature only affects the labeling within LiveNX and does not affect any actual DNS or hostname config-
urations.
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IP Mappings can be managed by selecting Tools > Edit IP Mappings. IP Mappings can be created,
edited, removed, exported and imported from within the Edit IP Mapping Dialog.

To show IP Mappings, select Tools > Use IP Mappings. IP Mappings will now appear on the topology,

flow tables and reports.

 Toois | Repoiting Help

View Alerts Edit P Mapping =
Configure Alerts 1P Mapping
View Adwvisori
iew Advisories PR P Add add ]
¥ | UselP Mappings ClientNode-01 172.16.67.73
e Router 8 192.188.1.135
ServerNode-01 172,15.67.42
« | UselP Blacklist Export...
Edit IP Blacklist =20
Port Assignments
Enable DNS Resolution (Global)
Show DNS Names
Device Tools
Statistics
Group Management
Options
New IP Mapping entries have a (%),
[ ][ cnel |

IP Mappings can also be created by right-clicking an endpoint on the flow topology or tables, and
selecting Add [IP Address] to IP Mapping.

172.16.67.249

IP Blacklist

£

Create Display Filter 4
Add to Current Display Filter 4

No Display Filter
Add 172.16.67.249 to IP Blacklist

Add 172.16.67.249 to IP Mapping b .
Copy 172.16.67.249 to clipboard

Create Network Object

NOTE: IPv6 is not supported.

The IP Blacklist feature allows the identification of IP addresses or hostnames that will appear in red in
the topology, device, Flow table, and historical views. This is a method of identifying quickly and visu-

ally any known anomalies.

The IP Blacklist can be managed by selecting Tools > Edit IP Blacklists. IP addresses can be added to the
blacklist, edited exported and imported in the Edit IP Blacklist dialog.

IP Blacklist
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IP addresses can also be added to the blacklist by right-clicking an endpoint on the topology or table

and selecting Add [IP Address to IP Blacklist.

The example below shows blacklisted entries.

= T
Enable DNS Reschation (Glabal) [+ =

View Abeits :
it o Vo Uy [ Tl ey ELA Tash Tapacty inky
S ;i Lo s TR
View Advisories oo [hiewes “": fdl'— T LD L
| UselP Mappings e T T
Ed# 1P Mappings g
o | U P Blacklat :c::
Bt P Blacklist o a4 134
h o 7L AT, 1
Port Amignments e TR D

Show DNS Names.
Device Tocks
Statistics .

Group Management .

T
Options " @1
i @ ICoM_raaE) T8

Crente Cogdey Filtey
Akt 32 Curture Dy Fiter
B Dy Fie

At 1712667 23 1 B Bt

PR

Copy 131K 131 tm chpivmard

ok ey & ot & IR o= <

Tt 7256778

adzt \

w 100105 1, 192168, 1.0/24

[ —
addemes | [Limpert.
72.35.67. 154 | [ omert, |

182.0.1.2
152021

e 5 binckiat entries have 8 (7).

x| el ]

MSI Endpoints

Media Services Interface (MSI) is used to provide better visibility and services to media applications.

To include MSI endpoints in your system topology, go to Tools > MSI endpoints.

Click on Add, specify the IP addresses of your endpoints, select among User/Password, User/Password
Proxy or Certificate and then complete the fields. Click on OK.
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™MS1 Endpoints X

Alias | P | Perfvion |
T
Specify IP ranges (ex: 192.168.1.1-200) or one IP per line:
[10.81.74.98
10.81.74.66
& UserfPassword User Name: Ia:lmtn§
" User[Password Proxy Password: |cisco|
" Certificate
oK l Cancel I
add | Remove | edr | Performanice Moritors

Click on the desired IP address and click on Edit to add an Alias.

f—,, ™SI Endpoints | X|
Alias P PetfMon
10.81.74.98 W Off
a1 Edit Endpoint

Alias: |Exe0]

1P {10.81.74.66

User Name: [admin

Password:  [cisco
ok | cancel

Add | Remove I E@i | Performance Maonitors

Right click on an individual endpoint to see flows, to show modules or to export data associated with

that endpoint.
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MSI Endpoints B3

Alias ] P IPermel
10.81.74.66 W Off
| hShow Flows |
Show Modules
Export Data
Add l Remove | Edit I Performance Monitors

Return to the MSI Endpoints window, choose an MSI endpoint and then select Performance Monitors.
Choose a time interval to monitor the data and then select either flow type Real-time Transport — RTP
or Transmission Control Protocol — TCP.

Add Performance Monitor - 10.81.74.98 .

[~ Hast Monitor
% Refresh

Source IP Source Port Destination IP Destination Port IP Protocol

5 2376 |10,81.74.66 A
10.81.74.66 2328 10.81.74.98 2376 upp
10.81.74.98 2378 10.81.74.66 2330 UDP
10.81.74.66 2330 10.81.74.28 2378 UDP
10.81.74.98 2360 10.81.74.66 2332 UDP
10.681.74.66 2332 10,81.74.98 2380 UDP
10.81.74.98 2382 10.81.74.66 2334 UDP
10,81.74.66 2334 10,81.74.98 2382 UDP
Interval (seconds): |1IJ Flow Type: |RTR =
TCP
Create Cancel

Select a flow, right click and select Show Reports to view the Performance Monitor Report. In this
example, the test was run four times at ten-second intervals.
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Saq Num SSRC | R1P e Rate (kbps) | Mer{us) | RTPPlsiost | DscP [ o
3 ] NOT COLLECTED  MOT COLLECTED  MOTCOLLECTED  WOTCO
r4 () NOT COLLECTED NOT COLLECTED NOT COLLECTED NOT CO
1 &9 NOT COLLECTED NOT COLLECTED NOT COLLECTED NOT CO
o b & NOTCOUECTED  NOTCOUECTED  WOTCOLLECTED  NOTCO
T — |

To get per hop performance data, go to the System Flow Table, click on the Medianet tab and then
select the desired flow.

System Flow Table ._
. pplcaion (AVC) | Basc Flow [Medanet | St |

| |

L ..jo ] - ||

| = 10,81,74.95 . ,207...0 |
uoe 10.81,74.66 46 (EF) . 0.00% 0,129...0
=] e 10.61,74.66 0 (8€) 2MB 2267.., 0.00% 0,119...0
] uoe 10.61,74.66 2{C54)  24MB 2087.,.0.00% 0.108...0
] uoe 10.681.74.66 0(g€) 16 M8, 2087...0.00 % 0.105... 0
m Lie N4 SLIAS OAREY SME_IZFT. 0003 41,79 i

Right-click on the selected flow, choose Execute Mediatrace and select MSI Endpoint. Click on Execute
Mediatrace.

| System Flow Table (=13
Appiication (AVC)  Basic Flow " Execute Mediatrace Command [ |

Sowrce Ip Address:  10.51.74.98
Source Port: 2,378

Destination Ip Address:  10.81.74.66
Destination Part; 2,330

Time to lve: |5 = | mnutes
Initiake Madiatrace From:
 Devics in flow: [ anzor » =l
* Indficabes device closest ko source

I. A11-AA0111 _I
Execute Mediatrace |

The Mediatrace report tabulates the performance data on a per-hop basis from source to destination.

Use/Edit VSOM (Video Surveillance Operation Manager) Map-
pings

VSOM is a full-featured video surveillance operations management application that runs on the Cisco
Video Surveillance Media Server (VSMS) and Cisco Video Surveillance Virtual Matrix (VSVM) server
platforms. LiveNX adds VSOM servers into its application to provide visualization and monitoring of
the servers and its associated IP cameras. LiveNX will interrogate the VSOM server, retrieve its IP
address and its attached devices and then display the device name in the topology for use in the LiveNX
dashboards and reports.

Click on Tools > Edit Vsom Mappings. Then click on Add. Type in the Host, User Name, Password and
Domain information in the Add Server window. Click on OK. LiveNX will alert you if you did not add
a VSOM server name or if you use incorrect login credentials. Click on Add to append multiple VSOM
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Servers to this list. Click on Remove to delete an entry in the table. Highlight a table entry and click on
Edit to modify the User Name, Password or Domain.

Trace RTT

Mediatrace Flow: 10,81 74.98:2378 -> 10,81,74.66:2330 Phvet Table
| cdrvexs0 | A50CE-AATEOL | V- AAOE01 | 2921-840110 Z521-RADIOH-SW ZHL1-AADLL
Device cdn-ex3C AS0IE-ABDE0] WAR-AADIO0L 2921-840110 2811
Hop Nurmber o 1 2 3 . 4
Fop Typ= - - - E Wi
(Iniress [nberface None Gi2f46 Gifz i1 =l
Eqress Interfacs ethD @zj3 GifL =S Gij2
TP Jiter 0,00 ms 0.50ms 024 ms 0.03ms 0.00ms
RTP Packst Lost [] a ] [ 0
RTP Packst Expacted %5 913 513 910 0
RTP Packst Loss % [ X A O
TP Packet Droprs (] 0 i 0 [
(I Packst Drop Reason o L1} o o 0
Pecha it rate 661 Kbps 691 Kbps 681 Kops 634 kbps Dbps
(TP B rate Obps 706 Kbps 705 Kops 705 kbps Dbps
5P

0(BE} 0 (BE) 0(BE) 0 (BE) a8}
e - g -m5 -ms Oms.

Highlight a VSOM server and click Refresh Selected to retrieve any additional information from the
VSOM server. Click on Refresh All to retrieve additional information from all the VSOM servers in the

list.

VSOM Servers

Host Name

Right-click on any VSOM server in the list and select either Show Devices or Export Data.

Show Devices: LiveNX will interrogate the VSOM server to find the IP cameras or other IP devices asso-
ciated with the VSOM server. The list shows the Device IP address and the Device Name. Click on the
red x in the top right corner to close this window. If this Device IP list is incomplete, close the window,
refresh the device and right click on Show Devices again.

Use/Edit VSOM (Video Surveillance Operation Manager) Mappings 247



LiveNX Engineering Console User Guide

Devices - ec2-184-169-213-198,us-west-1.compute amazonaws.com |
Device IP Device Name
152.168.200. 18 Amster5 South
192.168.200.11 Amster5 West
192.168.200.12 EU Overview II
192.168.200.15 5328 East
192.168.200.13 5128 North
192.168.200.14 51-28 South
1192.168.200.16 53-28 West
192.168.200.11 US Overview

Export Data: LiveNX generates a .csv file listing the VSOM Servers Host Names, User & Domain
Names.

Click Tools > Use VSOM Mappings to map the device IP addresses to Device Names for use in the
topology views, reports and dashboard. If Use IP Mappings and Show DNS Names are also enabled in
the Tools drop-down list, then mappings are done using IP Mappings first, then VSOM Mappings and
then Show DNS names.

Manage Performance Groups and Application Groups

Manage Performance Groups

The Performance Group Mapping feature allows you to define and map custom application groups to
the desired differentiated services code point (DSCP) values. Click on Tools > Manage Performance
Groups or click on Configure Performance Groups in the left-hand column of the WAN-P{R Dash-
board. This will open the Edit Performance Group Mapping window. Click on Add to add user-defined
performance groups. Use the drop-down menu to select the desired DSCP value. Click on the Fill SLA
defaults using to find a typical profile. Choices include Voice Profile, Real-Time Video Profile, Low
Latency Data Profile, Best Effort Profile and Scavenger Profile. The SLA values can be edited as well.
Click on Add another to continue mapping performance groups to DSCP values, click on Add to return
to the Edit Performance Group Mapping window or click on Cancel to return to the Edit Performance
Group Mapping window without adding a performance group.
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A Edit Performance Group Mapping | 23 |
Performance Group Mapping

-

DSCP Performance Group

p

A Add Performance Group Mapping

Performance Group HTTP-BE

DSCP 0(8E)
SLA Configuration
Fil SLA defaults using Best Effort Profile
Enable Error Voice Profile
@ Loss [10.0 Real Time Video Profile
_____ Low Latency Data Profile
V| Delay 500 Bulk Data Profile
| Jitter 0
hew Performar|
AddAnother ||  Add || Cancel

In the Edit Performance Group Mapping window, click on Import to copy in another LiveNX user’s
performance groups in .txt format, or Export to transfer your performance group mapping to another
LiveNX user. Highlight an existing line in the Performance Group Mapping table and click on Edit to
modify the existing mapping or Remove, to remove the item from the list.

Manage Application Groups

The Manage Application Groups feature allows you to define custom application groups as a way to
group applications together.

Click Tools > Manage Application Groups or click on Manage Application Groups in the left-hand col-
umn of the Application Dashboard. This will open the Manage Application Groups window.

Click on Add Group to add a user-defined group.

Click on Add Definition and use the check box to select one to many applications that will be associated
to this group.

Click on OK when complete.
Click on an Application Group and select Remove Group to remove this group from the list.
Click on an Application Group and select Edit Group to rename the Application Group.

Click on a definition within a group and select Remove Definition to remove the application from the
group.

Click on Apply to save changes and Click on OK to close the window.
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A Manage Application Groups

Add Group == Remove Group ' EditGroup [ Add Defirition [ Remove Definitio

pplication Groups
Google
[ (N8AR) google-docs
B (8AR) google-services
B mear) giak-chat

* mﬁsﬂﬁ
A Add Definition ﬁ

Application Vendor

aol-protocol NBAR -
ms-dynamics-crm-online NBAR =
groupwise NBAR

texar NBAR

google-docs NBAR

songsari NBAR.

hamachi NBAR

banyan-vip NBAR

wop NBAR

cooltalk NEAR

egp NBAR

vid NBAR

gtalk-chat NBAR

ms4ync-video NBAR

creativepartrr NBAR.

masqdialer NBAR

netbios-ns NBAR

google-services NBAR

rap NBAR

cdc MNBAR

wfer NBAR

dictor hIBAD

Manage/Define Custom Applications

The Custom Applications feature allows you to define and edit custom applications based on a specific,
list or range of IP addresses, by protocol, by port number or by Layer 4 Protocol (TCP, UDP, DCCP or
SCTP). Creation of custom applications is reserved for admin and full-config user roles. Once created,
the custom application is visible to all users.

To create a custom application, go to Tools > Define Custom Applications.

Choose a name, a description, and an IP address and/or port number. The IP Address can be entered as
one IP per line, a range of IP addresses, or a specific subnet address. Wildcards can also be used with the
IP address, for example, “10.0.0.2/0.255.255.0.” A valid port number can be entered between 0 and
65535.
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: |used as an example for the user guide illustrations

Spedifiy IP ranges (ex: 192.168. 1.1-200) or one IP per line
10.28.95.3
10,28,95.8-100
10.28.95.101/24

6000 . Layer 4 Protocol: tTC? -

Manage Custom Applications | [ Save | [ Cancel ]

Adding both an IP Address and a Port Number will define your custom application to the defined IP
address AND port number. If both IP Address and Port Number are used, define the Source IP Address
with the Source port or the Destination IP Address with the Destination port.

If you specify both port and address, the mapping only works for (source IP and source port) or (desti-
nation IP and destination port) combinations.

Click on Save to add this to your custom application list.
To review or to edit your list of custom applications, go to Tools > Manage Custom Applications.

Highlight a row and click on the Up or Down button to move the table entry higher or lower in the list.
The order defines precedence of that particular custom application. In cases where there are multiple
application names for the same IP address, the higher placed item takes precedence.
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i

Name Description P
serguide used as an example for t... 10.28.95.3, 10

trainingnetfiow

The header row with the magnifying glass filters the list based on the defined alphanumeric string.
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|_- Up J Down thp

Description P
used as an example for t... 10,28.95.3, 10
conference call 192.168.1.1

Click on Show default to list a table of the common port assignments. The table is shown below. Any
port assignment defined in the Custom Application takes precedence over the common port assign-
ment.

19TCP chargen Chargen
21TCP ftp Fip

22 UDpP pcanywhere Pcanywhere
22TCP ssh Ssh

23TCP telnet Telnet
25TCP smtp Smtp
37TCP time Time

37UDP time Time

43TCP nicname Nicname
431108 DiCDAME Nicname

Click on New to return to the Define Custom Application dialog box.
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Click on a user-defined Custom Application and click on Edit to edit the defined custom application
using the Edit Custom Application window. Click in the field that you want to modify, edit as desired
and click on OK to continue.

' Edit Custom Application

Name: iuserguide ‘

Description: |used as an example for the user guide illustrations

IP Address: Spedfiy IP ranges (ex: 192.168. 1. 1-200) or one IP per line

10,258,953
10.28.95.10-10.28.595. 100
10,28.95.0/24
Port: 5000} Layer 4 Protocol: [TC;P =

[

Click on a user-defined Custom Application and click on Remove to remove the custom application
from the list.

Click on Save to save the custom application list. This list is viewable by all the LiveNX user roles.
Click on Close to close the Manage Custom Applications window.

The Custom Applications are viewable in the topology view. Click on the Flow tab and display IP
Address in the End Points drop-down. Then select Applications and see that your defined IP Address
displays your custom application name. Go to that particular defined IP address in the topology view,
click on the Applications in the End Points drop-down in the Flow tab.
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~ | P Display Filter Colors ~

Dst Port Application
58,158

Click on the custom application name in the device view to highlight all custom applications of that
type in the flow table.

1721667101 61,028 - 192.168.1,16 161

amn 83KB 0 {EE)
Lo 172,16.67.135  &L545 - 192.168.1.16 161 smp S7KB €14 o (EE)
Huoe 17216.67.130 64,463 - 192.168.1.16 161 ] S3KB 57 o @E)
{jLOP 172.16.131.121 65,380 = 192.158.1.16 a1 smo &rB 93 0 [EE)
o 17216.67.172 57,385 - 192.168.1.16 161 b axa ] 0 Z€)
UoP 172.16.67. 140 55,584 = 192.168.1.16 161 b KB & 0 ()
LoP 1921680125 53,96 - 192,168, 1.16 61 somp EL ] a2 0 (=€)
Lop 172.16.67.235 59,383 - 192,168, 1,16 161 s L1 ] 82 o @6)

WS it

—_—

The custom application can also be configured directly from either the flow table in the device view or
in the System Flow Table.

Right click on a flow in the flow table and click on Define custom application based on flow...to bring
up the Define Custom Application window.
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s o Routrg | PSA| L] _ _ _ _
Q|@m!ﬁmuﬂw im:ﬁb« - [ DefaiiFiterGrou = | B Dplay Fiter Colors ~  End Points: Asph - !C yhack @)y Reports |

oeal Sre IP Adde See Port Sre Cntry Dst 1P Addr Dat Part Apphication InBytes In Packets SreDSCR
10,78.95.3 38,508 - 30.10,10.2 2 userguide 1766 4 o (BE)
10.28.95.3 49,868 - 2.10.10.2 n usergude 1768 4 0 {BE)
10.28,95.3 45,868 - 30.10,10.2 21 userguide 1768 4 o0 (8E)
1721667101 6LO28 - 192.168.1.17 161 s 58 KB &3 0 (BE)
172.16.67. 130 54,463 - 192.164. 1.17 161 s Reports ¥
172.16. 131121 65,380 = 192.168.1.17 81 =y Generate Web Report
] Export Flow Data
| e pplication based o flow
P Execute Mediatrace
Create Disglay Filter v
_|"'I Add to Curent Display Filter v
s -

Right click on a flow in the System Flow Table and click on Define custom application based on flow...
to bring up the Define Custom Application window.

¥C) " Basc Flow | Medionet | hEEL | o
Pratocol ST Sic Port Sic Courtry DetT® Dist Part DstCoury  Apphame | DS

[TCP 10.255.203.2 ain - 10, 255.203.6 a5Aat- youtube (13... -
TR 10.255.205.7 a0~ 10.255.203.6 55,465 - youtube (13 0 (8

=] |10.285.202,3 | =0 - 10,255.703.8 55,477 - youtuse {13.. O
TCP 10,255,203,2 a0- 10,255.203.6 55,475 - youtube (13... 0
TP |10.255.203.5 | 55,481~ 10,255.203.2 a0- youtube {13... 0
=) 10,255, 303.6 55,465/ 10;355.203.2 80- youbube {13... 0 {5
TR 110,285,203 | 55,477 - 10,265,303, 2 80 - youtuse (13... U
e 10.255.203.5 55,475 - 10,255.203.2 80 - youtube: (13... 1 (5§
e 10.78.953 51,490~ 30.1010:2 21 ES usfnit=... userguide oE
= 10,75.95.3 25,635/ 30,10.10.2 IL[ES Usfinits.. . userguds o (s
e 108953 | 27,352~ 30,10.10.2 2008 U Unite.. usergude. 0 (E]
e 10.78.45.3 18,551 - an. 40,102 2 B USAnike. . userguide 10 (
TP JFia%--K- 15 S} 17,860 - 30.10:10.2 2LES UsfUnits.. . userguds o5
e 10,28.95.3 £3,708 - 30,10,10.2 215 USUniten, userqude O (5
| i 481

- 224,000.5 = Lsergu
|- 10.755 033

5 i~ § ikt (13

Defing custom application baced on flow..

110,285,207 |

IEpDEEEEEEIEEEEREO DO EEEE g

e 10.255.203.2

e i Add 102552032 to P Blacklist

Lo 10,355, 303.4 Add10.255.2032 £a TP Mapping

LoP (10,285, 205.2 HETE - 10,255 Copy10.255.203 2 to chpbeard

R |10.255.205.2 | an- 10,255

=2 10,255, 205.5 53,155 - 10,255 Export Flow Data

Lop 10.255.203.10 1,604 - 0.0.0.2 0,222 - o (13, 8
Lo rD ETal m‘ m |nm Al okncaae 1 1

In both these cases, the Define Custom Application window automatically fills in the IP Address and
the Port field based on that particular flow’s destination IP address and destination port.

Mame: ‘userguidenew ‘

Description: |another example for the user manual

IF Address: Specifiy IP ranges (ex: 192, 168. 1. 1-200) or one IP per line
10.255,203.2

Port: ‘qu ‘ Layer 4 Protocol: [LEP - ]

Click on Save and the new application name is visible in the flow table.
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The defined custom application name appears in the Top Analysis and the Applications flow reports

under Applications.

Acpicetion (AWC1 " BascFlw | Medaret | NSEL |
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|E] > 10,255. 2035 55,855 - 10.355.203.2 80- yourbe (13... 0 (Bl
] i | 255. 2036 55,477 - 102552033 80 youbbe (13... 0
| ] TP 10,255,203 55475 - 10,255.202.2 80- youtube (13.., 0 (Bl
O P 10.255.203.6 2,081~ 10,255.203.2 5,004 - ussigudanes 0
|. e 110.28.95.3 51,420 - I0.10.40.2 48 LS Uit .. remrgide o
B e 10,28.95.3 45,635 - 30,1002 N = U5 Unite, . userguids o
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DNS Name Resolution

The DNS Name Resolution features allows the display of host names associated with the IP addresses in
LiveNX. An admin user can enable DNS Name Resolution by selecting Tools > Enable DNS Resolution

(Global).

Tools

Repoiting Window Dev Help

View Alerts
Configure Alerts
View Advisories
Use IP Mappings
Edit IP Mappings
Use IP Blacklist
Edit IP Blacklist
MSI Endpoints
Port Assignments
Enable DNS Resclution (Global)
Show DNS Names
Device Tools
Statistics

Group Management

Options

Once enabled, a check box will appear next to the Enable DNS Resolution (Global). To disable, select
Tools > Enable DNS Resolution (Global). Prior to enabling DNS resolution, an alert appears to warn
you that this may increase the amount of NetBIOS traffic from the server.

Enabling DNS resolution may result in increase NetBIOS traffic from the server,

It is recommend that NetBIOS be disabled when using this feature.

NetBios can be disabled under the advance settings of the Inerface Protocol

Version Properties for the appropriate interface.

[ ok 1| cancel

To disable NetBIOS for Windows7 operating systems, open the Network and Sharing Center in the
Control Panel. Click on the appropriate Local Area Connection. Click on Properties, then TCP/IPv4,
then Properties. Click on Advanced and then go to the WINS tab and select Disable NetBIOS over TCP/
IP. Click on OK.
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IP Settings | DNS | WINS

WINS addresses, in order of use:

| Add... I Edit... Remove

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

[¥] Enable LMHOSTS lookup | Import LMHOSTS...

NetBIOS setting

) Default:
Use NetBIOS setting from the DHCP server, If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP.

() Enable NetBIOS over TCP/IP

@ Disable NetBIOS over TCP/IP

To disable NetBIOS for Windows Server operating systems, open the Server Manager and select Tools >
System Configuration in the Menu Bar. Go to the Services tab and disable TCP/IP NetBIOS Helper.
Click on OK.

| General [ Boot | Services | startup | Tools

Service Manufacturer Status  DateDisabled ||
[w workstation Microsoft Corporation Running

[w Link-Layer Topology Discovery ...  Microsoft Corporation Stopped

[] TCP/IP NetBIOS Helper Microsoft Corporation Running

[#] Local Session Manager Microsoft Corporation Running

[wi Muitimedia Class Scheduler Microsoft Corporation Stopped r|
[¥] windows Firewall Microsoft Corporation Running

[ Distributed Transaction Coordin... Microsoft Corporation Running

[¥] Microsoft iSCSI Initiator Service  Microsoft Corporation Stopped

[v] windows Installer Microsoft Corporation Stopped

[ Windows Internal Database Microsoft Corporation Running

[w] Network Access Protection Agent  Microsoft Corporation Stopped

@ Network Connectivity Assistant Microsoft Corporation Stopped v
Mote that some secure Microsoft services may not be disabled. | Enable al | | Disable al |
[[] Hide all Microsoft services

| ok || concel || mly || rep |

Once DNS Resolution is enabled, any user role can select Tools > Show DNS Names to show hostnames
in the flow views (system and device view topology, flow tables, lists and reports).
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Tools | Reporting Help
View Alerts

Configure Alerts
View Advisories
v | UselP Mappings
Edit IP Mappings
v UselIP Blacklist
Edit IP Blacklist

Port Assignments
Enable DNS Resolution (Global)
' v Show DNS Names

Device Tools I}
Statistics »
Group Management 4
Options

Device Tools

Saving Changes to the Device’s Startup Configuration

When a device is added to LiveNX, the software makes changes automatically to the device’s running
configuration, but not to the startup configuration file. If you want to make these changes permanent,
select the device from the list on the left side of the LiveNX screen, and then select Save to Startup Con-

fig from the File menu and click Yes to save them to the startup configuration file.

Would you like to save the current running configuration to the device's startup config, i.e., "copy run
start™

|| Do not show again (current configuration will not be saved to startup configuration on further use)

Ly J[ w ]

o

Accessing the Device Web Page from LiveNX

If your device supports it, LiveNX can open its internal web page. Select Open Device Web Page from

the Tools menu.

Device Tools
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Note Administrator or Full Configuration privileges are needed to open and use the LiveNX CLI terminal

window.
| Touls | Heip.
Vi At
Configuee Alets « B Tefnsrmmcon
Ve Adsories —
Crtry Out P A o
| U Mappings VLEELID T
Eda IP Mappmge TLMETID T
o= [ ULEELIN T
1T 6T 113 n
Eda 1P Bleckint VLWSTIE T
Poet As * P AT AV
masni W
! FrE T ATO .
o Shaw DHE Names —k
Deae Touls b Save to Startup Config The server IT216.67 112 ot bevel 15_sccess recjures o username s Tl ks Cansechins '
Sty ' Gpan Dawsce Vet Page. N Lo
Group Marugermert ’ Manage ACLs el Wamning: This senver iz requesting that your username snd pastword be
Dptioni zent in an msecure manner (basic suthentication without & secure — ;‘" =
connection). = deee
N e S
i7" | User name
| | Password
[T Rermamber my credentily
s e |
(ol

Managing ACLs

LiveNX includes an Access Control List (ACL) editor that allows you to edit and create ACL rules for
use with QoS match capabilities. The ACL editor also provides an option to save and load ACLs from a
file. The ACL Management dialog box can be accessed from Tools > Manage ACLs.

ACL Management for 1811-13 (Eskia]

CurrentRouter | 1811-13

Access Control Lists (ACLs)

Name [ Number Type Applied Interfaces
Standard (Named)

Access Rule Entries
deny host 192.168.1.199 Save ACL File

Load ACL File

%

To create an ACL, click on Create ACL.
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remark deny 192,168, 1. 199

| EditRide
| Copy Rule

| Delets Rule

! Move Up

| Move Down

[ Prevewas || savetoDevie || cancel |

Choose between Standard or Extended. Standard uses ACL numbers between 1-99 or 1300-1999.
Extended uses ACL numbers between 100-199 or 2000-2699. Alphanumeric characters are allowed in
the Name/Number field with no blank spaces.

Click on Create Remark to create a remark for the ACL.

Click on Create Rule to create access rules to allow or to deny a particular IP address. Two windows are
available to create or to edit rules, depending on whether a Standard or an Extended ACL was created.

For the standard ACL rule, create a rule by selecting permit or deny, and selecting the desired source IP
address for this rule.

@ any () by Network or IP :
e.g 192,168.1.0/24 or 192.168.1.19

[ Log Rule

For the extended ACL rule, additional selections are available. In addition to permit or deny, other
selections include protocol (IP, TCP or UDP), Object-Group or by IP protocol name (ahp, eigrp, esp,
gre, icmp, igmp, ip, ipinip, nos, ospf, pcp, pim tcp or upd) or IP protocol number.
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P OTC @ UDP ) Cbject-Group | serice et do
Sairc Destnation
any ) by Hebwork or P @ ey ) by Networkor P by Object-Grow
>
&0 192 168 1,0/24 or 162 168.1.19 | . 152 168, 1.0/24 or 152 168.1.18 dearatoiotrorh ot -
i by Pt | B ta e [WbyPort Equalto | ManagePortis) |
1399 1__"!5!
] Match by 5P
[F|LogRue [Lag
(o] [Ceme ]

LiveNX reads the Object-Group information already created in the device configuration and displays

any available selections through the drop-down.

The by Port selection is available if either TCP or UDP is selected. Options are equal, not equal, greater
than, less than or between. The Manage Port(s) button provides a list of commonly used ports. Differ-
ent rules can be created for Source and Destination. Use the >> if you would like to copy the Source

parameters to the Destination side and use the << if you would like to copy the Destination parameters

to the Source side.

Click on Match to select traffic based on DSCP or on IP precedence. Default is off.

Click on Log Rule and select either Log to Log matching packets or Log Input to Log the ingress inter-
face and source MAC address, in addition to the packet’s source and destination IP address and ports.
Default is off. Click on Preview CLI to see the commands in CLI format prior to saving it to the device.
Click on Save to Device to transmit the CLI commands to the device. Click on Cancel to close the win-

dow without making a change to the ACL rules.

config t©

ip access-list resequence DMVEN-other-13958 10 10

ip access-list extended DMVPN-other-13958

no 10 permit 17 any eq 1395E any eqg 13958

10 permit cbject-group serviceObjectChild object-group networkObjectChild any

Once a rule is created for the ACL, highlight the rule to edit, copy or delete the created rule. Repeat the
Create Rule to add additional access rules for a given Access Control List. Rules are executed in the
order from the top down, so highlight a rule in the list and use the Move Up or Move Down button to

reorder the rules in the Access Rules window.

Managing ACLs 263



LiveNX Engineering Console User Guide

permit udp any eq 179 any eq 179

permit tcp any eq bgp any eq bap

|' Preview CLI [ save to Device

Once the Access Control List is saved to the device, click on Apply/Remove ACL.

ActMaragementior 8113 = N =]

CurrentRouter  |1811-13 |

|Standard (Named)

Access Rule Entries
deny host 192.168.1.199 Save ACL File
Load ACL File |
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The Apply Access List to Interface window automatically lists all interfaces on that device. Click on the
desired interface to apply the interface to, select Inbound Direction and/or Outbound direction and
click on Apply Access List to Selected Interface to designate the desired ACL. The UI will ask if you are
sure before modifying the interface configuration.

Asyncl
FastEthernetd F
FastEthernet2
FastEthernet3
FastEthernet4
FastEthernets
FastEthernets
FastEthernet?
FastEthernetd
FastEthernets
Loopbackl

|¥] Inbound Direction

| Apply Access List to Selected Interface | | Cancel |

For a QoS policy that uses an ACL as part of its class definitions, the ACL will automatically be included
when loading and saving QoS policy files; it is not necessary to load and save the ACL file separately.

To load an ACL file from one device to another, save the ACL to a file and then open the editor on the
target device. Then, load the ACL file and save it to the device. LiveNX will warn if there are any con-
flicts.
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Current Router  2921-Demo-67_112

Access Control Lists (ACLs)

Name / Number Type Appiied Interfaces [ craeaa |
ACL-IPSLAVO-6002 Extended (Named) - A
BlockAttack Extended (Named) GigabitEthernetd/2 F -

M@ Extended (Named) Delete ACL
BloddFlow Extended (Named)

MACE-ACL Extended (Named) Copy ACL
match-13958 Extended (Named) :

Redvect Extenced Olomed) ;
RedirectFlow Extended (Named)

StopVoice Extended (Named)

TO-4EYES Extended (Named)

TO-AGENCY Extended (Named)

TO-COALITION Extended (Named) I

TO-SIPR-130 Extended (Named) .}

A, A by Ao R .Y
Access Rule Entries

Save ACL File
Load ACL File

Statistics

Miscellaneous OID Polling and Charting

Miscellaneous OID polling utilizes a generic polling framework within LiveNX to gather vendor-spe-
cific or miscellaneous device information and statistics. From the Tools menu, select Statistics > Man-
age Custom OID Charts and enter in the OID string. Polled data and charts are accessed by going to the

Tools menu and selecting Statistics > Show Custom OID Charts.

% Touls | Repoting Help
i ViewAlets
b Configure Aleris = LA —
i N R
- Criry DatTP Add
¥ Use Mappings 121657113
Edit IV Mappings 172.16.57.113
N e 172.16.67.113
e s7. 113
Edit IP Blackdiat (TR LI
Port A i 12,1867, 113
T oo 1721667113
Enabile DNS Resabution {Global) \72.16.67.113
% Show
Device Tols '
Statistics w | i
Group Managernant v Showe All Interfaces
Options Show ACL Statistics
Show Curtom OID Charts
r Masage Custom OID Chars.
o ERUPREETINE [ oo e ann

..d

Dt Port:

m
m
m
7L
el
m
7L
kel

L e

o [Likiiiabviid
e L]

Lo ] oo
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Mizcellaneous OID Polling

|3 Miscellaneous Device Fields

i T R—

Group Management

FHe Vew lseos Fiow foutng [P SLA To&_:m' Hedp
D | Manage. [T Expunt SO Fowl | Veew Alams
e Al I I i M
| tarme & af@e  Cotmrim - [ s - | g ~ B o) T Ak - |(E Pasbach @ Repert
=T irw Achisares - B i .
|55 0 Home: | Faotocmi = st TP Ay DstFort Aopication TCP Aags SrcPreficLeny nE DistPret
| Standiene 1o gl Use P Mappings 920235 ™ —— ) GBiEReme 4 .
o Edi IP Mippings 1IBATI M —a— # FastEthenen/in 24
T @ 311DemesT_l 0w el WP Dlacint A7 2,048 —a— = FostEmemeny10 24
i (@ 2921 0eme57_110 1cwn 1TIBERLY - e = Fantftharmatif1 34
@ 403145 e Kdit 1P Blackiak ITZBATID - —— £ FastEthemenL 24
5 @ 9143 o Port Aesignments 1TRIEETUT LB —— ] FastEmemeny10 M
4 @ coroenscore_1-14 llow i LIBSTAE 2806 R » FastEthenenil 34
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Create a new group by selecting the Add button, naming your group and adding devices to it. Use the
scroll bars to find the devices in the list or type in the start of the device name in the field to the right of
the magnifying glass to filter the list. Click on the magnifying glass to enable additional tools (case sen-
sitive, wild cards, partial matches) to assist in filtering the list.
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S41-WANE7_113

2621Demo-67_111
2921-Dema-57_112
4203-145

7609_143

A-CLIENT -NODE
ASPRATRTL

25 1001_SRCS_1-50
C1941-197
2821185
C262USCOPE_1-16
£29215C0PE_1-17
925163
cal260500PE_1-14

Mew and modified group entriss have 3 (7).

Asterises (%) indeate required fieids.

Once a group is created, the grouped devices will appear in the topology view as a single entity labeled
with the assigned name. Devices can be expanded from and collapsed back into, the group by right-
clicking the group and selecting Expand or Collapse. The group color is determined by the device in the
group with the most severe alert color indicator. This way, in the system topology, if any one device
within a group turns either red or orange from a nominal green color, then the entire group icon will
turn to that same alert color. The order of color alert severity is Red (Warning), Orange (Drops), Green
(Normal), Blue (All Polling Disabled) and Gray (Down). In the images below, L2ZPODc group status is
red because at least one of the devices within that group is red.

o

[ File View Users QoS Flow Routing PSLA Tool Reporting Window Dev Help

QoS ' Flow | Routing | IPSLA | LAN |

Name
= &% Home
il 1386
@8 1386_Black_Core
& @ 1386-51r
& [l pemos?
[ @ 2921-Demo-67_111
@ (@ 2921-Demo-67_112
- (@) L2PODC2960SCOPE-15
- @) L2PO0C2960SCOPE-15
(- @) L2PO0C3560SCOPE-151
&1 @) L2PODC35605COPE-15
- 181113
(B 1941-WAN-67_113
4@ 4503-145
& Q 7609_143

»

lp/[§ /- & @ sasrboard Reports | Table | €Refesh | Al Flow Types

amnn;_sms_uu ski-satr
197 (Blat 50 192

{138
11501 34

Foundry FW3i624-206
1929884 204

- iCurer
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= &% Home

4@ 109 waN67_113
% (@ 2921 0emo-67_111
¥ @ 921-0ema-67_112
& @ 503145
& @ m03_1e3

Options

The Options dialog allows LiveNX settings and preferences to be managed. The Options dialog can be

accessed by selecting Tools > Options.

Preferences

The Preferences section of the Options dialog allows you to use device names instead of hostnames,
reset window sizes and warning dialogs. You can also set directory locations for the different files that

LiveNX will save.

The device or hostname changes are visible in the System Hierarchy View and the System Topology.

_ Alinodes  Local | remote1 |

7] e Al rades cafg
Qs

Database size: ]mauwsmmmrd&m

7] Automatically purge dats older than: |3D.days w

[7] Before purging, archive to: |c:\deviBadupTestQos Local

Flow

eVl A

base 5 637.193 MB (477.932 MB avadable for delefior)

[ Automatically purge data cider than: |30dms »,
7] Before prgng, archive fo: !:mmmm_w |
Alert

iexhdev L tstore2

size !mm(u_mmnﬂbhﬁr“ )

|7 Automatcally purge data older than:
[7] Before purging, archive tos |2 mmmum
Long-Term

location:  c:\dev L iveAct desi. ocal\datalk

size 1255.861 MB (191.639 MB avalable for deletion)

[7] Automaticaly purge data oider than: ,w_dg,s=-d_]
L i nafomoucans schi oz idauliac

Lol

Options 269



LiveNX Engineering Console User Guide

Database

The Database section of the Options dialog allows you to manage settings related to the databases used
by LiveNX. Database management can be completed on all Nodes including the LiveNX Server by using
the All Nodes tab. Individual Nodes can be controlled by clicking on the corresponding Node tab.

Database size: 1233@{_1—995@!@* for deletion)
| Automatcally purge data older than: rJﬂ days w

7| Before purgng, archive to: e 'd:\'iBndq.vTulQo;_LDcd

Flow

Secuty Database ocatn: cev\ veActon itaipodes octal
Database sze:  |637.199 MB (477.932 MB avaiable for deletion)
7| Automatically purge data oldes than: ':om '_; -

/| Before purging, archive fo; |c;\dev'\BadkupTestFlow_Local
Alert
Database location:  c:\dev LveActon\datalnodes|L oca\data\alertstore2

Databace sze;  66.508 MB (41.427 MB avaiable for dsletion)

0 7] Automatcally purge data oider than: |J0days w |

/| Before purging, archive to: (o \dev\BadkupTestAlert Local
Long-Term

Opions -
|
%  Alrodes | Local | remotet |
Preferences Qos - - ——
[ Dispiay a warning when any dalabase size exceeds:] S00MB v | Resetnow |
[ a “ 7] Automatcaly purge dataoer than: [ Ddays = pugenon |
T (¥ Before pirging, archive o |c:ievipackupTestQos.
E Flow o 1
Email |1 Display & warning when any datsbase size exceeds:  S00MB. = Reset now
a (¥} Automaicaly purge data older thar: |0days = ) " Purge now
Security [} Before purging, archive to: C:WWM
N’t e . ———————
[¥] Display & warning when any database size exceeds: _smm | | Resetnow |
|4 Automatically purge data cider than: g'sn(h-a v " Purgenow |
[ Bafore purging, archve tor cr\lev\BachupTestilert
Loni-Tem = = e
1 Display a warning when any database size exceeds: 500 M6 v Reset now
. |4 Automatically purge dats older thar: | 30days = | Pugenow |
[V} Bafore purging, archive to: c:'ﬂvﬁ;dnm.\T&.ﬁ.H.mngsm
[7] isplay a warning when free disk space falls below: .lé '
|
% Abpies” Locs [oesetet] _
Qo5
Database ey LiveActon datalnodes Localdatals

Database | e \dev L iveAct) des ocal\datalor
Databasesize: 255,861 MB (191.639 MB avalable for deletion)
| Automatically purge data older than: [30daya v |

Haforn cs o aectin sor o ldau iR acts e Taes pon e cal
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All Nodes tab: Changes made in this tab will affect all Nodes in the LiveNX system. LiveNX generates
four databases: QoS, Flow, Alert and Long-Term. Each database can be configured across all Nodes to:
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*  Enable a warning when the database exceeds either 500 MB, 1 GB, 2 GB, 5 GB, 10 GB, 50 GB, 100
GB or 500 GB. Default is warning = ON and size = 500 MB.

*  Enable an automatic purge feature for data older than 1, 2, 5, 10, 30 or 60, 90, 120, 180 or 360 days.
Default is auto-purge = ON and age = 10 days for the QoS, Flow and Alert databases and 365 days
for the Long-Term database.

*  To save database data before purging, click on the Before purging, archive to: check box. For
example, to store the database data in the same directory as the LiveNX Server data, type
C”LiveAction Server Data<LiveAction Version>. * Reset a particular database (QoS, Flow, Alert or
Long-term) across all Nodes by clicking on the Reset now button. This will erase all data collected
in that database.

*  Purge a particular database (QoS, Flow, Alert or Long-term) across all Nodes by clicking on the
Purge now button. This will erase all data older than the specified duration selected in the drop-
down menu.

*  Enable a warning when the free disk space on any Node exceeds either 1 GB, 10 GB, 20 GB, 30GB,
50 GB or 100 GB. Default is warning = ON and size = 1 GB.

Note LiveNX supports an automatic purge to ensure that there is sufficient space to store about one minute
worth of SNMP, Flow, Alert and Long-term data. This is not user-configurable, but the auto-purging of
the four databases are done only as a last resort, to ensure that there is sufficient space to store the most
recent data.

Individual NTab: Although the default is to use the All Nodes configuration, each Node’s database may
be configured separately by unchecking the Use All Nodes Config check box and selecting the individ-
ual tab for the desired Node. In addition to displaying the Volume size and Volume size free for the
individual Node, each database within that Node can be configured to:

*  Backup an individual database by clicking on the Backup now button—This saves a copy of the
database to a directory on the Node. After clicking on the Backup now button, LiveNX prompts
you to specify the backup directory on the Server. To store the backup data in the same directory as
the LiveNX Server data, type C: LiveAction Server Data<LiveAction Version>. The backup QoS,
Flow, Alert and Long-term databases will be stored in the location selected with the filenames Snap
store, Flowstore, Alert store and longterm store, respectively, each appended with the backup
creation time in the

*  YYYY.MM.DD.HH.MM.SS format. If disk space is an issue, you are advised to move the backup
files off-line and purge the local copy. The backup QoS, Flow and Alert database directories can be
added back to LiveNX to analyze historical information by using the Mounted Data feature in the
LiveNX Server console. Please see Mounting Data Directories into the LiveNX Server section of
Chapter 2 — Installation. The Long-term Database cannot be mounted; replacement requires
manually swapping the long-term databases out in the Flowstore-dashboard cache directory in the
LiveNX Server Data directory.

*  Reset a database (QoS, Flow, Alert or Long-term) on the individual Node by clicking on the
corresponding Reset now button. This will erase all data collected in that database.

*  Purge a particular database (QoS, Flow, Alert or Long-term) on the individual Node by clicking on
the corresponding Purge now button. This will purge all data older than the specified duration
selected in the drop-down menu in the All Nodes tab.

Email

The Email section of the Options dialog allows you to set SMTP Server and email sender options. These
will be used when LiveNX sends out reports, alerts and notifications. The values entered depend on
your specific e-mail service. The image below shows how to configure LiveNX to send e-mail to a Gmail
account.
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Host name *; |smtp.gmail.com

Username: user's e-mall login
Password: sssessses

SMTP Server

*  Hostname—Enter your SMTP host name. * Port number—Default for SMTP is 25, TLS is 587, and
SSL is 465. « Username—Enter your username to access your e-mail account. * Password—Enter
your password to access your e-mail account. * Security—Choices are: NONE, TLS (Transport
Layer Security), and SSL (Secure Sockets Layer)

Email Settings

*  Sender address—Enter the sender’s e-mail address. * Sender’s name—Enter the sender’s name.

Send a Test Email

This will send a test e-mail back to the sender’s e-mail address.

Security

The Security section of the Options dialog allows you to manage security settings for LiveNX. You can
set a password policy and login control options.

SMTP Server
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% Title Bar Security Label
Preferences
Select the security level to be displayed in the Application Title,
Q Click on Apply to set the level,
Database S——
E Authentication Options
Email Required properbes are indicated with an '~ =
I_MH‘] Password Policy
a o )
Seait || Password expires after 50 days
[Z] Alow password change once in 1 dayls) 2
[7] Mumber of previous passwords to save previous
+ Password Restriction
®  Minimum characters required 5 chars.
[7] Mumber of uppercase characters required |1 chars,
|1 Mumber of lowercase characters required 1 chars.
[7] Mumber of numeric characters required 1 chars.
_ Mumber of spedial char acters required -
e ] '

Export Server/Client /Nodes Logs

The Export Logs feature provides detailed network information to assist LiveNX support in resolving
management or monitoring issues.

On the LiveNX Client, go to Help > Export Logs.
On the LiveNX Server, go to Help > Export Logs.

Click on the Device Information check box to export additional device information.

Include additional information?

[ N

Clicking on the Device Information check box will allow LiveNX to create a .csv file containing device
information including serial number, IP address, vendor, model, I0S, feature capability and interfaces.
This file will be added to the .zip file containing the other export logs, either client or server.

Note Please ensure that the LiveNX Server is on and running prior to exporting the logs.

To get information from the LiveNX Nodes, go to the LiveAction Management Console and click on
the Nodes tab. Right click on the status column of any Node with status = Connected and select Export
Logs.

Export Device Data
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LiveNX uses the expand and collapse feature of the device tree in order for a user to hide certain infor-
mation from exporting to a log file. To prevent certain devices from exporting to a log, create a group
and then shrink the group, so no device are visible. To prevent certain interfaces from exporting to a
log, shrink the interfaces so only the device is visible. Right-click on the device tree and select Export
Data.

Export Device Data

LiveNX uses the expand and collapse feature of the device tree in order for a user to hide certain infor-
mation from exporting to a log file. To prevent certain devices from exporting to a log, create a group
and then shrink the group, so no device are visible. To prevent certain interfaces from exporting to a
log, shrink the interfaces so only the device is visible. Right-click on the device tree and select Export
Data.

FileDashboard\ﬁewUsersQoSFlowRomlglPSLALAN

| Discover | Manage [ Expand 'Qos” Flow | Routing | IPSLA |
Q f @»ﬁ) /Ev‘ﬂ Q‘Rep-
Name

Add New Device
Refresh Devices
Exporit Data

i [ hide devices

(- @ asr10015RCS-50

& @ c2921SCOPE_1-16

E- @ c2921SCOPE_1-17

| | @ GigabitEthernet0/0

- ® GigabitEthernetd/1

- @ GigabitEthernet0/2

=@ cat2960SCOPE_1-14

. % FastEthernet0/17
@ GigabitEthernet0/1
@ GigabitEthernet/2
-8 VLANs

=5 @ at2960SCOPE_1-15
-8 GigabitEthernetd/1
- @ GigabitEthernetd/2
-8 VLANs

The .csv file will display only those devices and interfaces visible in the device tree.
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A B | €

1 Device se Name 1P Add
2 Home

3 hide devices

4 SS115420/ asr1001SRCS-50.referentia.com  192.1

5 |FTX1528Ac2921SCOPE_1-16.referentia.com 192.1

6 FTX1542Ac2921SCOPE_1-17.referentia.com 192.1

7 GigabitEthernet0/0 192.1

8 GigabitEthernet0/1 30.240.
3 Giga bitEthernet0/2 30.13.1
10 FCQ15317 cat2960SCOPE_1-14.referentia.conm 192.16¢
11 FastEthernet0/17

12 GigabitEthernet0/1
13 GigabitEthernet0/2

14 VLANS

15 |FCQ15317 cat2960SCOPE_1-15.referentia.con 192.16§
16 GigabitEthernet0/1

17 GigabitEthernet0/2
18 VLANS
2
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